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Configure store settings - Store

StoreFront Federated Authentication Service (FAS)

Use Federated Authentication Service to provide single sign-on to VDAs when using authentication
methods where StoreFront does not have the user's Active Directory password.

Favorites

Kerberos delegation Enable Federated Authentication service for this store.

Optimal HDX routing || Fallback to username/password if no FAS servers are available. @)

Advertise store FAS server selection O | Select at launch (recommended) - ]

Federated Authentication

Service

Advanced settings

“ Cancel ] [ Apply
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'@' Citrlx Workspace "} Search Workspace EE J

Good evening, Joe Bloggs
Wednesday, June 04, 2025

Home Apps Desktops

Quick access

@

==_‘_I

Calculator Cloud Excel 2016 Cloud

Powered by Citrix
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& F Android. iPhone F] iPad i&&RY Citrix Workspace Launcher

Citrix Workspace Launcher f3iF Web 3| %1285 Citrix Workspace N R85, UBRIREME
ETFEH ICAXH. UFI, X{GEATF Windows. macOS # Linux, Citrix Workspace Launcher I}
£ #F Android. iPhone 1 iPad, % Android. iPhone ¥ iPad FEF EXTEHE Web S 28837
FARSIEMuLEEY, ZMihER Citrix Workspace Launcher #31 Citrix Workspace N BTERF. MRIE
M, Citrix Workspace Launcher ¥ FRAEREEE6, XiBid# %t ICA X RERNI&E KRG
{LESFEHREER LM,

XFEZE Android R Citrix Workspace W 2 25.03 3 E =k AU K iOS ki Citrix Workspace [
12 25.03 EBIRA. ©ERTEEALMIMAIAIL,

ERIAFIEFER ESED

Man, ERIAMKIEE, BRANEERNESIHREL, B EEHMEER, EA
StoreFront 2503, #IR7E EHEiEI FECE, WKFIREFE—NED A UREERE, ELF4E
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Change Password
User name:
test\joe-bloggs

Old password:

Mew password:

Confirm password:

—

BXIFMER, BESH BB,

ERIMAEEIERSMMMRINETN FICE

ERIMAEIE, EERAUBEXRLRAFSMEDF, EERAMUEEN TER

« IMRERFHMETF,
o BRETUATTF

o BINEDTF
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StoreFront

Ul experience

Deploy Citrix Workspace
app

Appearance
Authentication methods
Launch preferences
Store timeouts

Session reconnect

Pinned links
Custom announcements
Dialog after log in

Advanced settings

Edit store website - /Citrix/StoreWeb

User interface settings

These settings control the end user experience,

Web browser settings
[+ Automatically launch desktop @

[+*] Show desktop viewer

Navigation tabs
[ ] Always display navigation tabs @
[ Show Home tab

Default tab: Apps =

Apps view

ﬁ[ Cancel ] [ Apply

BXFARR, BERSHMEDF

EREERMIEE

ERMAKIE, EEARTURE—NEEMNIEE, ZNEEERRERRETRESRELRA, AF
WIERIGF S StoreFront RE, ERIMEAIINEEARESMERER, INENER. R
ik, NEREREE. ESAR. T2BN. RAEHNERRTAER, WINENEERIAAILNT

Fo

17




CITRIX® STOREFRONT ¥#ihkas

Terms and conditions

By pressing Accept, you indicate that you accept the terms and conditions.

BXUNAERBERINERNFAER, FERAERENIEE

BEXRE
fERIAA0E, ERRTURE— IS, ARABFET, AIEN IS TEREE
PO, BXFAESR, BEAEEXAS.

‘G" Citrix Workspace ‘ Q Search Workspace ‘ Eg ]

Upcoming maintenance window o
This store will be unavailable on 24th April from 22:00 to 23:00

Good afternoon, Joe Bloggs
Friday, March 14, 2025

Home Apps Desktops

Quick access
ﬁ wee ﬁ
E
Calculator Cloud Excel 2016 Cloud
Desktop App Desktop App
Powered by Cifrix storefront-eu-1
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ERMNGRERNERERE

REEFNEE (WUFIFRA Workspace Control) IFEEFERMAAKIE A, MUa1, BNEEREZR
RIEPI A, BERIEEIERE, EaIU9ETd Web FSE2EENAFREEEU TILE !

* Store ZTHIE(F - R REREANRTS. BiAEREZEHE.
- BRERNES BoEMERDRIE,

BXFAES, BEH REEREE
ERAAGRHITREEEX
HINAEEES,

IBRRIAERE

Colors

These colors appear in sign-in screens and within the workspace experience.

Banner color: Banner text and icon color: Accent color:

FROAEE :

Colors

These colors appear in sign-in screens and within the workspace experience,

Banner color: Banner text and icon color: Accent color:

o, XEESIMEE BN A TR, $EHENMIELR.

BXIFARR, BEHE N

ERENRRENBERRS

é'fiﬁﬁ DaaS E,JI)LAt'MSgJE__I’, EE%)EHF' ﬁ*ﬁi)u?’__.[»u_u_ﬂ'ﬁﬁ)j Eﬁﬁa%ﬁmﬂlﬁ&lu\o EE;/}?'{kIL,\*EI
TENERAEZEAN. EXNERRTHEERS (IKER) . tiGamsERiFAF RERAIERE
BUIRES, MMEfIREB MBI AR EE R EEEZ IR,
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@ Citl‘ix workspace Q, Search Workspace

[u]a]
0
=

% Contact Support  (® Help & Google Drive > Change password 5" Slack test

Good evening, Mary

Monday, March 24, 2025

Home Apps Desktops

Quick access

7 P, P, P &

>
- % & ¢ tl 7
m Defragment and Microsoft Azure Microsoft Edge Office365 Paint
Optimize Drives Services

Powered On Desktop App Desktop App Desktop App Web Desktop App

wsuistgvda

Desktop

RPAIUERESETRSE (HRSER) ERNREBEIEHITSBEIREXIRE. TRIRERR
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Ze i B X BRSS URL BYM X BL i R & & & (/en-us/storefront/current-release/media/whats-new/
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B8 Win@
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+ 3 Cloud Connector £ LHC {2 FzTHEBFPEHE— 1T NS MBI R EIREY, 20
REBAAIEA, RIFEARTER. HILNTENERERZE, TRERBERERSE,
StoreFront AIRERIFIBER L XT| 5 R4 B T B iR RHER S R RIAEESS.

o FRMMAKEN, NREEZIHEMIUESE, WHBFIHEN, FRIE/ISEFEEHIRIESEN
I,

« —B StoreFront i1 T —/" FAS iR$325, WR1% FAS REB[EREEARTH, NESHEKK,
BI B &, StoreFront fiEMiIEIES— FAS RSB 28, MM FEIHSHTT,

« 90 FAS BRZ525 KNz, StoreFront 4= ABTRAFBKRE, NMENERKESETE]

(BURTECE) HIRER, @ESUIEE, L FAS RSS2 LMANES, StoreFront &1E—ERBY|E]A)E:
RN FEARE—RSES, AtESEARPAEZE RN,

o LA EIEEENG SRRV @AY, RMIERIIEER, WEERNERERE RE, B%
BEAXAEA S IE

o HIKEEIRZ AN, EAT Windows H Citrix Workspace N R AR AIE A B Em|
REA

- BREERFMN, StoreFront JRERETREAFEARMKOFER, NMSBHRS TR,

- BRZBERREN, TAERENEEREMERIRE, Ak, BRETNAREFNEEBIBEG
M E &R,

« HIZHEEETM 7 Citrix Workspace R RTEFHITH E LA %R 5 7 Web K2
FRITFF FERR ARE BY, SRS IEIHRIR - BRE R B IEHEE L REEAN R EEIR.
BRESHEERPHAEHER, R HTMLS HDX BEFEEANAMERE, NRAELE
o
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* SN StoreFront BELEAZRIA U AL, HXEERIRENIFREFEESHRAPER NARER"E
T+, RERHER.

- ERZLAFRER, NTFETARHE, FRERITEN®T.

« £ i0S EfEM Safari BY, 5EA Citrix Workspace N 210 NH&E (0] Safari 5, WRABIEESE
EmHEERE L. EfRILR, AR BARIFTMNE.

« £ i0S. iPadOS # Android EfERILAKRILES, Citrix Workspace M BEFRNFRERS|H

Citrix Workspace for Windows,
 7£ {{cwa-chos}} L{ERMAMAEEE, EAFREEMAR A,

« YN StoreFront EF Citrix Gateway Service ZKEIBIM %, MTEFALLE StoreFront 2503 /5, f
RiZMx Bohr gkl EMXEEEON &R ENFH, miEksREiRaIin0
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MAARIE TR T U T EER0H .
 JECIEIESS (Activity Manager) : XA EEIN BEEFHRSERITHRRIEE, NMTHE R
BEHEERE. B X IFMER, 158 JEshEERS.
- FRESIEERMEENIRE BN, FiieEIWEIERERZIFITINEE,
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« E3EHTF Windows. Mac #1 Linux B9 Citrix Workspace N ATEFH, @i M X iEHER, WUahE
HE, BRPaFIEHERER, B9 REEREMAEER. MRARITHINESESHBEARITH
Ed, FHERE, ARNESEIHENAREFN/SEENRE L.

« Citrix Web "B BIER % #F,

WS FFEEF Web JISTE8#1TERE SAML HARIE.

NEZFFRSEMNNAREFRN. SENAREFRIFNNARZEKTER.

TE"4R%8 Web 5hR Receiver REH, B T—HEAR N, REREZAERTEXNILE,
R BREETMMAL ICA® THLBIREZK,

(& RE 4

StoreFront Ul ERYEEX URL BIEEF EXBEHEHE, AHRHAFEMIERIIRE R, LIneETTH
REAN, AIFEEBIAFERM StoreFront Ul BXSMEIMLL, EERHEE (HIINZRMIAEATE
F) BILURMARAF, MAEFMIHERX LR, XEFSMBRRIE, IR ERAAEFRH
R
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@ Cltr‘lx I Q Search Workspace EEI MB

I (2 Intranet [F Training & Help & Support [# Trouble shooting & Assistance [ Brand store

Custom URLs with icons

Monday, August 22, Description

tr 1
Managed Windows APAC Desktop Microsof ft Word Microsoft Powerpoint Microsof ft access lira Google Calendar
Desktop 2022 2021
Turned Off Turned OFf Wet Deskiop apf
tr o g
ira
P

BEXBFAER, BEAREEE

ERFLHAPRERESMEEN Citix R AERF

BRI LERGER AN Citrix Workspace N BTER, MMIEFRE P EX %25 L1518 Citrix
Workspace Web &R IHRED, INREE AFRERDHAANEAEFRBNEF Mg, AN
REFEENENNARREEFRIFIRS. EXMNEERARA LR, ERNEEMURATERAER
PEBERRAYIE M o

BXIFAER, BEABKKRERPERARMZER Citrix MAIERF

¥R FA RIS BRIA X ] XenApp® R3S

HIRCIEF N ARIER, XenApp Services FRIALFERKRS. ERIUTE GUI HEfERA PowerShell
FEERAE, EXE, XenApp Services BFA, HIFERFRATIZRR,

Fniz{ web N

AET Web A3 (PWA) THEEDIFIE R EN AREEML, UEAJUMNFEREHREENE, L
FANKBRERF. WIHEEREIRMR Ul FRTA. BX1IFAER, H5R HiHE Web VA

Citrix 7RI &
StoreFront RIKEM A BERAMEWRBNENIIE. 51 ¥BER, WS Cirix FITIBRERR

o
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EATF HTMLS5 HDX Z iR Citrix Workspace B BT/

kR AE$E SEATF HTML5 HDX B85 2409 BY Citrix Workspace N B2

B£ & B9in)H

o ARBIRFTHRAB StoreFront K, HERT XA “VersionData:Load Failed due to
exception: System.IndexOutOfRangeException”s = StoreFront 8lJ32HYH FHEH ZEHEaheY,
KB ILLR,

« StoreFront FAREBIAMMERY. ZEEFAIERERNTFHILZAFREY, HEQFLENY, HEE
R RFEARKK.
IR R) R R R 3 XA 1E B Z AR o

o HELM, HERHBEY Administrators Z<hZE Y B A ik ARINE
CitrixStorefrontAdministrators Z3th2AB H S 2EL0E R, 2 StoreFront EFEFAZ S EM
FREVAFE, SREIIER.

« EFRETHAE], SERSRHARMENEFEIET, StoreFront MU EENERAZEEI SR IRAT
B—XEpEESR. SRREZSTXEPEAN, LET StoreFront REZ A E— MK EE)
ZHFo
I UIIgsRINEE, WMRE—TXEFAEHHEFENZIAKY, StoreFront flRSZBFERZZHERE
R AR ERSREHHRR, UIRE#EE.

- HEREE—TAZRHABHNINRIENFXE, E2ET—TREFIEMAVMEETF, B4
REATE, WARRFRF,

EHin) A
o MAURIGTIETEZER T Linux BY Citrix Workspace TR LN

- ERMAGKREN, MRFESHEMNIIESZE, WIAFIHN, RATIRHESTIEESNE
IE73 AR,

- BRZRREN, TAERENEEREMERIIRE, BB EN BTSSR ERIBINLL
BHTER,

- SAPKREIFEEIIAAENR, NRMIEFINER, EXEBREHER, BREEMA
XA A S IZ Ho

- ERRAEEEXRAFRERS L, WEEFAZRE,.
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2407

& F StoreFront BY Citrix Gateway Service
i&EFATF StoreFront B Citrix Gateway Service B] AZRZEIRIRE HDX I8H, MERREZBSHW
Xo BXIFMER, 1EBIRERT StoreFront B Gateway Service FI7¥0 Citrix Gateway Service,

INRIZE S EAT StoreFront By Citrix Gateway Service (3 ARFi%hR) 5 StoreFront 2311 5§
2402 &5 H, HHEBEE CloudGateway, NiZAZETE StoreFront 2407 FARBEM. K47
PRINE M X HIREREFAI S IR X o

Citrix Web ¥ B
Citrix Web ¥ B ENFIBEREER, LEEHR PowerShell F&pEZiE StoreFront,

% Windows Server 2025 3% 55

StoreFront 2407 B A% 3E7E Windows Server 2025 #3EH/ORRFNFERR o

EGE X Windows Server 2016 B9SZ K5

StoreFront 2407 FTo/E&2EE Windows Server 2016 . i5J¥ StoreFront ZZE7E Windows Server
2019. 2022 8§ 2025 £, EXEMFRMEBNIFMAER, BEERFHE,

SEAF HTML5 HDX ZF¥#8 Citrix Workspace B FBT2RF

AR ASFERERF HTMLS HDX B i 2404.1 B9 Citrix Workspace N FETER.

BfE & WiaE

o HEE Ul AIREIIRAIEANLS B < BT, EeN1E Citrix Workspace N FTZRF TRk
B R BRI SR, MEBMIPRHEFRINEE,

. EFERAEREE FIEM Mozilla FireFox BY, IR iR NRE _ERENR,

« {#F3 XenApp Services URL E#%Z| StoreFront 2402 BY, R Citrix Workspace 2R for
Windows 2309 E(3E mhk A ERBYEMER],

* 7E StoreFront Web API F1, 3|Rigm WiIBIEER TR BWEIEKILE

isSubscriptionEnabled o
 7E Store Services API F, FIFEKZE s NIRRT B AWEIFFKIE T IRIKRS.

« BHT HTML XfF http-equiv IRZREXBIRNB L 2HREE, MURIEREXEIA, REUER
eval (/@ DOM HRIMNAEHIARN A NEENX T StoreFront, N ILRERNSEXLEBE X KMo
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o TEET Ul R, RIFESHEIEIRIE L Al ER AL R B2 AT .

« FtZk StoreFront [7, ZAIRERARIIHEXXHFNE S BIX, XEXHRIBETBEX MG
3 ( \Storeweb\custom ) F, FALKIETHRE, HAIUEMLEXHFAIEER
( \Storeweb ) FFF|,

B

o YIRRE— BERA® H NBRRIE WX, ER2ETR—" REEIEMANM E+,
BUREATE, WARFREF. NREANBARZRESZIEMENWUEREF N, N B
ERAE FN BMWIER HDOX IBH, EMEAREE HDX BH,

ZEITIEE, EABTF Windows By Citrix Workspace N FIEFE A A2 IR P s S mIRiES
o

2402

RS ERAEEIMALE ica XHFTH

NTBRREEMFEERMRR L TH ica XHFRIBEFENZENE, 5IATUTRE, EXEGA
LU StoreFront EERIZHIRECEXEIRE, (FAMLILRA THRE ica XHRTIPHER. XEIRES
1A
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Deploy Citrix Receiver/Workspace app
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
Ul Experience users cannot install Citrix Receiver/Workspace app, enable Receiver for HTML5.
Category Settings ) - - — -
Deployment option: [ Use Receiver for HTMLS if local Citrix Receiver/Workspace a... ~ l
S Pl ui—— |_| Launch applications in the same tab as Receiver for Web
Featured App Groups — Show 'Already Installed’ link on client detection page (if o

~ clicked launches resources by downloading ica files)
Authentication Methods
— Brevent ICA downloads on all platforms (see additional o

Website Shortcuts — information for limitations)

Deploy Citrix Receiver/

Workspace app |+ Allow users to download HDX engine (plug in) @

Session Settings #| Uparade plug-in at logon @

Workspace Control Source for Receivers/Workspace app

Client Interface Settings Windows source: [Citrix website - ]
Aelamced Scttings Mac source: {Citrix website - ]

BXBFAER, BEHMEL ICA XA TH,

5/ PowerShell i B AMAEKLE
EERATLUERLLT PowerShell (i S NERZBAFRERIMMAAL set-STFwebReceiverService

fian

$rfw=Get -STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperence

wWorkspace

NFRENABEEARAERRNE

BRERCENEAFMBEIRBNARIERER, UWEEHMYE. EESRERICEINEE, StoreFront 7]
BRI SEO E L = R AYE[E)E, & Citrix Desktops as a Service & FHEK, SRhEBREIOEIR
HE X BRUBPFENEZESFZNMEMERS. XTELAEFMNNIEEER. SRAFREERIERN, HE
BAMENEE B ohikiFiE HiEERREN R IR,
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NRBZAMENABENSRERLE, sJUUERMNUT PowerShell Bl :

foreach ($store in Get-STFStoreService)

Set-STFStoreFarmConfiguration -StoreService $store
-AdvancedHealthCheck $False

=

B StoreFront 2308 CR hrAi2, #TAEEERIAEASRERIEE,

Windows Server 2016 RS

TERERRAS, JHFEFRITIE Windows Server 2016 %% StoreFront 923, BIVIEH LB EEHR
ZABY Windows Server LURSIFE S . BXFRMBNFMER, BBRFRE.

B 8 e

o SNRFEFRY Ul (BARFTUEIR) B mAEIREIRARIAME, WRHNAIR Ul BRARER %,

« StoreFront fRS3 85 LRI AR MESF] RE R B BRI K K

M FEBRANARFFRIPRIBNLARER, FTXFPEoIEIRRIRIE (B, MAEEE) .
PowerShell 28 -override REHIZHTHEICRIREFMLFERN.

FIRE THXREF, SFFHRFHNLHTERETHERR,

FFPERTE ChromeOS LAYV B2 ITHEENILE, RARRTAPHRITE, RN, Bi&
F3F ChromeOS B9 Citrix Workspace N BIEFAZIFEFPiHell, Fit, FFimEanLk, B
FRERFERE FEME, BILER, MikFEEhE ChromeOS ERE FiHHEN,

« XfF StoreFront 2311 ik, 7£ Studio PECERY. RAN{GER T @I X EEHYAF IR,
MELERTRER

EAE=

« L5ERAT Windows 2309 T E S HRAHY Citrix Workspace N T2 XenApp Services URL
E#E StoreFront B, SRR AIERSHETRIANAIEH,
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2311

StoreFront LB Citrix Z2FhB/iA)

RINIER] LUEBETH PowerShell #3588 StoreFront BIER Ul #2453 Citrix Secure Private
Access ARS8, EIFAF @ StoreFront Z2#hif0] Web 1 SaaS NATEF. B XxF4AE
B, F5F SEEEPTRANE R

FAS fR5385 A AR VDA B rh Rl

IRIMIERI LUECE StoreFront, LUEBRNE FAS BRSZ25 A, VDA EERIIERN. EXMERT, =&
KBAFAUEBRBERFPAMNEREER, Ui, MR FAS BRE23TE1FR, VDA Bk K, 1tIh
BEFINEZH, AIUERALUT PowerShell S5 E o

Set-STFStoreLaunchOptions F1E%{ FederatedAuthenticationServiceFailover

MEXE, EAUERABENGSRERALINE. BXIFAESE, 152 FAS,

SUH AP IRIZEAE

Ui, BABERTRIEREIR. 0T, WABT LRI EERNSEESHMBERES. kA, B
FHEWER TS, XBERTRINMERT, RERTEERPRENSHNEBFRKIZR. 8T
ARSZBIBA B EXX G A/IMENNR] 1GB (5*200MB), &&, XEE 1GB (BTERRS) + 87N EE
3GB (AABNEIERSEEHEEMNBHIIERST Web lRSEWER) . ERREEEBIH
RZEE, BXIFMER, BB ZHBETIER.

Citrix Web ¥ & - 2H L

Citrix Web i BB 2£E L™, A5 StoreFront BEE5{ERH, XL Web i BRI BN R EARMZ R
Citrix Workspace AR EhZRIR, MIHIEIFIH Workspace Erhgasl T& .ica X,
MNMEENERERS. BEA5. §XIFMER, 1HEIF Citrix Web ¥ R.

+F StoreFront WEXRFTZEZEE, Citrix Web ¥ BEMERAEIAREAN, B2, RZXBAFPMEETH
¥ RBFaeEAILINEE,

p=—

£ StoreFront HRAF4xHRiE], Citrix Web T BARBEoIER. MNRIINEEEA RIS *H, N
ERRAEFEMFRFERRS. ©RERKMNREARAFFEEHERH.
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FHRIEEREE, AJUERU TS ERALLIIEE -

Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension " -IsEnabled

$True

M ERET Ul (BATMAR)
Ul BB ATFARMEEE, It U UEIGERTREE, ARGREEENAMEEEER—HE
by SU LY
1 ULER T AT E B -
- SEENEERR | AENESEMNAEFRNEERITIRREE, AMTHEREHMRILLEE. BXiF
éHMEm:.\, ﬁ%lﬁl/ﬁﬁﬂgiigﬁo

- WRNNRAEFDSE | —HSRXHREN, JRESRLBANRRERIH#ITHN. B XIFHE
|_.’ lﬁglﬁ—“_‘_%%:frhﬁ

- SHAVIERTEE | FTVRRINGEEAIRMHEY. ERIVBRER. AXIFARGR, BEAHERER

o

BxXUIMERIFAES, B2RNACRF 1KLL,

SEFAF HTMLS5 HDX Z IR Citrix Workspace N FIT2FF
AR A EFEE R F HTML5 2402 By Citrix Workspace N RIEF.

BE 8 B9ja)H
o %E#E| StoreFront &Y, 3EFTF Mac B Citrix Workspace [ FIFE R 1E M BEBRAR T IR BR /5 BT B

K/i.F—I:Io

« FRZMEIEEREX Citrix Subscriptions Store ARSSTE StoreFront fRS528 ERNMREHETRESH

JCNO

EHinl
s TERGRFANAFRSERE MIXEF R ERAEE,
« X TraceLevel IREHEE PowerShell 28 -override o

« ¥F StoreFront 2311 KxA<, 7E Studio FECER. RARNN AT @I W % EZER PR
ERATFTARIBAF,
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2308.1

BE £ KAl

- WHRARERT ERAHRI— P RETH. B XHAES, WS CTX583759,
2308

RS BEIRR R R

N AFRIFEE AL RRIER BN RERRIEEINNEZ LA, UUF], I XEELERTF
Windows. Mac #1 Linux B Citrix Workspace N 2R ihRIN ARSI . @i Web X HE3E
ENREIEN, SRIPFENBREFARET. BIIhRA, ETURENBEEML, UWETE
FAEREENERTENARIFINAIER, iR StoreFront EXNEIAFRRET EHBHAE
F8F Windows. Mac B Linux B Citrix Workspace N FIEFhRAS, ZiRAS AT BN AEF.

BXIFER, 1F5B% App Protections

BRRRIEEMIASA
MILARATHS, BREFREDERAMFNLAEERR. WHBEFHER.

E Citrix DaaS &5 EAN, SREENERE StoreFront BEIIRF R BB EENEERR, TK
4rhifrhst, HAEFEohRIREY, StoreFront R1EFELAERESS, FREAMENEEFEEHER.

B & WA
tEARAEERE 2203 CU3 FREIEE,, URMUTAR :
- EXME|AFB% % Citrix Workspace AR —FE, NAERFEXNKISEFEEH, MAEE
Citrix Workspace N 2R+ Enl,

- HfEF StoreFront ZAEIEARSS API BRI AR, BEIRE (AIISSMREMERITH
M) FIBEREMFAE LUK, MANZHFNIEK.

XenApp Services FFFF

MUIERRAFFER, 3T EESIN AREER XenApp Services URL (12#5/9 PNAgent) MZFEFH
o ERERFKMADZRR, 15 Citrix Workspace N FIEF 8 W S URL EEEIN AR
IEo
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TEBRAIN XenApp 6.5 I A BYTHRE

FEFTAERER StoreFront BIZEHIATRIIEHE XenApp 6.5 %o T#AFT{ER PowerShell Add-
STFStoreFarm ARINEAN], ¥ FarmType 84 Xenapp o BI40 :

$store = Get-STFStoreService

Add-STFStoreFarm -StoreService $store -FarmName '"XenApp" -FarmType XenApp
-Port 80 -TransportType HTTP -Servers Xenl

WA XenApp 6.5 if s o] LUE B B IR IEH 8 # 1 TES.
p=—

Citrix NEB3Z# XenApp 6.5, TEARRRINRAR, £/ XenApp 6.5 ik BITHEEFRAZIR.

TEBR1E Internet Explorer 11 R¥THFIRAIHEE

REAJEETE Internet Explorer 11 Web X BEa8F$T =R, BZ, HFARILUIM Internet Explorer 11
WIREHIN AR, BIEXNMAZEERT Windows B9 Citrix Workspace N AIEFF BEBTIE R

BRI
AR PSR FTEY E A B
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Al

FoRFMF

1. MXNIEH StoreFront 3E&

2. REHEBIFFL StoreFront BREMNZRIRERER ¢

o Citrix BNV AMKEME
« B/K DaaS
o ZeFHIAR,
BEXMILEEERENELZER, BERIEER R
3. BEERAERHAREBELZRE StoreFront B REZ M,

B2 StoreFront

EQIEEH StoreFront™ SE, BHRIUTHSE ©

1. &% StoreFrontBIEARS 28 Lo
2. BIEFHEHIIENE—TNAEE,
3. HAE R P RAA R N A EE,

RALIERIERE

1. AT RITTRMEIERLEE, BERB R TG RH N EZ RSB AINR]StoreFront BRS524H .
. RIPIERIERE,
. I RER P&,

4. fEMCitrix Gateway /g FIZ 2418

w N

HMRIEBY StoreFront 583

StoreFront 51&#Y Citrix Virtual Apps and Desktops EREBERL, NAFRRE— BT HRESE N
R E—BBIARS AR S,
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ZEE T — 1A StoreFront &,

CVAD
CVAD
(| Citri
=N itrix 3 Load 3 u
Rermate user Gateway elEmGEr StoreFront

F\n

T Daa8S

Cl

Local user

Active Directory forest

SRS
StoreFront {8 Active Directory #{THFP B2 . EARREMRINEMIFAER, URE
StoreFront ARS5 28 Z B[RS ##E.

MFRRSB[/EE, EIUERMABNRS 28 L& EE StoreFront, {BRELLINEEFAAIA ; TN,
StoreFront RSS2 AL T2 2 F F 1K B9 Active Directory i/, SHEMNTS5BEFIKFIHESEMFE
XRMIET, RIEEERNEMINIEEIRS Citrix Virtual Apps and Desktops it R 8817, AFMPAE
StoreFront ARS3 88 ML F Rl —1E o

StoreFront [R53854H

StoreFront BIRUECBE R MARS 2 £, WAILIEENZARSSERERE, #1/9 StoreFront ARZS2a4.
RS BF[AFRHGNNETE, FRUEESHAIAY. StoreFront WREEBESMAFLARRIT
RBFEE R FEERSHRATPHAMERS SR EHEENCEHITES, XEKE, R

StoreFront fREBRTAERZFATH, AR IUSSFERERRSSRIHINENBEE. B,
HEEWENRS SR EMEEDIRSSREN, H EMNEEMITRSIERBEH. ITIHBIBERS
BREIPANNEH, BNRRSHEGRVEAEED T EAREEN, NHAEEXLETER, NRE
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EFEFMRSBOBARIE, GRS L& StoreFront FHREERNINEI I A Ir55 254
RS RENMANRS SFANTBEEEH ENAFNABREFITIH.

Citrix® ZiNIRSZS /AT RZAI kG NRRSHHEEBI S, BERATHFEFEIHR
MRS AR REVEFRL, HEMERER TR,

StoreFront Ax S5 2R HER B (NTEARS 2R 4A FARSS 25  BIRVIEEGERET 40 2% (BATIEN) SET
3= (BRTHN) NBERTRZRE, BEERT, RSFAPHNAERS SN TRE—E
(BIEFRO. ITRK) , EREADRRSSRENERREXLEIERITE, RSIFHERMAIUER—
KRR REUE. 2 EEXKENN A ARNERESHHEEFONRSSRE, 5EE, X
BB RE SRR, Citrix FEVFBAUEFANREREEE, BEragERTer AL,

k- e

XtF StoreFront fiRS5ERATRIZ OARSS 2, BOMECBNGHEH T, EREANERNSBNRIE
FRAMERI AR T#28, 40 NetScaler ADCo B X f£f NetScaler ADC #{THHTHHNESER,
BB HTE.

FFiZiZi5inf Citrix Gateway

NRIETRIMN D BINLZANERE AT StoreFront B9i518], MEFEE Citrix Gateway NitiZAFPiRERZ £
E#. J¥ Citrix Gateway EBEBTELEIMEHAER, FHEEABLAIER Citrix Gateway 53 MLEH AER
MEEFREFF K. H{R Citrix Gateway BEE AR & StoreFront fRS5 2587 Active Directory o

ERRSSHHHTER

EARE Citrix B8, ErIgEEZ N EIEFOIAE StoreFront A1 NetScaler 8, ERLEIRSES
18 28 (GSLB), EaIUEEE—12B URL, GSLB RNEEFEREFEN XA * BHFE
URL, &%, GSLB SIREMHFEHEZE (FlaNfHRATE] (RTT) SaaSMat) iSRRI X,

fgn, Eelged 3 MRIEM X -
emeagateway.example.com - FR/NFI %
usgateway.example.com - ZEE[x
apacgateway.example.com - YA %
MBZ%—1> GSLB :

gslb.example.com
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Remote Access using the GSLB domain name or a location specific URL for each Gateway

N\

Use location specific URL

gslb.example.com

Use GSLB URL >
Use location specific URL- =
——

External Client

GS5LB Layer

Use location specific URL

APAC data center

StoreFront Gateway Objects
=3 é: G

NetScaler Gateway - APAC Controller g
APAC StoreFront c,

APACGateway.example.com
APAC
APAC Controller

/

TEE% GSLB ZHU ) 1ﬁ = E/b\EﬁEﬁH& %ElIE:BL/(&/u\EIJQH—/\au'f—Jy:L DNS %*ﬁo /u\%t}ar_ Citrix
Gateway # StoreFront ZPEFFEHAKEA URL #ANEE FENARS SFERH,

StoreFront R ERNEVGIRETIRZB[ELECEINEE ; Hx, BEEARFTEMWEFRE StoreFront iR
SSA#RLIFBRIM A RECE, WER P TICEEDI N ARS S5 AEBRER B —BMIERIS,

StoreFront AIAERAEIS ARSS 2B [BIEVITIH (KHEK) , BEEH ITHRED .

IR R FBREE AN INE Citrix Workspace N BIERFEY, ©R@IEA URL AR BREERINRIA5HIN
BrEEE. Eib, MNREE GSLB FEE S StoreFront BE, NMENREBHLNEESHEN EA
URL,

p=3 g

2 Citrix Workspace A EFF1E GSLB [GEMA[E StoreFront B3EB ELEHFEY, ARFREE
FHITEMEIE. AL, BNZEERAMY, UERAFNERRAIERELREHRIE—BE,

AP iAE

BEEIE AR 5IR)ED

39



CITRIX® STOREFRONT ¥#ihkas
RFEER
IN= 7

TE& % StoreFront Zg1, BEE MXIER StoreFront E8E,

StoreFront JREZZRER
0

Citrix EFEULTF & LMk H Z#F StoreFront &2 ©

« Windows Server 2025 #3EF /O RRFIFRERR
« Windows Server 2022 #3EF /O RRFIFRERR
« Windows Server 2019 #3&E /O RRFIFRERR

p=3_ g

StoreFront ] AR EIEEE SHEEALH Windows Server Core Fo IENAMERA -silent #r
S StoreFront, BIEEZEFRISARRIH, RILEAIDEER PowerShell EI2 StoreFront,

AR5 25£HBIFRAE StoreFront AR5 880 EAMEERMRIERFMRA. EEMXHIKE.

AZFHRETT StoreFront BIARSS 28 LEVIRIERGhRA, Citrix BINEIEN R ENIRERA L RE
StoreFront,

T4 StoreFront Z i, WII{E Web RS 25 EE BT Windows IhaE, XLELAH7E#HT Windows
TEMIAE R, RItRIECHEBEETE], TULEEREERZRE,

« NET-Framework-45-Ih&E

> NET-Framework-45-#%0)
» PowerShellRoot

o PowerShell

INRZEER .NET Framework IRAET 4.8.0, MEZERRFSBEENZEEE NET Framework 4.8.0, 15
FE, XERBEZRE NET-Framework-45-Core Windows IhaE. Itt4,, StoreFront 2603 K& ShRA
%=Z NET 10, StoreFront 2411 ¥] 2511 F5& .NET 8, MIRHKXRE, WREEFKBIR

P

z=< .NETo

N StoreFront ZEIZF QMBI LLTEMA Windows Ihae, MESBmEEEN] :
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« Web RS2
o Web RS2
o Bl HTTP IhaE

FRIN S
HTTP ££iR
o BEAB

HTTP EEE

o

o

o

o SBITIR

o HTTP BHERIER
o BEM

o 1AM

o EARSNIIE

o Windows S 17 5%iiE
o AL

o NETH¥ R 45

o Web-Applnit

o

Web ASP.NET 4.5

Web ISAPI i B

o

o

Web ISAPI 7fi%2s
o Web EIfTH
- Web EIRZHIE
o Web fiAxTE
+ .NET Framework 4.5 IfAE

o .NET #EZ8 4.5 ASP.NET

o .NET WCF RS 4.5

o NET-WCF-TCP-PortSharing45
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LR StoreFront (B0, PILAKY 1S Wb shEE M B RIEDER. 11S 1 StoreFront BIFEXTERIZTE
Ax S5 2R H P BIFRE IRSS 48 LSRR

B
Storefront™ RSS2z TUHE U FTEK !

o QMBS I RE 2 PNERICPU, EiX 4 T E#I CPU
« NTE : 4GB, MEBNAAZRIE 700 1, 81T AP,
o TFME

o StoreFront KB FHEE 250MB,
o B NFEE 30MB, RigES TN ARE— M,
o WFERTWEFNES N NEEE, FE 5MB LS 1000 TUKES 8MB.

o RIBFEHIER, H IS BEXMHREEHEMNZEE, 1581H & X EIE IS HEXHFHERN
Microsoft X1

o AT StoreFront iIZ¥rHE B ZEEl, BRIAER T, StoreFront AE T ARZRE 1GB H
&Ko StoreFront BRBEEH 1 MEMRRSMLEESMNNARE 3 MRS (NABEERS. 517
IIEARSSF Web kR Receiver fRS3) » BXIFHAER, BB HEXH.

e
StoreFront ER A T ik O#1T@EE. BERENMAEINE MWL S I A X LR,
o BPFIRMEA HTTPS B HTTP £33 StoreFront, @E 9 33@1d TCP im0 443 8 80, TR
R P InEEEEE) StoreFront, {E@E R inSEERAFHSEREIM %, AEFRERLE

StoreFront, EAILTE IS BREAERPRERIEO, BINEER HSTS 526 Web X S5 23EF
HTTPS,

« TCP iz 808 AT :
o ERZRANREF TR, XGERATERT WEXAFFERNEAMBIREEMIESEE SQL
Server BIEEMB R
o ERZSRAZEIRFTITIH. XICERTFEEER FEF TR ISR,

« WAB RRB IO FFENIEESN TCP OB FARSS2REF StoreFront AR5 282 BIHNETS,

o WRIFEEERATEH StoreFront M5 28HY NetScaler faEa%iss, ©EEIEES) Citrix JRZIEM
#%. BIABERT, B7E TCP IO 8000 L5517, EWAIMUECE /@ HTTPS 7EinH 443 £is
1T, iBE&7 £ NetScaler ADC #1TH &%,
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Z24E StoreFront BY, =AZE Windows B AEFLNILAFEiFIAIR] StoreFront AT . R R
REBMLE LB ERIBF AMIEH E MG E AR LERAEREK DA TCP iOMRE,

StoreFront 2 #F45 IPv6 MEEFIXNA% IPv4/IPV6 IR3E,

ETHER
% StoreFront THEEE K Z22E StoreFront Y Windows ARZ328 1A Active Directory 1%, StoreFront
FRERLETE ISR L,

77 ik StoreFront £33t Microsoft Active Directory 3B #1TE R IEIE, 1EHTR StoreFront fRS3 28
ENMASZHEFPKFINE, ESAFKFPEEREEXRME, (/zh-cn/storefront/current-
release/stores/authentication/domain-pass-through.htm)aZREE I, XFF(/zh-cn/storefront/

current-release/stores/authentication/username-password.htm) B3 383E, BRINE R TEEILI,

B & IERILUFF StoreFront BCE 0 & 1D I0IEER R4 R (2K 250
SNRIF StoreFront ZEERMABRIMRS 2 L, WA TIIEEFRAA !

- IR53ER4A
. Uik

- RERXBPREMNBREZANSHIIESE, TIEREEY StoreFront X2 @M %, EA
I StoreFront Boi& /9% B4 IO IERIRLE R (12251 250

{8 Microsoft SQL Server f£fi&i] /A #iE

BT LR (/zh-en/storefront/current-release/manage-deployment/subscriptions-database/store-
subscription-data-in-sql-server.html), StoreFront 23¥5- Citrix Virtual Apps and Desktops Fi F#1E
ZEB9 Microsoft SQL Server HxA#8[El, 7E Citrix Virtual Apps and Desktops RAEKF, BB/

zh-cn/citrix-virtual-apps-desktops/system-requirements.html#databases),

HlZe i ER
Citrix BMXFH1E StoreFront 5L Citrix = bR AE S EARIRH RIS,

Citrix BN AMKEE™
StoreFront 715 FhRAHY Citrix Virtual Apps and Desktops :

« Citrix BN FAFN SR E 2607 LTSR
« Citrix FE N FAFSKHE 2603
« Citrix FE¥N MK HE 2511
« Citrix FE#UM FAFKE 2507 LTSR

43



CITRIX® STOREFRONT ¥#ihkas

« Citrix ¥ A K@ 2503
« Citrix FERIN A %M 2402 LTSR
« Citrix BB FFISEm 2203 LTSR

B Gateway
LUFRRAR Citrix Gateway AJFHF RHAHEMLE LA FIREIT StoreFront BYiial,

« Citrix % 14.1

« Citrix fx 13.1
1B1d Citrix Gateway HIEZRRIUAER ICA I, Citrix Gateway 3@ FEZR Fif VPN (CVPN) i3
7o
RARPIgEEXR

StoreFront AP RMET ZMia RS mM N BIEFHEDL, Citrix P ] LOEE A ZEER Citrix
Workspace N AIEFIFRINARERE, WaJLOBET R KRR, B XFMER, 15SRA P 1HIRIER

o

Citrix Workspace N2

&R LUERPTA HA124FHY Citrix Workspace N FTEFFARZA, @13 NERFILLIEREF Citrix Gateway
18] StoreFront NZ &, B * Citrix Workspace N FiEF4£ e ARERER, 15517 <https://

www.citrix.com/support/product-lifecycle/workspace-app.html> .
IBRRA<RY Citrix Workspace™ [ FBF2F#0 Citrix Receiver™ BIER] U T1E, BRI,

£ Android. iOS # iPadOS £, ERETF 24.12 hrRAB Citrix Workspace N FETERFEY, FiA@IN
XIEEIRE T IAARRNNBEE,

Web %328

AP RILUER Web X 5E2317 1R EE. NATERHRE D LOBI A Z R Citrix Workspace [
RiEF (FFAREEE) S7E Web J5EgHER. RIBENMILEE, SLBFTUEXRMERD
R B,

TRERA LT NS SR R AR A
7£ Windows E :

« %X Edge

o &H% Chrome
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o NN S 25
« IE X'%i2s 11*

* Internet Explorer 7] i FEZECE A ERLHEAEMIEMAAENEEM L, HTMLS HDX &P in
AR HF Internet Explorer, FEILLE#AER Citrix Workspace W B2 EEE) E R,

7£ Mac t :

115 oo

« Safari J'%
o AH% Chrome
o IR B 25

£ Linux Lt :

o A3 Chrome
o NAIUNIST 25

& X {FH Citrix Workspace N 2R for HTMLS i@ Web J 23 E R R FHNELERER, 1§
£ Citrix Workspace app for HTML5 documentation,

Citrix Web ' B
RNTIREEHIKRLE, PR Citrix Web ¥ BARINEIE Web %25, BXEK, 1B5EIH Citrix

web extensione

|BhRI% &

IBAR Citrix Z Fima] LA XenApp Services URL JA18)ZHEESZ FRAY StoreFront EJE. XenApp
Services URL /7 Citrix Receiver 3.4 Enterprise 18 RIRATR P iR AEZIREREREMIBRR
S WIHEEEFRA, FHRERRKNRAFZIR,

EREFER

¥¥ Citrix Workspace AR 5 &5t FEREER

Citrix M EXEERHEERAEF (CAC). XEERIFESEARFIEE T ABZMRIIE (NIST PIV)
FURFEL USB BREFTHENZERRY, ErIERTES USB S A/EREF#OILE (CCID) MEH
WEEPRERERS (ZKA) 1327 1 XEEFIRFRVERITRFER. ZKA 1 HKEMIRFHRE
KAPREREFEAR R HMEENEEFIRFRR, SiE2 85FE (FERTHA PIN R
#) .« FEEMURREUNRETRIETEER (TPM) SR ELIEEF, HMFAZXHE,

3FF Windows &%, FHeEEZIFET Microsoft NPAITEN/EEEE (PC/SC) tRENE. ENREE
K, BEEEMIEESRUMFIRIERALIFHE KT Windows FBEHIAILE,
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B % Citrix RAZEFMPEIGINEZER, 15BI# Citrix Virtual Apps and Desktops X4 IS BE
+, LUK <http://www.citrix.com/ready> o

Citrix Analytics IRSZE3R
& A LABCIE Citrix StoreFront, L& Citrix Workspace N T2 AT LU R & %% Citrix Analytics AR
5. BCEBIF4HME RTECitrix Analytics ARSZSH#HIT 7 H#d. LEIIREZRUATIAR !

o 38T Web XI55 251/ 1R A9 N AR P s

« MEFTF Windows B9 Citrix Workspace N 2 1903 3% & s R A1 R B9 A FE IS o

« M3EFTF Linux BY Citrix Workspace TR 1901 & mhRA A R RS,

ECIE R

HfEF Citrix Virtual Apps and Desktops. Citrix Desktops as a Service 3¢ Secure Private Access
RN RIREY, BEERBRRERUTED. B XM Citrix Virtual Apps and Desktops 213N AT
FREZER, BERANBRER.

s WAZRLERRERIERBRBAM,

o (ANi%) AR, BERANARERFAGEEN, HERRSEAXRF—EERERIEF,

o EER—ENR, EFBBIRFE StoreFront s EERMIRSIN BIEF.

- (Aik) WAZEH, ERFLITPIE \ UGIENXHRBEREW, BN, ERTLURIESERIN W
RREF#ITOE, HENARFHRERFACEIENHR, EREMLR NMBRERF ET-F
B, “HKHIMNERETREFTRURE LSRN AERF,

XET

IZE] LUBIS S FRTE  KEYWORDS: [keywordname] MIfNEIRFAIZFHEERAZRAM X EF. 20
XBEFIEREERERSMR ; B0, KEYWORDS:Accounts Featured o x EFAILLUELZMAR
&R :

. ENRARERE - FERRAEEIEE,

. BBt ARERA,

- REXBFEERHRI N
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XRFRM i
SR 1 HNRREF RIS EITEDF, SUEFRF

@, AR FENETTEDFHHFRE SN A2
FFo SIRAIERA T W, WIRIFELM.

=[] HAPERIEEN, NAREFHREREE
Wi H AR E E TETT R AR A UEUEI
RN R, MIREIESA T YESE, N
LR ET R

TreatAsApp NMAFSmE, U5aE StoreFront SFEAL AN A
BF. ROSTT NARR ENFMAZ R
EEDE L, 1A, BMfEhRERE A EME
ENITLIRIE, BRAFEREINFAEE R
B, KREMA=EmMED, trRx@d
Desktop Viewer 1),

RiF="FEF" Erh application FRIAAMBZENNBIEF. X
i&FF Windows L Citrix Workspace N2
FHELAHNARER. XRRMRAMEZEDN
N R R A SRR SR FIER T A, M
A ERAMBZENRA, BXIFMER, 8
BRI BA NN AIEFIH RN BEF.

FE N RE FRZILNREE, IEEX#F primary B4
KT TIEE X BT secondary B,

BREHIARE

StoreFront™ IR BERLEERRIA AT, ERILTE Studio FRE IR, XLEZREE P FIRIEX L
BRI EHRARIFRRMH, XF

« Citrix Virtual Apps and Desktops 2407 EEhA. B X FMER, ESH X FiHRREN,

« Citrix Desktops as a Service, B XFHER, BERA X T AR HKEEFN,

StoreFront IKELL N EEEIHIRIIRE :

2 b <
Citrix.ClientUserAgent B imRy AP AR Mozilla/5.0 (X11; Linux

x86_64) AppleWebKit/
537.36 (KHTML, like
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ey it =l

Gecko) Chrome/
51.0.2704.103 Safari/

537.36
Citrix.StoreFrontStoreu P EERINAEER https://
rl URL storefront.example.com/
Citrix/Store

ZIE StoreFront

R

ELREMECE StoreFront 281, BEERFAEER,

ZIE StoreFront

EE

FEtRE RS StoreFront B WA RN BIEERR, BHRFIBNAREFHIEXH, HEE
TR LERETITHMES HRE,

1. MStoreFront FTHIIE FHRERER. TEERWAILTE Citrix Virtual Apps and Desktops BR{&
B \x64\Storefront BHZERFHI,

2. EREEAMEERNRAKF ERE StoreFront ARS5 85

3. $%Z| CitrixStoreFront-x64.exe, FUBERFIMHEITIZX M-

4. FENEHBEZIFAINY, RERH T

5. (IRHMEBEMERMTUE, BRET—H"%

6. TEBLTE NEL, REIHNERENKUERMM StoreFront A, AFRHRE"
7. RETHE, BETEH
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$2 Citrix StoreFront - —

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Information Services (115 installed successfully.
& StoreFront installed successfully.

@ Citrix StoreFront 2203.0.0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish.

8. StoreFront FIREREREFHBNATM L =, BH B ILANEHEE.

9. 7 HTTPS AZ& Microsoft Internet Information Services (11S). B *$ 8, iESFHER HTTPS
{R1F StoreFront,

ESIRERTA TEE StoreFront

1. FREEXRMEIERN R ERE] StoreFront fR55 23,

2. ISP BLENFRRTHE, %3 CitrixStoreFront-x64.exe, SAEIIZH § £1FIRZS S MG
NIVAE=

3. AMBIRTA T, SMAEILSLEXHFHNIXHRABAULT BT,

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR installationlocation]
[ -WINDOWS_CLIENT filelocation\filename.exe] [-MAC_CLIENT
filelocation\filename.dmg]
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B/ -silent SEUFRB S XL StoreFront RENED, FIABER T, StoreFront Zi1E C:
\Program Files\Citrix\Receiver StoreFront 1, B2, ERJLAEH -INSTALLDIR BEIEE R FE
MZREANIE, HM installationlocation &% StoreFront BB R, MREITENRSBIENRS
BRLARY—ER45>, M StoreFront ZEEM B 1IS MihikE (WIEERFEMLLER ID) BMEFMBERS
BLERE—

HAFE Windows 3¢ macOS _EAY Web RS 88T N ARIER, MREGABR LA
Citrix Workspace N ATEF, NMERTAP M Citrix Wik FEHZEERATEFESRIAERN Citrix
Workspace W AR, EAILUEHItLTITH, LUERF M StoreFront fRZ528 T Citrix
Workspace WREERFZEX Y, EXIFMER, FER BEWNAREBEFR ERER.

NREITREITILEREER, 15187E -WINDOWS_CLIENT #1 -MAC_CLIENT B8, U575
iEATF Windows Y Citrix Receiver 3§ Citrix Workspace 2R UERTF Mac B9 Citrix
Receiver 3% Citrix Workspace N FZFLZREX 4 § #F] StoreFront BBEFHIMENAIE, FF
filelocation BNV I E § FINTEXHNE R, ¥ filename BN L EXHNBLIT. &R T
Windows B9 Citrix Workspace N2 KERF Mac B Citrix Receiver 3% Citrix Workspace
N AIRFEZE X a S 7EEM Citrix Virtual Apps and Desktops ZEN R,

Windows Server 2019 _# .Net Framework 4.8 EE 5

.Net Framework 4.8 & Windows Server 2022 ERITIZRLEL M, {BFRE Windows Server 2019 EHY
MR, MEAIZE Net Framework 4.8, CitrixStoreFront-x64.exe RERZFIFET Net
Framework 4.8 Z3&12F. MRIEEFERAMER Net Framework E, NAgEREENENIRS =T
BEFEAE .Net Framework 4.8 24, SAIEFBEZLEE StoreFront, WIRIERIETESTT PowerShell &iF,
MBI R = & 4 X FIE 5o

MNMRFBEEFFHEDN, CitrixStoreFront-x64.exe FHRIY, 2EREFIEHED. MNRTENTERE
B, ERNUEIRCERY, SNHEREARAFEFED. EXEERT, CitrixStoreFront-
x64.exe HIEEHE[O] Net Framework 4.8 ZZEEFHRIERIIERINEH B, EANEHRSNEH
(AR EYSI

e ERROR_SUCCESS REBOOT_REQUIRED 3010

e ERROR_SUCCESS REBOOT_INITIATED 1641

3+ F@3E PowerShell BIAERERZ2 3L CitrixStoreFront-x64.exe, MRAIREZ 2R FiHKRZEE Net
Framework 4.8, 5T EE,

£ Citrix Virtual Apps and Desktops™ B—EZR4#{TRE

& A LA StoreFront 5 Citrix Virtual Apps and Desktops Z&EER—E RS2 L. 55T Citrix Virtual
Apps and Desktops T2, AEEH BEBE T %% Citrix StoreFront,
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RERE
BEXBEXHNEZIFARESR, B2HAEX Mt

BCE StoreFront

ST RS, Citrix StoreFront BIEZEHIS S BoIER. FHAI LM I8 SEFTFH StoreFront,
Citrix StoreFront EIEZEHI B RESHEY, REMHEFNIED,

s Citrix StoreFront [=[o [
File Action View Help

«» [m BE

¥ Citrix StoreFront . . Actions
CITRIX

Citrix StoreFront =
Wiew

[ Refresh

Welcome to StoreFront H vep

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users,

Join existing server group
Add a server to an existing load-balanced group.

« QIEERE, BCEFT StoreFront BBBHFME—LIRS 25, BIRZEMEIFEE ST StoreFront

B/ NEEFERE, ECES—nB StoreFront fikS3es/a, ERILARERY MLAFIANINE 2 k5588 LGN
HERE

s MAIMBIRSERH, FE—aRSZ2|/ANMEIIE StoreFront FRE, 1ZHE LI A FREE AN

StoreFront S3EMN R E. ZARFHMEFBINLAH T, BARRS S, EFEHREBEH
MB MRS 2R

SR BrEIETL E A (A Pl X B A s At 22 2 /Y Citrix Workspace N B ERFIA1E. 15ERAF
1Z'S£.ll!£o

eIEFEE

1. MNRERE StoreFront /5, StoreFront BIRIEFIE MR, BREFTHF.
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&

Citrix StoreFront [= [o [

File

Action  Wiew Help

&= 8=

. = Actions
CITRIX -
* Citrix StoreFront =
»

Wiew
G Refresh
Welcome to StoreFront B ree

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, dats, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

2. 1E Citrix StoreFront EIEZHI B LR ERT, BF QIBRHFHE,
3. MMBREZMNS i, B IS iR TRAIRPIEREFERNIE S,

4. WNRFERAPE StoreFront fr585, FHIAMKS 28 URL £ URL, MNREHEHEITER/EEE
E% StoreFront fRS328, BRARHITE URL fE9 B4 URL,

INREFERQERFITEIIR, FHRAIRS S URL, SR LBEIHERERZRIEA URL,

Create Mew Deployment

StoreFront

Base URL
Getting Started

Store Name

Delivery Controllers

Remote Access

Authentication Methods
XenApp Services URL

Summary

Enter a Base URL

Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.

Base URL: | https://storefront.example.com/

Mext Cancel
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5. B T, ARER CIZNARE ReRAREERNSE — N AREE.
6. STRFTBECES Bia, 2 gl USIBEEMN AL,
7. StoreFront BRHEIEHIN AREIERHE. £ Tl

{EF8 PowerShell BIERFEE

S—s—

EFF PowerShell 8IEEB8E, 1851T cmdlet Add-STFDeployment,

ZPMEEMERIRS (11S) Mk

StoreFront RFIEES Windows ARSZ23589ARE IS MitFERERRMN BEE, MUES NN ERE
[ERI U EBEARERENBIEBHE,

E0IEZ WL, 1521 Microsoft 1S 31,

TEERAEIEITHEI B 6IZZ ) StoreFront 2BE ; ENTER PowerShell, a0, E6IZEMN IS W
IWEE (— M ETNERER, —THRETEmR) , BERUTHS

Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"

Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"

ERZNLRE, StoreFront IEZERAEIEESS, HETER StoreFront [k £ BB R EH. Eh
J{EF PowerShell IR 1TFRE StoreFront BLE, HES N HESHTEE SitelD o

RELFHFIAIR
B R LLE R =fAREBY A AR StoreFront EfE,

o AihZEEHY Citrix Workspace N ATER - B FRBHR Citrix Workspace N 2RI AP I UTE
Citrix Workspace W AI2FHF R E+ifie) StoreFront B, XiRMH T REMNBFPAKRANREK
BIThEE,

« Web ¥ 525 - B RS Web %2589 7 ol LUE X 5 2 8 15 B Wik >R 518) StoreFront &
INBERT, BREEEFERR Citrix Workspace N BEFFREihR EESEmMNBIER, XINA
BERM. 8%, EaUEEENMWLL, UERFIXFERE Citrix Workspace N FT2FEI A @2
HEaRipmEE TR,

« XenApp® Services URL - B TEFALKIIIBAR Citrix® &P imBIFE P a] LAEBREIER XenApp
Services URL 1R E. BIEFEER, XenApp Services URL BAIAE .
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Citrix Workspace™ [ FATZFF

MA#ZEER Citrix Workspace W TZER ifinEEiRtR{E. KRLEAPKE, BXTJATU
XA IIFIRIFEERY Citrix Workspace NMAAIEFIA, BRI RAER,

5 {$F Web 3% 2848, Citrix Workspace MFAIEFEBU TR !

- WERNELM, AN .ica XHRFIIRLME, FEMFRTH,

o @ERAYEIERME, FTFHTE Citrix Web B L EBE RN+ T AN AZF A = E,

- NEZARERIPFRSEHINANEZLE, UHLRRIERNRSHAGTER NG

- ELFAGEN, RAXYNAREFRETBFERENMNIZER,

- 1B38AY HDX™ ZhEE, BEREMHRMEIDEEEREN SN S MNEREFIGRINGE, XLEBHATH
FIREBEARRERBEENARFNESEEaRENEMTEE,

\BE, —PMEERE— WL, ZMikSER1E Citrix Workspace N FTZFE T, AIUERBE S Wi,
EXMERT, ErILL BCE 7E Citrix Workspace 2R 2B Nk,

Citrix Workspace N Bi2FFERARERFALL URL (EAEITR. BEEABERXLEERR, Citrix
Workspace N AEF I UAE AR 2 &R AMNEER AEMLE, EFERAILEREREEED]
StoreFront 38T Citrix Gateway &, B X IFHAER, BBA EEEER R

ESR{E M Citrix Workspace N BTERF

1ZBILAECE StoreFront, MUEHAFERENIKEEPFT AN ARBEEMiLEEY, ©&B5hiTH Citrix
Workspace NATEF, FHEARFAFRHEFERHE Web X535, IRFKKME] Citrix Workspace
NRER, NMitxmAFRIREZERD, o, Mit=BhEE Citrix Workspace N2 LUE
EINBEE, BXIEAER, 1521% ERERA Citrix Workspace NBTER. tEIhRE A LUEIT iE
47E Citrix Gateway LI, ESE @I M X EHZNEREEF Citrix Workspace T2,

IR FBRSIE ARINB Citrix Workspace M FTERF

TG, YAERNRFRMESENLNBER LN EEREEIFAE SRESE Citrix Workspace
NARER. MAUERNARE URL. TRESX 4 ERECE BTk A IMRECE Citrix Workspace N
EF,

B X ELiE&EA T Windows Y Citrix Workspace N AEFHIFMER, 152 :EH T Windows BY
Citrix Workspace [ FTEF X1,

EERTR
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EFRINBRT, Citrix Workspace N ZFER SN AREIEEIL HTTPS &%, 2R StoreFront
KRECBN HTTPS, NAFPBIHITEMEES BFEEFER HTTP &, Citrix S2IRINERE
FEFIMRERERARRZ 2R StoreFront AR &, BXFHARER, FSHERT Windows BY
Citrix Workspace R Ff2F XIS N AEERES .

RZ FAE URL

EREN ARERE URL, BEEERZERIPEFZNAREE. MARE URL FE2RENBEEIFEE
B,

& Citrix StoreFront — O X
Eile  Action View Help
LI AR:Nalll 7|
& Citrix StoreFront

Actions
3 stores — N~
[E5] Server Group
Authenticated Subseription Enabled Access Create store
Yes Yes Internal and external net... Export multi-store provisioning file

Manage Citrix Gateways
Manage beacons

Set default website for deployment

View 14
Details - Store |G Refresh
Details | Sites | Websites | Remote access @ Hep
| - -
@ StoreFront using HTTPS. Manage sites
Set Citrix Workspace app website
Store URL: | https://storefront.example.cem/Citrix/Store | Manage authentication methods
XenApp Services URL: XenApp Services not enabled i
Remcte access: Enabled [no VPN tunnel) L Manage welsites
Advertised: Yes Configure remote access settings
Unified Experience: Enabled Configure XenApp Services support
Authentication service: Used by this store only o 5 0
Authentication methods:  Active Directory username and password, R i
Pass-through from Citrix Gateway Export provisioning file
Token validation service: htlps:ffstorefron‘t.exampIe.com;’CitrixfStoreAuth;’autMvUbokt Delate ctore
i s ] 2 F Help W

MRERBLNAREE URL, M= ERFHE 185 MaiRkAYED,

Fafc s

TR FRHSE S EN BEEEEFAE RRIFEC X . &3 Citrix Workspace N AEF/G,
RPTH o XHEUBMECENAEEKF. RIABRT, MidSNAFPRENEEENS N NARE
[ERTREC o &R LUE AP AR T Z G RN AR SR, HMAXLEEFuL T TREC X
o &, ATRSESRANNES, ERIMUEEA Citrix StoreFront EIEZEHI 8RNI E— P HEZD
R A ERFAE DT . PAfE, ErIUXEX G RGEHENMNAR. B XFHAER,
BB NAF SN AEETRE .
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ERNARERS

58 Global App Config Service 7#&8 StoreFront N ERCE Citrix Workspace M BIEF. L
%) ECEAN L AR IE RIS B,

Web JI4358

ERERAZER Citrix Workspace N AZFHENRAE, AP RGBT Web F5E 25150 H
J&o

BE, —TREERE— ML, BEIUERES T, STWiLEEE S URL NECE. & XiF
MER, FEHEENLL,

REE P U EZESMEEEMLL URL, MNREH StoreFront SREH B S PMMLL, T LUSEA—
NMCENEIA URL, HAFPSEMIBIEAR URL Y, AP RWMEERE)Z URL,

INRIZEERE Citrix Gateway, MALEFPFHEMEINX URL, XBEZ— TR URL, BRI
AdE AERMEREL URL,

= g

M Web X ¥ 23E RIS E ML URL 5 BFECE Citrix Workspace [ BIEFFHIENE URL R
[Elo

BRI EMLL URL, BEEERZERI S PEEREE, Mih URL B/R7E Mis &+ Lo
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& Citrix StoreFront - O X

File  Action View Help

= o  BE

& Citrix StoreFront Actions
m Stores Sores o~
[E5] Server Group

Authenticated Subseription Enabled Access Create store

Intemal and external net... Export multi-store provisioning file
Manage Citrix Gateways
Manage beacons

Set default website for deployment

View »
Details - Store |G Refresh
Details | Sites | Websites | Remote access | H Hep
Website URL | Authentication Methods | HTMLS... Store -
https:.//storefront.example.com/Citrix/StoreWeb Active Directory usernam...  25.2.0.38 Manage sites

Set Citrix Workspace app website
Manage authentication methods
Manage websites
Configure remote access settings
Configure XenApp Services support
Configure store settings
Export provisioning file
Delete store
F Help i

INREGRBEMLE URL, MNE—MEDTA LU HE & HIF 205K

HAFBEHEZRIREY, BMMAEN -

1. HIFFEAMZER Citrix Workspace N BI2FHRIE5). XIAEEREH. XNAFRMET RER
¥, ANEAURDHBRERGEN. EXEZHAER, BEHESED

2. BRENGRZPER. XERFAFEFERMBZEEMRGRIRIHREIR.

FINEC B ERIEAM ZZE Citrix Workspace MR UHITEEER. EaIUEHEE, UBEAE
NP ENRREHILAFIERE, 158REZE Workspace N AIEF.

NREESER T ULRAPEE, BASAFRBRENESEPHTAEEMNGE, BAeOEFEs e
£/ Web X588 LITEH Web S22 ETHHE R,

EXRBRFITARFRNER

MFREBMLELHERF, BIAER T2A@ET Web X% 231519) Citrix Virtual Apps and Desktops &
MIFIR. EfEMA Web LIRS AN REMNAZFRIAMIALE, BTE Citrix Virtual Apps and
Desktops AkZ528 L2 ICA WebSockets E#&ZHE&, Citrix Virtual Apps and Desktops im0
8008 #1T Citrix Workspace N FFZFFHY HTMLS &%, FAREAEA A EFEMMLILE D IFRR L
Hmh. BXIFMER, EBRWebSockets HRIKIZE,

7]75217]}5 &f) Citrix Virtual Apps and Desktops &8, 1BECEHEN AIEFMEEAY VDA B TLS &
¥, B Citrix Gateway #H1THNEAZEZE AT IAERER T HTML5 B Citrix Workspace N BEF S
IR, MITHEEER VDA R TLS &E#%,
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BEBE

SR EXRTE Web X233 AN BREE, BEARMZEER Citrix Workspace N BEFF BN
ERFEY, XFAREEREM. Web ifm ] LUEE ZMA 5 A Z SR Workspace N FBTEREEA
EBoh&ER,

Citrix Web ¥ B

NTFEERERFELE, EEBE (/zh-cn/citrix-workspace-app/workspace-web-extensions.html)o X
LEE A Web JYS2RHIT B, AIENAMELEER Citrix Workspace N ZR AR B sh N A
REINSENBAFAR, 5 (#citrix-workspace-launcher) #8tt, IR T EIFMAF AL, Hiik
T 2 RRS 2R H T #ERYIRE,

ZERAETIRSRT BT PRI, BHRITUUTEE !

s EEFIRIGE LEENRIRT B
« BREEAT Windows 2303. Mac 2304 E Linux 2302 & & hkAH Citrix Workspace N FAF2
Fo

RAPRERESZIFNTE LIARNAEEMILE, RARTERAP QIR Z D Workspace R
2R, eaL=ER Web B, tIREK, MZEEEA Citrix Workspace Launcher, B5ER
Workspace N ARG BRI UERIHKAIGE, SEERBEAE (FRHAR) HBIEE
B IAERRE) UEHFHEN Citrix Workspace N FRIEF.

EE

IR AP KRR Citrix Web 7, M Citrix Workspace 2R RNNIFENIEE 6 FIBET,
ZIHEBXR Citrix Web ¥R, (IRE B RERZE Citrix Web ¥ B, NFREEEZRATHIENE
BY, BXFEMER, 15EH (/zh-cn/storefront/current-release/stores/websites/launch-

preferences.html#citrix-workspace-web-extension).

Citrix Workspace Exh33

Citrix Workspace Launcher & Citrix Workspace BRI —1E M, ©1FN A S MG ia
Citrix Workspace N B2 HEHERIN BAEFNEE, MELHE IcA XHTH. BiEMN
receiver FEAILININE Citrix Workspace N FAIZFEE,

AP EXIAIE Workspace URL BY, IRIZIERFGN KEEZ 21T H K ZEE Citrix Web
Extensions, ERZERNERLL receiver:// F3kBY URL JAF Citrix Workspace Launcher. & %

BFRARNEZER, 15805 (/zh-cn/storefront/current-release/end-user-experience/classic-
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experience.html#citrix-workspace-app-detection) #1 (/zh-cn/storefront/current-release/end-user-

experience/modern-experience/client-detection.html),

#05R Citrix Workspace Launcher #2IE]32 32189 Citrix Workspace N BIEFhRA, E=EH
StoreFront, NWERRIBEX—R, HEENHAEREHER Citrix Workspace Launcher,

ERMU TG EREY, NARIEMLERIEA Citrix Workspace Launcher :

Firefox 52 BB mARA
Chrome 42 SESIRAE
Safari 12 BB RARAE
Edge 25 S E & R4

X TFHE Web F5i8s, BIERFNNREENBIER receiver Y, LUEEHIERT.

 7E Microsoft Edge k£, f&rILUfERZRES AutoLaunchProtocolsComponentEnableds
+ £ Chrome kAR b, EAILAfEAZREEE Auto Launch Protocols From Originss

 7£ Firefox £, fRAILAEASEEE AutoLaunchProtocolsFromOrigins,
Citrix Workspace Launcher EEZ LT xIEhRAEY Citrix Workspace N F#2~F3§ Citrix Receiver,
« JEFAF Windows B Citrix Receiver 4.3 i EmhiA, EMTHHE WebHelper AHFHIERTF

Windows B9 Citrix Workspace N FRIEFHRA (LbZAH BRI L)

 3&MAT Mac B Citrix Receiver 12.0 X Emhik A, SHEFIERT Mac B Citrix Workspace N F
=353 F:N

« S&ATF Linux BY Citrix Workspace W T2 2003 5 & = kA

« S&ATF i0S # Citrix Workspace N FATER 2503 E{E S kA

« 5&FATF Android # Citrix Workspace N T2 2503 5{E Sk A
AN Citrix Workspace Boigs AA A, HERFARFEITH, WERHLERNEAMZER Citrix
Workspace M ATEF, ARAILIERER, ZRFHEBERE, EXMERT, ©RERER/ER ICA

St TE BHRAEF, FF BB T 4B R S5 BH Citrix Workspace RIFITE
FRERER,

Citrix Workspace Brhgs 25 LU RS :

s NREELIKIRS BN REEERZERNR StoreFront ARZS254H, N Citrix Workspace
EnhaRrlRe R BRI R, FERXFMER, EXITUTLERIRS 2R M EI9EIREE /95aHIE P
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Web SI1EER Fimi T ZA B N E G B BRIFAEEE)— StoreFront fRS 2340, B X 1540
€8, iEE[% CTX460312,

« J@T Citrix Gateway EZERIM LT, Citrix Workspace Bahas{ER M X B9 HDX BRI B Citrix
Workspace N B2 HIIERIER] StoreFront RS 88. WRM * ECE AN HBIIE (MIE HDX
B&RE) , M Citrix Workspace Boh8s T EEER StoreFront, EfZRILRI, IEFHERIEM Citrix
Gateway A& T HDX BRHFIE LAY STA fRS525. 4wiE Citrix Gateway, JAZETRABIGENE
AIRIEA HDX B&EH, HECE STA RSS2

« HNR Citrix Gateway BIHBLI F AR IIERIIE, N Citrix Workspace MR TES Citrix
Gateway 3L SOCKS ##%, [t Citrix Workspace BEhzz =k MK,

- @3 Citrix Gateway B EEF B R IRIERS, Citrix Workspace B ohas e ER.

ERBNTG R, 1BAEBZE Citrix Web &

SRR E

FAF &R Internet Explorer FR¥TH N FARIEMLEEY, RARIRTHAF L3 Citrix Workspace W
12, HPEEEAT Internet Explorer B Citrix ICA B IRINEIN, REMRMMGE, @ TIAME
M Citrix Workspace N B2 BN BEF S,

ICA X TH
90 8. PRk T 28 A (e B th 75 A0 B A Z22E A9 Citrix Workspace N ABIERF, & AP 2 BT
B, WEAFEMNAREFHKEN, 2 TH— ica X, AFRRIUERAEEERN Citrix
Workspace N RTEFITF I, FEINERLERNAE, B :

« T ICA X EFEEHRE L FER 2N,

- FF RIFEFERE B, METEEFNERIMERIE,

- HEBFHRIERAT A,

AR ALED, B XIFAER, H5H BEEET,

HRRES

IERIMLAERL URL, MR REIERAIANKSENNAEFNE. FXEEHRRA R NERMLE it
BT, UERFARELNRR. AP RLHERSREERRBFENL, MREHKER, U
ML EER, BEMESEMENRF. BXERZRREANNESER, BEHMIER
A

BIZNAREFRES N, BHRAREFREEMATANAREFEGHEENRIN. RESATLEX
DEEHEESTHNAEFNZTRE. BF, IRENEPKREAFEREHNZDERGERETR
AR, WEEASNERAISIZRMBRES . RESDALTERBRITEELRLNABER.
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ZEENARFRELSL, BEARRERESNBAEMILER URL ECE StoreFront, SAFRE
Mk RN AR IRES TURS, StoreFront ZIRMEEAR URL FIRNEZMLL, UHEFRIEKFKE
RS ERIMiL,

XenApp ARS5 URL
AR

XenApp Services (H2#53 PNAgent) B StoreFront 2308 f2EF . EIXEEERA Citrix
Workspace N FA2F @1 ElE URL &3] StoreFront,

T EARRYIBAR Citrix ZF AP el OB A EHE P inAc & fEiERY XenApp Services URL 2R
WS, EERLLEE XenApp Services URL, M3ET Citrix Desktop Lock BIE 10 AIHEY
SEIEEMNEFRRN PC EAMBIENGR, F ETXH, ‘EMAESEEMASSE
StoreFront AR5325H9 Microsoft Active Directory #AEIAIIEE

StoreFront 2 #F3@1d Citrix Workspace W FTEFE] XenApp Services URL BIEEEEFEEH DR
i, Citrix Ready & {E{N¥ 7= m{E R Citrix Fast Connect API, &@i33i& A F Windows B9 Citrix
Receiver 85&FAF Windows H Citrix Workspace N E2FE{LAFRE SR, LUEH XenApp
Services URL E#2IFEE, ARERAOES RN TEMH#THMINIE, FHIREREZSIH Citrix
Virtual Apps and Desktops {2t SEMNBEFR. BEXEZER, BRRKHIERTF Windows
B9 Citrix Workspace 344,

SUEFPEER, PSR XenApp Services URL BRIAE . FIERY XenApp Services URL
http[s]://serveraddress/Citrix/storename/PNAgent/config.xml , EH

serveraddress 5& StoreFront B3ERIARSZ 25 H FEIFBENTLRETHH, storename 6
EEERIEENS . X REEER PNAgent #1YAY Citrix Workspace [ 2 FiEEE
StoreFront, & % B]i&id XenApp Services URL iFRFEENZ PR, B2RHEFIEEENK,

EEIEEM
XenApp Services URL BEZIFTEFKE Citrix Workspace NBREFHAR, UKREREHMS

A AR ANER TER. HERELSER XenApp Services URL 7 PR X B IG5 RIBY ,
BEZ R TR,

o IBEEIEHFEER XenApp Services URLo

o BIEEIRIBEIE XA config.xml RIS XenApp Services URL i&i&,
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« XenApp Services URL ZHFERF M. HEBZMIIE. S FSMRIEURESEFEES
RIIE, ERFMIIERRIAEA. 81 XenApp Services URL ReEBE—MERIIEAZE, F
BESTMEERE—1" URL A, IRFEERAZMEHRRIESZE, WHTHAEMHEMHIIESE
B LMMENE, S EEEE— XenApp Services URL. RAfE, EHAFKIERDISH
SR EENNNEE, BXEZER, BEBHET XML SR IEIE.

» Workspace ZHZRIA% XenApp Services URL B, FETEERBHEZA,

- AR ESEBNIEREERES HEIEREREMNATZFRY Citrix Virtual Apps and Desktops
RS 2IERHEBIHITHIZS, MLET StoreFront B4 30IEARSS -
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T

EEEE

ATENBUFIEIERIER StoreFront FE, EUZUTER :

£ Ui
StoreFront BIE{ZEHI&E FTFF StoreFront EIFHEESIS GUI WUERE
StoreFront
StoreFront PowerShell &R {EF StoreFront PowerShell #23R U BTHHIT

StoreFront i &

FCEEZA URL FCER P A ERTEBZERNEX URL,

FoEARSS 2a 4 TEIERY StoreFront ARS3 28 4B AR MNANMIBRAR S5
2, HNEEELRIAPREMARS SR,

BIEITIRBUERE 1%E3F StoreFront ZETTIRNMIE, EIEHIEE
FREVEE, HERS A BRI BUE,

F+4% StoreFront I$|8HkR StoreFront FZ&EItbARA,

SHMS A StoreFront it &E M—" StoreFront BRESHEEHTFES AT
S—1ERE,

ERERI BRI G BB P72 HE Web 5 a3ipRIEAR URL B
BEEMERIAI LY,

FRSH[REENH NRE MBRFRA StoreFront ECiE, LUEERIAEFAD

BE, SCREMIRIERSRAE.

EN# StoreFront MARSS 233 MIER StoreFront

StoreFront™ SRS

StoreFront B RZ A EE AT LUERA StoreFront BIR12H| 81T E,

BETHESIEBESE, BT AR S, BFCitrix'XHX, SAE1%EFE Citrix StoreFront’,
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72t B 7R StoreFront BYFF 443 B R R B (/en-us/storefront/current-release/media/manage-

deployment/start-menu-citrix-storefront.png)
XIFFTFF StoreFront EIRIEHIE,

BRI & B REE B (/en-us/storefront/current-release/media/manage-deployment/management-

console.png)

Bl EBE (/zh-cn/storefront/current-release/get-started/create-new-deployment.html) iz, ZMI&E
T THRAE, EFEEUTEM :

- MRBEE, ERIINaERMEENBRERE(zh-cn/storefront/current-release/stores.html)F I x
(/zh-cn/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/configure-citrix-

gateway.html),

- IRSBEI|/A. EFRULT ] EIRARS 2540 (/zh-cn/storefront/current-release/manage-deployment/
configure-server-group.htm)FEZEE A URL(/zh-cn/storefront/current-release/manage-

deployment/base-url.html),
HEEMAEPER— TN RE, RRNERSDENER.
BEANRRBILEE X N AEESRSSFAENER.
A2 BRI B

FLSRiBETSEEEEFSPRATAE, HFEFEMFA StoreFront PowerShell #£1R(/zh-cn/
storefront/current-release/manage-deployment/powershell.html),

StoreFront PowerShell 1212

Citrix StoreFront 32t 7% Microsoft Windows PowerShell 2.0 iRiEiR, XLAZRITIRLERE
StoreFront I ZTERN, EBIXLLERRR, Ea]UH1TE StoreFront EIREHI S HRERIMES, UK
ERZEHIB TETHRES,

TE
StoreFront PowerShell #&3 5 PowerShell 6 S{E S RARFES,

B X PowerShell &%, 1525 StoreFront 7 & A 5 X1,
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Al
1. F41R StoreFront BIBZEHIEE * H.

2. UEBEERBMESDH PowerShell S5 1T f#T8 Windows PowerShell ISE,

1B A TfE A StoreFront fRS3 28 LA E IR G 4H AV R 53 3K351T shell SR,

3. EEMIAFER cmdlet, 55 PowerShell FIAHR1THRERIZE I RemoteSigned, & X
PowerShell ITHREEHNEZELE, 1EEIR Microsoft 31,

4. 1ZeIAER REIA EAES.
5. £/ Get-Help cmdlet F12ft cmdlet Z#FFF0 -Full B8, UREE XFHEDIHNEZELE,

BRI E

RFRESHCIENAEE. Mt S5 IIEARSSHI cmdlet R Virtualpath B#, XENATE
F7E IS RHEERRR. NAEEMMiLERZHM A UTE StoreFront EIEIEHIGHILE, BE, KR
B6l, BHEIERESNAREREER, HEEESR Auth , MMMERESNAEEREER,
HHEEREE web o Flf0, WFNABIEELIEEER /citrix/Store , BRRIERSERERN /
Citrix/StoreAuth , FIEZARRFE/ /Citrix/Storeweb o

Blan, EFRENIRZEAN /Citrix/Store WINBREERS, HSTHH -
Get-STFStoreService -VirtualPath '/Citrix/Store'

YNRIGERS VirtualPath, MERLEEIFAERS. WRIE—1HRS, N PowerShell RFEM BN
o

I ID
L cmdlet @8 Siteld &%, MREER—ARSZEELMAR IS it EFEZNERE, NaAts
E Siteld » MMREAEF— b=, WAFEEZEK.

AN LS

StoreFront B3 E—LERAFIHIA, XLERAAI T %ProgramFiles%\Citrix\Receiver
StoreFront\PowerShellSDK\Examples X437, 0] LUXLEH AR {ELIE B SRR AAIE
o

- Use the PowerShell ISE, Visual Studio Code or a similar tool to edit
the script.

- Use variables to assign values that are to be reused or modified.
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Remove any commands that are not required.

Note that StoreFront cmdlets can be identified by the prefix STF.

Nl i

B R IE R : QliE—MEEERE, H StoreFront
HI2SECE T — CVAD Ihs,

ellfe PRI EIES HIA : EZAlBURIAER E, AEBERINZIZ
IR T EE,
IEHEREREIM X RIZIZ VR ERE B © IRz RIRRIA RS £, ANEENRE

BEIMX, LURMEELFH AP L%,
B RERE
T RAIRT T MAEIEEE T —1 CVAD thRifE S apE,

TEFEZAEI, 1BSIREE Get Started RERAVS BIRIE, WRAIFTUBEN, UERBFBENML
StoreFront ZRERIRIA,

AR THANS N D6, XFETFEEE X B S,
o REHIRMIBERF S AFER StoreFront 1R, EINAMRART PowerShell 1, REESF A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[ValidateSet("XenDesktop", "XenApp", "AppController", "VDIinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]

[string[]]$FarmServers,
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[string]$StoreVvirtualPath

"/Citrix/Store",

[bool]$LoadbalanceServers = $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP"

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

o IRIEIRMAY $Storevirtualpath BEIMELHMILIEM Citrix Receiver for Web ARSSBI R 2
%, $StorevirtualPath F¥[ETF StorelIsPath , RAELIERRIALE IS PAVRRER,
Itt, 7 PowerShell #1, B{189{EAN /citrix/Store . /Citrix/StoreWeb B{ /Citrix/
StoreAuth o

# Determine the Authentication and Receiver virtual path to use based
of the Store

$authenticationVvirtualPath = "$($StoreIISPath.TrimEnd('/"'))Auth"

$receiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"'))Web"

o MNREREFEEILE, WEE—IFEE, NANIFAER StoreFront IREZMUES . -Confirm:
$false I T FAIAZRE AT IAMRERAIE K,
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# Determine if the deployment already exists
$existingDeployment = Get-STFDeployment

if(-not $existingDeployment)

# Install the required StoreFront components

Add-STFDeployment -HostBaseUrl $HostbaseUrl -SiteId $SiteId
-Confirm:$false

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)

# The deployment exists but it is configured to the desired
hostbase url

Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

else

Write-Error "A deployment has already been created on this server
with a different host base url."

« RFERENEMRE LREFESMIIERSS, WeZ—THSMNIIERS. ARIARNAF BN
B E MW EBER.

# Determine if the authentication service at the specified virtual path
exists
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$authentication = Get-STFAuthenticationService -VirtualPath
$authenticationVirtualPath

if(-not $authentication)

# Add an Authentication service using the IIS path of the Store
appended with Auth

$authentication = Add-STFAuthenticationService
$authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the
specified virtual path and will be used."

o NREIBENELERR LAEE, WEIBE— I FNBEIERS, ZRSEEE— bR (BHFA
17) , EFREEEEH $XenDesktopServers FE X AIARS 85,

# Determine if the store service at the specified virtual path exists
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

# Add a Store that uses the new Authentication service configured to
publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath
-AuthenticationService $authentication -FarmName $Farmtype -FarmType

$Farmtype -Servers $FarmServers -LoadBalance $LoadbalanceServers
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-Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

else

Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be appended to
this store."

# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count

# Append the farm to the store with a unique name

Add-STFStoreFarm -StoreService $store -FarmName "Controller$
($farmCount + 1)" -FarmType $Farmtype -Servers $FarmServers

-LoadBalance $LoadbalanceServers -Port $Port

-SSLRelayPort $SSLRelayPort -TransportType $TransportType

o TEIEER IS ERIEREARMN—1MLE, LUARE LECIZNEERABHNNAERF,

# Determine if the receiver service at the specified virtual path
exists

$receiver = Get-STFWebReceiverService -VirtualPath $receiverVirtualPath

if(-not $receiver)

# Add a Receiver for Web site so users can access the applications
and desktops in the published in the Store

$receiver = Add-STFWebReceiverService -VirtualPath
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$receiverVirtualPath -StoreService $store
else

Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."

« NEERE XenApp BRSS, LUEIBRR Citrix Receiver B Citrix Workspace N 2R 2 F i el L
EEDEABHNBER.

# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)

# Enable XenApp services on the store and make it the default for this
server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

B QIEERILIERE
BURRATERT— T HIAR RS EARINT — BB ITZ R IIRERERE.

EFsa e, EARENE (#get-started) PIFRRYSE, HRAIATUERPIRAEFITEEN, UE
B EBF B 5ht StoreFront SRERIFIA,

ATIFEREY StoreFront ERHIHIAR B M DHIER. XFEHTEEEX HCHHZA,

o IGEBIRVIBERFS APTER StoreFront &R, 7EIMRRAA PowerShell FREEF A,
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Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[Parameter (Mandatory=$true)]
[long]$SiteId = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,

[string]$StorevVirtualPath

"/Citrix/Store",

[bool]$LoadbalanceServers

$false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackUrl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,

[string]$GatewaySubnetIP,

[Parameter (Mandatory=$true)]
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[string]$GatewayName
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

o BT A ZRTRY R G A K GZ AR 18] StoreFront 888, EARIERY BUZFHREHI,

# Create a simple deployment by invoking the SimpleDeployment example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.psi"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType

o REVEERMERCENRS, RAENBEERUZFFTIZNNTR
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# Determine the Authentication and Receiver sites based on the Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$authentication Get-STFAuthenticationService -StoreService $store

$receiverForWeb Get-STFWebReceiverService -StoreService $store

« £ Citrix Receiver™ for Web fRS3_E/E A CitrixAGBasic, XZEf#H Citrix Gateway H{TiZIZih
EFFAEM. MR RFRER Citrix Receiver for Web CitrixAGBasic #1 ExplicitForms &5
IES 7o

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols

# Included for demonstration purposes as the protocol name can be used
directly if known

$receiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable |
Where-Object { $_ -match "Explicit" -or $_ -match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote access)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods
$receiverMethods

. TEHNIERRSS LB CitrixAGBasic, XE2ini2iAaIFAAEM,

# Get the CitrixAGBasic authentication method from the protocols
installed.

# Included for demonstration purposes as the protocol name can be used
directly if known

$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object
{ $_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required for
remote access)
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Enable-STFAuthenticationServiceProtocol -AuthenticationService
$authentication -Name $citrixAGBasic

o AIM—TEBZIZHEM X, RAEENERFW IP ik, HIFEIMEIREEHITIZZET I,

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScalerl1l0x" -LogonType Domain -Version
Versionl0_0_69_4 -GatewayUrl $GatewayUrl °

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUrls

# Get the new Gateway from the configuration (Add-STFRoamingGateway
will return the new Gateway if -PassThru is supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName
# If the gateway subnet was provided then set it on the gateway object

if($GatewaySubnetIP)

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway $gateway -StoreService $store
-DefaultGateway

B QBRERERIIN X IZEHRERE
LR REIER— T AR EM £, ZNT —TEERERHMN X ZI2RBIERE,.

EFFRZE, IBBRIEENE (#get-started) FIERMT B, tRBIRIUERPARAEZHITEEN, U
4 AT B5h1t StoreFront SRERIRIA,
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BREE
ATIFEREY StoreFront £ERHIHIAN S M DHIER. XFEHTEEEXEHCHHZA,

o REHIRVIBERHSAPTEL StoreFront iR, EIMLHRAH) PowerShell FREEZ A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseuUrl,
[long]$SiteId = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath "/Citrix/Store",

[bool]$LoadbalanceServers

$false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackUrl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,
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[string]$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]$GatewayName,

[Parameter (Mandatory=$true)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=$true)]
[string[]]$0ptimalGatewaySTAUrls,
[Parameter (Mandatory=$true)]

[string]$0OptimalGatewayName

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

- ERZRIRERE AU EC EE AR EH ANNZIZ 1180
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# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.psli"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType °

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackurl
-GatewaySTAUrls $GatewaySTAUrls -GatewayName $GatewayName

o MIEENRERDM X, FNEREM X7IXRPIRIE,

# Add a new Gateway used for remote HDX access to desktops and apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType
UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl
-SecureTicketAuthorityUrls $0OptimalGatewaySTAUrls -PassThru

s REEERSUERREM X, EMEFHREDELKBIEE M RRIEE.

# Get the Store configured by SimpleDeployment.psi

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

# Register the Gateway with the new Store for launch against all of the
farms (currently just one)

$farmNames = @($store.FarmsConfiguration.Farms | foreach
{ $_.FarmName })

Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService
$store -FarmName $farmNames
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EHAX URL BESPE LI EMREEFE M StoreFront FRSZHY URL 4B, AT AR BT E#EERE
FEBE (A 2@ Citrix Gateway) BY URL, fll#0 https://storefront.example.com o 5%
WIGE http 3 https o BINEIRLER https o
o WFERBHEHOESRNERS[/BE, FWARSIHN URL,
- NRAFBIAFETERER, FMARTEHEEEN URL, BELNERNERE, UE
StoreFront £&id fa F 2R #H 1 TAERE S,

BENEANURL !

. 7 Citrix StoreFront EIEEHIENAEEF, EERSF|AH T =
. EREERTD, BHERESE URL..

. HAFT URL.

. RWE

=

N

w

IS

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:f.-’mystorefru:-nﬂ)‘

o

AoiBARSS 3R

AT ROTTRNEY B, ENZEHESESREE, & 2 M EZEFER StoreFront fkS32:80E
FIRRSS8R4EH, StoreFront RTERRSS 252 BIF BC B iR R EHE

EEELRSBIF[HNE, —XAHEFRE—ORSJ[AIIRSZS[AEANVEREHFHITER. AR Citrix StoreFront
EIREH B REREPNEREMARS SR £i51T. TRENG, (#propagate-local-changes-to-a-
server-group) AMRENEBENEE —H.

EERS A

£ StoreFront EIREHI S F, EEMBIMRIEF, %EF RSR[H, XHETRRSHARRS S
HE. X URL. BRBHBINRKRERT RS,
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iR 2 A NRIAR S 224

TE18RF StoreFront Z&ER|ERMBIAFIIRS 282801, 1BARUTEIN :

« EEMIBRS RO NEE SHPHMARSS 2B RAR StoreFronto

« EEMIMRSHRONSARNEMARS SR TE—IE, BERRSSHRZEEEEEEMNAISERN
o

« EEMIMRS RO ITIT S AP HMARS BBENRIERFRANBRNXINILE, FxiFa
RSB FRARAMKIHIZER StoreFront FR5854H,

« ISECETHERNMISECE, AIAIYEREMILR ID, SAPHEMARSZRER,
Pz g

B X RSB EAA/NBEIN, EEIA (/zh-cn/storefront/current-release/get-started/

plan.html#storefront-server-groups).

WNRISERNMEY StoreFront RS 28 UAFIE TENIRS /A FH EWMIFR, ERFEEFHAINEIERE
HAEIIRS 2B BT, ENTUF StoreFront fRZBBEBE N BRINRES. 1EEIH (/zh-cn/

storefront/current-release/manage-deployment/reset-server-to-factory-defaults.html)

EERTR

RS 28RN INEIAR S5 25 4E8Y, StoreFront ARSSMK A IHENFARSS 88 LA M E IR RARIBL SR
Mo XLEARSFBRAMEEZNRFBEEMARS SFEH S ZET . NREERARRELLERZA
ERRANMFAS, HERGIIRS 2 EAEIRRARNIR, StoreFront HEEMARS
2a4Ho

1. BRIEHELEMAB StoreFront SBEFRIARS 2, HFTF Citrix StoreFront EIRZEHI S, TEEZEH]
BNAENBERPEFERZFEA TR, FEREBERTIEE BIMRSER. I T 2RISR,

2. EET|IHARE 2R, 7F StoreFront BIEHE4IA P, EEMAIEIRSBA,
3. [EMNARS A INEEFR, EIRINRS I IEPISENERSB[NETT. WAMNIZIRS2:IKEX
BUIRAARES, SAEEFEMA

MARRE, FHRSHOERENEFUCEKNEIRSRNECE, HFRIFTEEMMARS SR ERH
AR5 2R B9IF (S BT EH.
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Join Server Group Add Server
To authonze this server, first connect to 8 server in the group and choose "Add o "2012R2-B" added to Server Group
Server”. Enter the provided authorization information here.
Authorizing server: | 2012R2-A I Details ~

Autharization code: Servers Status
2012R2-B Completed

(- J= —

4. FHRSS SRR A F0E =R,

BEELIRSEBIE, —XAHEFERA—ARBSENIRSF[ANEBHITENR, AR Citrix StoreFront
SIS R EREPNEMEMARS S5 EiE1T. BV EMEE B RE N IEER AP E
R28, LAREBNEHENRE—.

MARS5 8248 P BRARSS 28

1. Mg RIPRARSS 88,

2. BRIRSF[ATRERIRHRS /2 ANER—ERS R
3. ¥TFF StoreFront EBIEHIE,

4. ERRMEFEEIRS A

5. eEHERARSS 38

6. EEREMFRAIARSS 2R

R EMPFREY StoreFront fREZFEEFHAINNBERZARNARSZ2EH, BRITHEEENH 2
VRS, BERINIRESREENE HKINEE

R A E L HERIARSS 234

—BiEN—alRSHHIT TEREENR, SO XEERERIRSHATHFREEMRSSR. i
EERIEBEFIEIR, XEERATLIERIAPRRS SFAURREEREEESHITEN.
TESTTIbEHRERE, EHAPHRERSHBEFRTHE, B EEITERHE—THNEL,

BEEER, BEMNREERPIER FBER.
BEERT .

TEfT &R, ARHEMARS S EPMSBE A ESE R EF. MREEHTIRSHERE, 15
HEERIAPNEMRS S, WBREUENTETHARRSHREEERIIERXLES
o
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HrhfrS R EFENESRIEUATRE !

- FIE web.config XHHRZA, HPEF StoreFront iL&E,

e C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients FIRNZ, &0 c:
\Program Files\Citrix\Receiver StoreFront\Receiver
Clients\Windows\CitrixwWorkspaceAppweb.exe #1 C:\Program Files\Citrix\Receiver

StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.dmg o

o WFEBNEEMLE (FIE0 c:\inetpub\wwwroot\Citrix\Storeweb ) , contrib .
custom F1 customweb XHFEHAR, XLEXMHFZAFHREWLLETE X,

« Citrix Delivery Services iE BEHENAZS, BEFhSAIERHHESIFK (CRL) RN (BEXDXK
A CRL BUIFER, 158 IE PR EYIR (CRL) B, ) .

p=3— g

VAR T RERIH S HEMRSREY . EXEmHALE, TFEMEEENRE

o

BT RS RE

SIEZR RIS, StoreFront RTEARSS 2R AMEIE—" Microsoft BIY BTFfE5 | (ESENT) #E
B, BFEfEET (W#niTid) 538, 1 StoreFront RS EFAFIES, SERSIFIBEIFEC
HBIRERIA, MURE I ERE R EHRIEMARS R, UHFRAF TICEETMERS2RE8
REERIEEIR MR,

4, EE e LU T ETE SQL Server BUEER ., B X FHER, 1BESIRFEHRA Microsoft SQL
Server FFETT IR,

EEENABEFERNEAM ESENT #IEEIRE SQL Server #iERE, 15 PowerShell 1A :

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

Get-STFStoreSubscriptionsDatabase -StoreService $store

R R

fEF ESENT #UERERY, ERILUER PowerShell EIRWEIREIE, B X IFHER, BESREERGE
KEHE, 8 SQL Server #IEER, ZAJLUER SQL EEIER.
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TERR S5 2R4R 2 B[R] Wi
TRRERS BATHRSBLAEHES, NREESMRSEA, WANEE Cirix Files IUE

HERSHRABIETITH. BXFARER, BEMITHREY,
EEITHSEE
NREAARMBIERE, BIUER PowerShell cmdlet B ERIMGRE K,

ARRITEEEE
HERNS T EIEEREFE D SR BRI M BIEF .

1. 121k StoreFront AR5385_EMY Citrix Subscriptions Store fRSS., #18 Citrix Subscriptions Store AR
SIEEETT, WEERBREREIERITIREGE,

2. 7T StoreFront R385 LIRBITIREMESCER @ ¢

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Cit
3. MFRITHFEXHRNRNE, BRERRXERERS
4. EFE5h StoreFront fRS5 28 £HY Citrix Subscriptions Store ARS5.

BT LUER LT PowerShell BIASERREIERNITIRIEIE. UEIERBME1TIL PowerShell EE, 1%
BIEREEEILEHERIRS URBIFR S HRIRER, Itk PowerShell BEXRISEI 5 ik Fah BAEEIAY
&R,

ERIHETT cmdlet, Citrix Subscriptions Store fRSZ A ATEARSS 88 EiE1T.

function Remove-SubscriptionData
{
[CmdletBinding() ]
[Parameter (Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or later
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$SubsPath = "C:
\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\Subscriptio
nsStore\1l__Citrix_$Store\*"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

SHITHERE

1&AT LAE A cmdlet Export-STFStoreSubscriptions SREXFEEITIRABIRINE D, ZE&HXBHIRTD
PREY .txt SXHHZEE, Flan -

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

MRIBEEETELIRSFME, WALE StoreFront AR 254 P HIERIARSS 28 L3517tk PowerShell
cmdlet, ARSZERAFHIT OIS SFEBLIP HNFARSS AT HEIENERRT BIA, WREINNE
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StoreFront iR 8z  [ENERITIRFEL )&, BENARHNFRE RS SSHBIEAHTIERUEEE

=
Fto

% £ 1T

f$5 Restore-STFStoreSubscriptions BZIEITIAEIE, EaILUERZAIER Export-
STFStoreSubscriptions BIZZRYHIRTF 2 FRRY .txt XA KK & FEIERIITIREGE,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

& % Restore-STFStoreSubscriptions WEZE 5., 1§5i# <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/Restore-

STFStoreSubscriptions/>

£8/ StoreFront fRS32% 1k 8§ ¥E

FEENIRSEREESR, TFH X H Subscriptions Store iR, EIRE ITIREIEZ R, WIEHERINE
1T EE.

7 StoreFront IRS3 284 L1k § BB
ERITIRASIER & BIARSE234H, EERITUTIE,

FE =1 StoreFront fRSZ2389AR S 2B ZBE R~ HFo

e StoreFrontA
e StoreFrontB

e StoreFrontC

1. BN =oRkSFSHEPEE—aNIE AR,

2. 121EARSS 28 StoreFrontB #1 C Y Subscriptions Store ARSZ. IIRVERIRA LEARSS BSTEEHT
StoreFrontA BRIl & X 3T IR E IR

3. /BPRARZ 23 StoreFrontB 1 C ERYTTIRIEIE, XrILARALETR £ BYIT IR &R AR ITAD,

4. {3 Restore-STFStoreSubscriptions cmdlet 7 StoreFrontA £k § 38, £HELE
Subscriptions Store fRS%, tEE G StoreFrontA ERIITIEEEE (EIF7Eik § 12 /EHRIE A

=) o
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5. EFEIARSSES StoreFrontB #1 StoreFrontC LAY Subscriptions Store fRS5. fAfE, IRSZERAIU
M StoreFrontA EKEEERIZ,

6. FFFTERSBHBZELERD, FEE'EETI‘EHHYPJHZ StoreFrontA L FERIEREBE, NERAFAERSE
SR TAMMEEE L, RS EERBEREE, BT WAN EZERT TR EHTEF KT
i8],

7. M StoreFrontB #1 C SHEIEUMIARL BT, HEF Store 1Ji#TEER.

SAITHARIE

Y Store RAETTIHEIER, 5@ A Import-STFStoreSubscriptions, It cmdlet R IFRATIREIE
M— Store B3R5 — Store, HETFITHBIEBS ARFHTNED StoreFront fRSS 2B {ER.

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions WEZEE., 155i% <https://developer -
docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/Import-

STFStoreSubscriptions/>

ITRABEX HFAER
THBEXHE— I XAXSG, ERSTEa—TREPITHE. STHE— T HFIXRToRNER
I

<user-identifier> <resource-id> <subscription-id> <subscription-status>

<property-name> <property-value> <property-name> <property-value> ... .

Hrep:

« <user-identifier> -#%E, IMRHAFMNERREY, WIRRRTEHAFH Windows Z£1riR
o

« <resource-id> - %FH, MREITIHZENZERFY,

+ <subscription-id> - #%FH. H—IRRITRNFERFY. WEXRER (REBIEXHHRBME
#—NME) o

» <subscription-status> - #%FE. ITHERE | BITREERITIH.
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« <property-name> #l <property-value> - AJi, ENTHZNEHBIVERTHF], XL
T StoreFront B i GBE 2 Citrix Workspace W TEF) S5iTE X BMNEM. BEAESNME
HNEHHEEHEREHNZNRIVEXNRR (FI70, “... MyProp AMyProp B ... "&RinEH Al
B BYE% MyProp) o

B

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-
A2DD-08002B30309D BT % H : fii&E 1

StoreFront [R5 23EEER _ERUITRBEEAR /N

IBRE */h MB
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

SAHSH .txt XEHRAN

R /) MB
0 0.00

1,000 0.13
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R X/h MB
10,000 1.30
100,000 12.80
200,000 25.60
500,000 64.10
800,000 102.00
1,000,000 128.00
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00
R ARG TT I s

15 A UE R HER Windows 14 BEMA 128114888 (FF4A > 5B1T > perfmon) K2R, Fi0, RSB LM
ITHNE S R8T StoreFront FRSS 5842 1BA% HIiE H 5o

5 PowerShell ZE&FiTiAiH k28

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)
\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store
Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"
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Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

{68 Microsoft SQL Server f2fi&1] /&=
AE

ANHEBREEI MS SQL Server #1 T-SQL THEEAKRT 2, BIERNMATE SQL Server By
BB, FEMNEE, AEFEEIEFEAIY,

fan
ESENT 2—Mal#r AME S M EIEES |2, Windows BAILERE. PAEARAR StoreFront ZRIAED

S FHERWER ESENT #iERE. MNREIEICENER SQL EERF/FE, BRI LUEES
Microsoft SQL Server =4,

5 StoreFront YJH#ERIfEA SQL MA =S ESENT WEEMRSE, EFErILURYAMER SQL EHiZEaXReE
B, (EREHMIFRITEICR. WREA SQL, NEEESXTHEEERITH N\ ERNESH. 18X
MEFSAEN ESENT ITIHEE.

BNMAITIREIEMN ESENT T3 Microsoft SQL Server, EZEFM StoreFront SHEAITFE
ESENT #iEH1E /4 SQL KRIFEUHITIHES A W FREEEFITAKBHIHEBE, LTER
=N EN, BIERESBRFHIT X,

p=3_

BT ML TSI EEEE] StoreFront i F7EETTIRIZIER SQL Server £, HARSE

StoreFront SPELEFH. PRESSKAFPARER TR ; BRITEARND. RIPRESWE
ZlR, BR5 SQL Server GRS . TEHUTHAIE, ZRMATTUKEMER,. FHAITAS
£/ ESENT BY Citrix Subscription Store BRS3 12 LEBSRY1T H9AE R,

"R -

89



CITRIX® STOREFRONT ¥#ihkas

£/ ESENT 8 SQL B¥, EZE T KEYWORDS:Auto 8 KEYWORDS:Mandatory BJ&RITH
FRHEE. MMRBFPHEZFEFREZEE— KEYWORD, NYUBFPEXREFZNESBNOIEHN

SQL T2 R,

ESENT #1 SQL Server B9{L %

ESENT

FRINKE, TEGYECERN ] “F BN #h{#H
StoreFront,

ERITHRS AT, EERMERFR
ZRBEE & . 1EEIH (/Izh-cn/
storefront/current-release/manage-deployment/
subscriptions-database/subscription-
synchronization.html#configure-subscription-
synchronization)

MRAFREITNEE, U SQL EFBER,
SITHRBIEXE N FREEH, ESENT RJEERLAE
HEEFHBEK.

ESENT 1 SQL Server Bk

ESENT

REBRNGARENR B EIEITIRE
B, FEETSHH txt XHEHITITHIRIE, B
MITABEFECASHHENFA. AJES
EREHRMBRBRABRATHRICR, XBHE
XA 5,

AR5 2RAHHIE StoreFront BRSS 2R EB WA LE
1P ESENT BUEEREIAR. ERDEERT, It
BIEEPIRERTERRSS s AR EIRARSS 2 2
EHIARED .
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B TEIR, AJLUEAR T-SQL TR Emy
BEIITREIE. TR ESHRE AP
Ko NEFBEMITBESNNARER. RXIEHIZE
FAFIER. AFENRHREBRBAFHNAR
WERAFHIE. DFRENEHR TSR]
F, FInEERERYIREFERARESHNEFHTHIR
{42 8RBT,

5 StoreFront f##8, EILTE StoreFront A4k
AR EHMITIREE, RARIBFREEREMN
SQL Server ko ITE&EHIRIIF StoreFront,
FER SQL F1DEREEFHLH,

AR5 asAFr A R HZ 1T BRI BRI,
MR AR S5 282 IB) R = = B IR R 25 1P) i
AYRTREME,

sSQL

FEEARN SQL B AIRMEM L. FIRETR
EE SQL FANIE, X8I StoreFront E3E
H2IWBERA. RE Citrix Virtual Apps and
Desktops #IEESL BB AI LS StoreFront =
DR A

EARSS 24 8] £ HIIT RBIER — B R 2R
HMEMLES. ERFESMHIEFOESZT SQLE
PR ENZEES . XFELZIR MS
SQL iR,
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ESENT SQL

FEM ESENT EBHKIEFH IR SQL KIFH
o MEIFFRRFHRIT—R

AIRERE A AY Windows BRZ3 28 F13F FI1IE,

=ZRE StoreFront BIEANH B,
BE IS
p= g

MNREXZIFAPITIR, StoreFront FECENES NN AEIEEFE ESENT #iEZESK Microsoft
SQL #uERE, 1TIHEEEMTZES AT StoreFront FRIN AREERFNIEEN,

Citrix® 32X FrE N A EELSIEEA I B 7ER—1 Microsoft SQL Server 24 L, L EEIE
g M H DL ERIRI AT RE M

ETNABEERURZER—1EEE, mRRE(ESEENERERNERFTT SR, ENREER
FARENRZVEFIRLT X ZE, STNARERZRIEENRRET EHEE T ICR A R
RIS,

TEEEZ T FHERE StoreFront B1E L, MMEBUEFERANASTERARN ERAITTH. AILUF—
MNMFEECENER ESENT, S— 1M ECENEA SQL. REMXFM, FAXSBMNEIRE FI4H
IR SR E THIRo

SRR T M7 RTE SQL Server FRTFHETTIHIEIE !

%8 1 58 ESENT B/ STOREFRONT IRZBHIRSZB/AE (BRIN)

BINBRT, B 2.0 lRBKRIFRA StoreFront hig A& (52T E ESENT #UEETEARSS 2R4AR R 2 (8]
FHEM & BT IREE. ARSSERARE TR RELEIITABIEERNBRERIA, ZEIANSARSSRAEBFR
BHMMGEY . WIREFFNCET R, BIRERTAZSHER, WI1REIE Delivery
Controller AFMAFEN, BAFEXNHITHBIERITMEERES, HIONRIERIBAFIT
5o

7] 2 | 1 STOREFRONT [RSHFMEREMNAEM MICROSOFT SQL SERVER 3£l

StoreFront {FRAAMZ R SQL Server 241, HAR M AGEHREEER—RSH/ L. IHERT
BB AV StoreFront &, HAE P olgEFEEIMEE N Delivery Controller %#5, sEMIIEE

91



CITRIX® STOREFRONT ¥#ihkas

SEITRBIBERITIMEERTS, FuMbRsiERIBAR TR, Bt FEESTR N
StoreFront 8%, Citrix R It = A TFIRS3E4H, RAESREEE Microsoft SQL BUiRZEILA)
HRSZ AR R LB E SRR, s RERTFTAREPIERE,

1%3% 3 . STOREFRONT RSB F[AMEEBENEITAMMNEZH MICROSOFT SQL SERVER 3L (##%)
PR StoreFront AR5 284A FY R ERZEERIE—1 % A Microsoft SQL Server SEf5% SQL #fEE 58
£, XRAEPUMBERZGEWIRE, HA Citrix EERHEMEFRIMIEFISFHT, HEERH
TTRBIERITMEEIEES (FINBRSERIBMNAFITR) , HEEESTAM.

StoreFront Server Group

SQL Server
OR
SQL HA Cluster

SAQLnstance

StorefrontSQL3

5 4 | 1 STOREFRONT REBHBAURSNMNUEROENRS[A—1EFHM MICROSOFT SQL
SERVER 32ff

xE:

XB—MERECE, (NHTRENFESTM SQL Server BIER, AXRESEH, HEEER
HEBCPTHRRVR A F 2 IR (F,

X515 3 HE, BNET BIAZEEAEZRELIED OSBE L StoreFront fRSZ234HRYIE
Jo Citrix BIE R LUAREMERBHAREIER ONRREIRS 2[/AEBREDTITRSIE, HIEF
DS NMIRS 2BAEIEZET)EH B S EF Microsoft SQL Server 521, USSR, HER
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FEMMERE, IS EBEAEMEY Microsoft SQL Server ECBFNEMZE, ©RESMEHT
Microsoft SQL AR & FliTiHEIERE SQL £33,

UK StoreFront Server Group US StoreFront Server Group

US SQL Server
OR
US SQL HA Cluster

UK SQL Server
OR
UK SQL HA Cluster

[~ e,
SOL Ser SOL Server

UK Citrix ADC SQLServer US Citrix ADC
Load Balancer StorefrontsQl2  UKSQfinstance Load Balancer StorefrontsQls  USSQlfinstance

Ry

o

=

StorefrontSQL3 StorefrontSQL6
@ -

Subscriber

]
-

s!\buripllon

Distribution
Database

"R
fEAI UM <https://github.com/citrix/sample-scripts/tree/master/storefront> TZLA
THIALEBNIE
AC B
« Set-STFDatabase.ps1 — 77 Store i%& MS SQL EEFRTH, E StoreFront fR5385 LT
7o
+ Add-LocalAppPoolAccounts.psl — #&F 7 StoreFront fRS3 2889 FRIZF 3t SQL #iEE
FIEEIRRIAIR, 7 SQL BRSS 25 ENIHE 2 5517

« Add-RemoteSFAccounts.psl — & FIRZ5HA A StoreFront ARSZERXT SQL #IRERIRE
AIER. 7E SQL ARS588 EAITR 3 51T

« Create-StoreSubscriptionsDB-2016.sql — 6% SQL #iEZEMZRM, 7£ SQL fRE2:8 5517,

BERRNSARNE

« Transform-SubscriptionDataForStore.ps1 — 5 ESENT Il BT IHALES HFH S SQL
RIFELUHES A
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+ Create-ImportSubscriptionDataSP.sql — I Z— 1 Efi#d 2, BFSAH Transform-
SubscriptionDataForStore.ps1 ¥ #89##E. 1E{ERA Create-StoreSubscriptionsDB-2016.sq| £
BEIREZME, £ SQL RS2 LB TIHHIA—X,

7£ SQL Server L& StoreFront fREZB/AMZ LA

7% 2 | BET B StoreFront JRSZE5FAH Microsoft SQL Server 324

7£ Microsoft SQL Server L8IiZ—"1N%7/ <SQLServer>\StoreFrontServers BIZAMZLLH, H
NN IIS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web BYREEIK
P, URIFARMEEER StoreFront ¥t SQL #1TIRE, LtREHTCIEFMHEITIREBIEEZRMN .SQL
IS5, FitiEHRKRERITE,

&R LUF I A Add-LocalAppPoolAccounts.ps1 EEEBHIE,

7EiB17 Add-LocalAppPoolAccounts.ps1 BIAR Z Hi&R 4 StoreFront, ZHIAMKIFEA 11s
APPPOOL\Citrix Receiver for Web RE#!IIS tKFBEIBEST, ZMKF1E StoreFront Z&EAACE B
R1FfE. IIS APPPOOL\DefaultAppPool EEIXZZE IIS Web fRZ2:AEBEGNEIEN.

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool Virtual Accounts"

# Check whether the Local Group Exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))

Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"

else

Write-Host "Creating $LocalGroupName local security group"
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-ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"
$LocalGroup = $Computer.Create("group", $LocalGroupName)
$LocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -ForegroundColor
"Green"

$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$DefaultSID = $StrSID.Value

$Account = [ADSI]"WinNT://$DefaultSID"

$Group.Add($Account .Path)

# Add IIS APPPOOL\Citrix Receiver for Web
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$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$WebRSID

$StrSID.Value

$Account [ADSI]"WinNT://$WebRSID"

$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group"
-ForegroundColor "Green"

£ SQL Server ELEEIRSRTEAM SQL KHIFEHARELEE. StoreFront fl SQL Server Z &Ry
HIZEBEREEMLEE,

ﬁ 5ql Server Configuration Manager
File Action View Help

e A NERCERES

ﬁ 5QL Server Configuration Manager (Local) Protocol Name Status
& SOQL Server Services
& s0L Server Network Configuration (32bit)
v % SQL Native Client 11.0 Configuration (32bit)
=L Client Protocols
£ Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v g 50L Native Client 11.0 Configuration
=L Client Protocols
5} Aliazes

MA1R Windows BhA S %L)”'JE',IEE%EE% S E RS E IR O eSO/ SOL Server &, &%
ARSI IR ITUCIR(E, 1FEI% Microsoft 314,
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R’

AR EFREEAM SQL SLAIKMK, BREEFERFFFEPHFEADN localhost 3 <hostname> &%
AT O (EMSRY IPv4 #itiE, Windows RIRER=IRXER IPv6e MARZE IPv4, # A localhost BY
DNS f#trelgERIR[E] ::1 A2 StoreFront 1 SQL AR 28HVIEH IPv4 Hilit, FIRERETSE
2RENARS 28 LM 1Pv6 LS HERR T BERRR LR RT,

1% 3 . StoreFront RSZ2RAFE A Microsoft SQL Server L

7£ Microsoft SQL Server L8IiE—"1%75 <SQLServer>\StoreFrontServers BIZAMZEH, H
70 StoreFront fRSZERAMFMER R, tZE£4ATE/5X1E Create-
StoreSubscriptionsDB-2016.sql BIA5 |, ZHATE SQL FelEITIRIBESEM.

& Computer Management

File Action View Help

e @ XE= HE

= Computer Management (Local) Name Description
¥ m System Tools %Access Control Assistance Operators Members of this group can remot...
.. g:;:f\i‘:‘:wd:rl & &% Administrators Administrators have complete an...
Shared Folders *Backup Operators Backup Operators can override se... StoreFrontServers Properties ? x
« @ Local Users and Groups %Certif\cate Service DCOM Access Members of this group are allowe...
3 Users *—Cryptngraphic Operators Members are authorized to perfor... General
“ Groups %Dislributed COM Users Members are allowed to launch, a...
: @ Performance & Event Log Readers Members of this group can read e... k Storefront Servers
& Device Manager *—Guz:ts Guests have the same access as m...
v {2 Storage % Hyper-V Administrators Members of this group have com... ) - -
@ Windows Server Backup *—IIS_IUSRS Built-in group used by Internet Inf... Description: ﬂ?ﬁmaﬁiggswﬁ Machine Accounts or
=" Disk Management &% Network Configuration Operators Members in this group can have s...
5-, Services and Applications *—Perfcrmance Log Users Members of this group may sche... Members:
%P:rfarmnnce Monitor Users Members of this group can acces... StoreFrontSQL1
*:Pcwer Users Power Users are included for back... StoreFrontSQL2
% Print Operators Members can administer printers ...
%ZRDS Endpoint Servers Servers in this group run virtual m...
%—RDS Management Servers Servers in this group can perform ...
% RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante..,
&% Remote Management Users Members of this group can acces...
*—Replicalor Supports file replication in a dom..,
% Storage Replica Administrators Members of this group have com... Changes to a user's group membership
I System Managed Accounts Group Members of this group are mana... Add .. Remove are riot effective until the next time the
% Users Users are prevented frem making ... user logs on.
ol Sener200330 BrowserUserSSHAREDSQL ~ Members in the group have the re...
I Contains StoreFront Server Machi... Caneel ey i

It StoreFront fRSB2R4AIFITEANIMK P ZSINE] <sqQLServer>\StoreFrontServers #H, 1R
SQL Server £/ Windows B2 381E, MXRELHFF]HBY StoreFront fRSZ 281 ITEVIK P F EETE
SQL FIEENFIBE AITIEIESR. HIA Add-RemoteSFAccounts.ps1 FRIZHAILLT PowerShell EiE 8!
BAMEBSHE, HI¥E N StoreFrontSQL1 #1 StoreFrontSQL2 FIFR StoreFront ARSS 28 R INEIE
A,

function Add-RemoteSTFMachineAccounts

[CmdletBinding()]
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param([Parameter (Mandatory=$True)][string]$Domain,

[Parameter (Mandatory=$True)][array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool virtual accounts"

# Check whether the Local Security Group already exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))

{

Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"

$LocalGroup = $Computer.Create("group", $LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description
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$Localgroup.SetInfo()

Write-Host "$LocalGroupName local group created" -ForegroundColor "Green"

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group"
-ForegroundColor "Yellow"

foreach ($StoreFrontServer in $StoreFrontServers)

{
$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add($Computer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -ForegroundColor
"Green"

Add-RemoteSTFMachineAccounts -Domain "example" -StoreFrontServers
@("StoreFrontsSQL1", "StoreFrontSQL2")

FE/ EEIETE Microsoft SQL Server AR BTSSR

7E1ZRY Microsoft SQL Server E8IE—anfa LB StoreFront £/, ¥ .SQL BIAFRRERFIZE
NEEW SQL IR AREM B HEBIBEXHFEA BN, RFIMA Create-
StoreSubscriptionsDB-2016.sql {8 SQL Server 2016 Enterprises

B ARE T Databases (BiEE) , SASEE New Database (FTE%UERE) , #H SQL Server
Management Studio (SSMS) BIE—NZEHEERE,
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Object Explorer * Ix
Connect~ ¥ *¥f A\ vES

= @ STOREFRONT IZ\STOREFRONT 2 (50L Server 13.0.1601.5 - \administrator)
2 Databases

System Databases
Database Snapshots

B New Database

A g T Scrt ~ @ Help

&
#

J Filegroups Database name: I |
Owner: |<ddau|t> |

Database files:
Logical Name  File Type  Filegroup Inllal&zel[MBJ Autogrowth / Maxsize A
ROWS.. PRIMARY [8 ! By 64 MB, Unlimited =] q

[ P

_log LOG Not Applicable & By 64 MB, Unlimited .|

Connecton

er:
STOREFRONTCAM2\STOREFR(

Connection:
PTD\administrator

y¥ View connection properties

H&ﬂd‘y L4 >
Add Remove

Corce
BA— TS5 ZHMEECECH Database name (BUIEERN) , HEEEFE—1FENLF, Fi0
STFSubscriptions,

EE1THAZH, XTF StoreFront BBBHFHIENEE, ESURFIIARES| AT ZR
StoreFront #1 SQL ZR&, fla0, & :

o WIEQEBENENIBED®B NS USE [STFSubscriptions] A StoreFront BYFHEBFRITED,
o FEIBEE .mdf 1 .1df )XHBIRRFRIGE NI H EEFEEIEENAE,

C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.mdf
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C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.ldf

o TEHIAFIEEX SQL Server ZH#FHI5|A -
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS; ;

ALTER LOGIN [SQL2016\StoreFrontServers]

IEITHIAR, AINECEZRME, [MEIB=1HIERER | SchemaDetails. Subscription 1 User,

= Databases
System Databases
Database Snapshots
Database Diagrams
= Tables
] System Tables
¥ FileTables
External Tables
FH dbo.SchemaDetails
BE dbo.Subscription
B dbo.User

LUF#3EER S T B Create-StoreSubscriptionsDB-2016.sql A QI AITT RS

E3]

Lt}
= D

+H #

# =

101



CITRIX® STOREFRONT ¥#ihkas

SchemabDetails
major_version

minor_version

details

User Subscription
7 id D——0 ¢ id

username subscription_ref

resource id

user_id
status
metadata

secure_metadata

781 StoreFront 7ZfEECE SQL Server EERF R

b5 -

"R -

T7B7E ESENT BUEEFHE ERYRBITIRBIER M HEKREMIFR. 0RERTE M Microsoft
SQL Server X & AfEA ESENT, RILMFRFAEEZRF TR E SR O ERRGEE. &
FNEFEER SOL HRiEIeIZREMFSINT R AREFET ESENT &, HERAFARERRXLE
HEITHIER. B RIBIT IS RIDFEFE.

T EEHER ESENT iTiH
T PowerShell ISE %R UERR B 55517,

f£F8 -UseLocalStorage =T E R ETH EEHEA ESENT ITHMTFME -

102



CITRIX® STOREFRONT ¥#ihkas

$SiteID = 1

$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

HE 2. 3M4
¥TF PowerShell ISE %R UEIRRB9551T.

{#H \$StoreVirtualPath 15 E R E N HIG B EEF RN

$SiteID = 1

$VirtualPath= "/Citrix/Storel1"

$DBName = "Storel"

$DBServer = "SQL2016Ent"

$DBLocalServer = "localhost"

$SQLInstance = "StoreFrontInstance"

# For a remote database instance
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$ConnectionString = "Server=$DBServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# For a locally installed database instance

$ConnectionString = "$DBLocalServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/Citrix/
Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

INRIEAFRERNFA B FHEEECENER SQL ERFHH, NS NFMHEE R thidig,

FUEHIEM ESENT T2 Microsoft SQL Server

ZRFIA ESENT BUEIRE SOL, FE—TMTBIRRIIE, RMHEH TR MAREEERITI
—RI%18E, MR StoreFront RRVEZFF&HM SQL SEAECEIER, NFAEHITHERTE SQL H
MIEMRRILBERE, TB/E, HE ESENT ITREBIERNEIN SOLRIN, AP HBAIUERth]
LEIIT IR Ro

= E—EAFPNEA SQL iTiH
BE—iE AP HIEA SQL T (/en-us/storefront/current-release/media/manage-deployment/sq|-

server-sql-subscriptions.png)

B8 1 6/ TRANSFORM-SUBSCRIPTIONDATAFORSTORE.PS1 H#¥ ESENT $#B##t sSQL
RFHRALUHITIHES A

ERIZNPILH ESENT £U5ERY StoreFront AR55 250

AR5 AR EAIRR RERER, RIREENH IS HRBENITIHIER.

104



CITRIX® STOREFRONT ¥#ihkas

T PowerShell ISE %R UERRF55E1T.

IBITRIA Transform-SubscriptionDataForStore.psl, JZHIZAF <StoreName>.txt 3f4FM ESENT
HEESHIEeIAFNREHE.,

PowerShell A= 3 BRI MTEITIRAIFAR R, UFEBIREIHHITLIRIERIAIN. XPIEEE
ERKA A F e IE,

fiAsErfE, ERENEEGEALSFTAFKH LR <StoreName>SQL. txt » AR EH—F
FiERBENELIERNITIHEE

WNEEBE SQL Server WEMFEE & Lhid 12,

SB 2 A T-SQL FETEHE SQL SAKREHEEE
BNMEFREOBIREN I —REA—11ZE,

TP 1 PO <StoreName>SQL. txt XM StoreFront ARS3 25V EE & FIE] Microsoft SQL
Server B9 c¢:\ , FFEEMF N SubscriptionsSQL.txt,

Create-ImportSubscriptionDataSP.sql BIASIZ— T-SQL FiEd 2, ATFIES ATTHEE. ©
KPR T HE—RFNELELE, UEERN SQL BUBIEMIE(LHIFD B EMRBIRA,

1T Create-ImportSubscriptionDataSP.sql Z &1, ¥ USE [STFSubscriptions] BEHASEE
BB E M R R BE ZEIT AL,

£ SQL Server Management Studio $JFF Create-ImportSubscriptionDataSP.sql X FHITHEH
RS, LERIASIE ImportSubscriptionDataSP 17 12 RN T E 2z Bl I B3R E T,

RINEIEEFMEEZE, SQLEFEPFEERUTER, HE ImportSubscriptionDataSP Fi#d 2=
AINEIBEREES

Commands completed successfully. .

105


https://raw.githubusercontent.com/citrix/sample-scripts/master/storefront/Transform-SubscriptionDataForStore.ps1
https://raw.githubusercontent.com/citrix/sample-scripts/master/storefront/Create-ImportSubscriptionDataSP.sql

CITRIX® STOREFRONT ¥#ihkas

= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tables
System Tables
FileTables
External Tables
FR dbo.SchemaDetails
B dbo.Subscription
R dbo.User
] Views

|+

HBEBEFHEHBER

= External Resources
Synonyms
= Programmability
= Stored Procedures
® System Stored Procedures

& @ dbo.usplmportSubscriptionData

Eﬁi%ﬁ?ﬁﬁ%l_&, ?\*\Eﬁﬂx Execute Stored Procedure, BEif OK LURITIZEFHETIE

5QLQuery19.5ql - 5...administrator (39))" & > [T NE RS |- To [yo Ty Ths d 1T o)) Create-ImportSubsc...adm
1 USE [STFSubscriptions]
GO

- DECLARE @return_value int

2
3
4
S | EXEC @return_value = [dbo].[uspImportSubscriptionData]
b
7
8

SELECT ‘Return Value' = @return_value

R[EE 0 RNFABHIEEMIIGA. SATREFHIMNEMEEATKICRE SQL 5, FiEdiE
FINE1T/iE, 3% Transform-SubscriptionDataForStore.psl IR T HIC R SR —B RS TE
M SQL BHHERHITHR. XFN S ZITE,

B ARBITH S BN S SQL IRERSEITE, &

SELECT COUNT(*) AS TotalSubscriptions

FROM [Subscription]

106


https://raw.githubusercontent.com/citrix/sample-scripts/master/storefront/Transform-SubscriptionDataForStore.ps1

CITRIX® STOREFRONT ¥#ihkas

HEADPRE—EAREN S SQL IRENAFRPIICREILE, @d

SELECT COUNT(*) AS TotalUsers

FROM [User]

INRFEHPEAE R 100 TMHE—FAFF 1000 FiITHEIEREE, BAEMNTRE, SOL N ERE
BRI N

EF StoreFront UG ENERAF RS AIUERHITHEE. SAPITHEEBCHITREZRIREN, SQL
PREHUEIER. FAPMITHIERERTE SOL eI,

SR 3 NRARNBIESEIT T-SQL &if
p=—

FRB Delivery Controller ¥ #X 2 AK/NE, HEMME StoreFront H{ERBAFRIANETE
£[tfg,

-- Get all SQL subscription records
Use [STFSubscriptions]
SELECT * FROM [Subscription]

SELECT * FROM [User]

-- Get all subscription records for a particular user SID
Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1d]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX-XXXX "
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-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX = XXXXXXXXXX - XXXX '

-- Get all subscription records for a particular delivery controller
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Get all subscription records for a particular application
Use [STFSubscriptions]

SELECT * FROM [Subscription]
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WHERE [resource_id] = ' DeliveryController.Application'

£/ T-sQL EHIMFFIBITHICR
SRHAEHA :

FRETA SQL EXAMIFRIESHEBITRIBXL, Citrix A3 E R EMERFRHENRAMm
SEENTHBIEERABAER T, AT T-SQL BAEERERES, UERITEENE
#o AREEFITHSMIFRIEICRZE, 157 SQOL BIEEEE N PENAEITIHEE,
RERTTHENE M IR SBBIRERRTHIF. EXEFBIEERITEECH T-SQL
UPDATE 8¢ DELETE &A):ZR0, BTERMBHRSE = HHRNTTREIAR L#HITIL, HEEk
B 4 = BE

p=3 g

PRSI D KNS, HENE StoreFront PERAMNAKNEN IR LT,

-- Update the site name used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id, '0ldSiteName.', 'NewSiteName.')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- After enabling multi-site aggregation, update the resource_id
Use [STFSubscriptions]
UPDATE [Subscription]

SET [resource_id] =
REPLACE(resource_id, '0ldDeliveryController.', 'DefaultAggregationGroup."')
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WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- Delete all subscription records for a particular site
Use [STFSubscriptions]
DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'site.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Delete all subscription records for a particular application

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

-- Delete all subscription records for an application published via a
specific site

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]
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WHERE [resource_id] = 'Site.Application'

-- Delete all subscription records for a particular user SID

-- relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=XXXX "'
-- Delete ALL subscription data from a particular database and reset the
primary key clustered index to start numbering from 0.

-- USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a clean
database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)

1T ES

StoreFront BEIE EIFE, HITA StoreFront BRSS284H PRS2 BIRYIT IR, MIREEZ RS
2340 AR TAREBIEAMAE) , WAIUEEMNFRRE StoreFront BFE RIS &S E BRI EUE -
ITHRMEY . XER PowerShell 520

p=—
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StoreFront 1 PowerShell 515 R eERIBYFT . 1EfER PowerShell 24| &5 EIE StoreFront
BB ZH1, 18540 % A StoreFront BIR1ZEHIE, B, EFTFF StoreFront #HIEZA1, 1B X
HFRE PowerShell 241,

BINTHRRSE, FER, RPNNAREEEENLSEIBIEEER, SRS,
KRERL 8RB R SRARERT NN ABEPREARRNITR. NREEERS
REREZRENITEH, WA EEEFERNREHAT ORI, hRBMFREHB
X2 KNE ; Flg0, CVAD_US 5 Cvad_Us R[El,

1. FREEXRMEIEANENM A E5) Windows PowerShell ISEs

2. BERERY, 1A Publish-STFServerGroupConfiguration #8453, EaI LS EFFEAREIFNE §
1BIFE, WAIIEEREYIR. 0, EM 08:00 FIEREY , SAEE 30 DEEY —K :

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime 08:00:00
-RecurringInterval 30

FATBINEE AR, LU R R N RS A RN SRR RIEITIHEE. Fll, NSRS
23405 60 DHFHIEN—XBUERIT RN T ARECE, ARSZ254H 1 7£ 01:00. 02:00. 03:00 &F
BF i) AR S3 2840 2 HIENZRIE., ARS3884H 2 7F 01:30. 02:30. 03:30 Z6{a] \ARSZ 254 1 HIENEK
o

3. B9 ERS N BEIERTIE StoreFront BBE, BERAUTHS. ENRASNEZ

StoreFront AR5 2R HRVEIEFR/.OECE LT, WUEE ATUMEMIZZSER OB IR, 55
P EEMRESEFORA -

« FEEEBUEF D StoreFront B35 88 £5517, MUMEREEHEF/OARSS 2 AIEEEE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.com"

« FEREHIEF O StoreFront fRS5 25 Lin1T, MUMEERIEF/OIRSS SFHIEEEE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"
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Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUSStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "USloadbalancedStoreFront.example.com"

Hrh FriendlyName @— MBI FRIRGZIEEBE%FF, RemoteStoreFrontAddress Eiti2ER
E1 StoreFront RS3258 11 B ARS 24HA FQDN, BER NS FRFENE 28l N
EFITIH, PREERYHNAREEERESE B StoreFront B4 E B ERI T,

4. FHnFREREFE StoreFront ARSSE3HY Microsoft Active Directory it B P ARINE) LIRSS
23 _ERYACH Windows FBF 4R CitrixSubscriptionSyncUsers B,

ERBRT G, XN iARS28M CitrixSubscriptionSyncUsers #1571 H B2 AR 55 28 A BT
BB ITIRIEIE, B X ERAMAFRANEZER, HBH <https://
docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-server-2008-

R2-and-2008/cc772524(v=ws.11)> o

&8 lusrmgr - [Local Users and Groups (Local)\Groups] — O >

File Action Wiew Help

|
e | 2@ XE = H
& Local Users and Groups (Local) || Name Description ~ || Actions

—] didi &kﬂ Event Log Readers Members of this group can read event... Groups ™
Lusk: Grmmups @Guests
48 Hyper-v ,
s 1USRY | General CitrixSubs... &
%?Network More .. P
‘EE Perform %,’I Citrix Subscriptions Sync Users
%‘ Perform L
%; Power U
%; Print Op Description:
d8 RDSEnd
8 RDS Man
4 RDS Remy
%-i Remote
%i Remote
%i Replicat
@ Storage
&k; Systern N
%i Users
B CitrixClu
B CitrinCw
B CitrinCw :
- - I ) Changes to a user's group membership
& CitriDely | Add- | I are not effective until the next time the |
O CitrinDel{ ] user logs on. .
B CitrinP N . .
& CitrixSto i Aoply i
%i CitrixSubscriptionServerlsers Members of this group can can access...
:CitrixSubscriptionsStoreServiceUs... Uzers authorized to access the Citrix 5.,
é CitrixSubscriptionsSynclsers | Memberships of the group denotes pe...

CitrixSubscriptionsSyncUsers Properties ? * More...

Memberships of the group denctes pemissions to
synchronize subscriptions between remote StoreFront

Members:
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5.

10.

BRBIENEEREEITXIG, £/ Citrix StoreFront EIEFESIS 5 T EAY PowerShell SHiTiE[ES
I RIFRE R AP FrE AR S 25

I Publish-STFServerGroupConfiguration

B X EZ RS E: StoreFront ERBHRERBENINFAER, 15B1H BLERS254H,

EMFIMETEIRT 1R, BETU TS, ARNEREERTEREEREM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSchedule

Publish-STFServerGroupConfiguration

EMFRSERITRBSR, BTU TS, ARNEEENTEREERELM StoreFront
AR5 880

Remove-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore"

Publish-STFServerGroupConfiguration

EZRERFAIBERBITERT R, BEITU TS, ARFEIEERETEDEEREM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSource

Publish-STFServerGroupConfiguration
Z5|H L7 StoreFront FRBEBNITABES T, ESITUA TR,
I Get-STFSubscriptionSynchronizationSchedule
E5|H 5717 StoreFront BB BMITHRAT IR, HSITU TR

I Get-STFSubscriptionSynchronizationSource
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H& StoreFront™

AR RIREBIZH StoreFront BoBHFRIFHAFP WEIF AL, Lz, (/zh-cn/storefront/current-
release/manage-deployment/uninstall.ntml) PR StoreFront AR A8 X BUARSS. ihm. Wik (£
MirARSSE8 E) MMEXECE.

XFFARERE

BB UM L TR A FHZRE] StoreFront 2607 :

 StoreFront 2603

» StoreFront 2511

« StoreFront 2507 LTSR ({£{a] CU)
» StoreFront 2503.1

» StoreFront 2503

« StoreFront 2402 LTSR ({£{a] CU)
« StoreFront 2203 LTSR ({E{@ CU)

e StoreFront 1912 LTSR CU10

ToiEM 2402 CU2 ESHRAR CU FLRE] 2407 8§ 2411,

A

* StoreFront R3ZAF A SR E = mhiR AR Z MRS 2E0E, Hit, ARSIFATBIFAEIRS SE L0
ARBIE—HRE, REFRERTIXEBRILIRNR,

« ZPRSBMEAFTHEAFR, RSBV IIRIRFFRo

« StoreFront ARSITRISIMIT —EARINE, MREMARMQEKRK, ALFAZFFR, #H
BESBRSIERE,. 188 StoreFront T XM FRHFALE, EERERRE, EFTTAR.

o N StoreFront ARAG KM, EINER StoreFront REAREEELEVAIIE, SHEN
StoreFront T 8 BIIEETITRE, AREFITITHR. 2% StoreFront Ik & FIEEEITR
A, BEEUTAE

o IR & IBIEFREIRIER VM 1R,
o SABEHLFIFHE StoreFront BEiE, 1BEERSHIMF A StoreFront EEiE,
o PITERIRFHLRIR] R A BB PEHERR IR 1N

« Citrix Virtual Apps and Desktops TTZ 312 F SV StoreFront AR FEE S EXIEEFIR
&, HIER X HEBREEEE,
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HEEAR
FEFFIEFHRZ AT, RATRIERITU TSR, XAUFSLEFHREN :

« EALRBIMRIERE DR,
« WIEERE EEMNSTHFBIRRAFA LR,

M Citrix W4 & StoreFront ZEEF.

FHLREE StoreFront fRS3 2%
1. B IRE VM IREBFREN RS S5,

2. SHIAE StoreFront BLE, WMRARSHFHFEZ MRS, WRFENEFR—PIRSHSFHRS
HRARE, RBELERCIIEERMEER, RSGAHATHFTEIRSSHFESHIFECERERE
o WEHAILLIEERMEFARSAE, UEEHMPAENTURERRERE, 78, BR
BERF &1 IR & Bis1T 5 S B R RABIARSS 88

3. WNRFIEHXT c:\inetpub\wwwroot\Citrix\<StoreName>\App_Data I¥ C:
\inetpub\wwwroot\Citrix\<StoreName>Auth\App_Data BN (a0 default.ica 1

usernamepassword.tfrm) , BEASTNEABEESEHREN]. A%E, EaIURE BN IAEHNA
IRV ER,

4. B FFARSS 28 MM S OB 25 h RS BRI A EL fth 75 =0 PR LE 1E 32 SR BE LE R P E S
5. EEIREE.

6. WIRREIETTITHN AR, EE StoreFront EIEZHIE. H17H PowerShell & O£
HAtBIEEDIE StoreFront XHHIN AIZF. XrIHARTEARIREIRERZF RIULRIFAE
StoreFront Xff, MNRELERFTEHRMERN Y, WXLEXHARRHER, ARIRY, MM
SHIME StoreFront ECEHMFR.

7. WIRIERBEZS StoreFront XHFRYE RPFTFEMA Windows FIFEIESBRH BRI o
8. ZRREMRENAERF.

9. SBITFRE StoreFront ARAHIZEE ST,

TSN RAIEI AR StoreFront fRS3884H

EEEITENHREAR I Z L 2RSS 2517 StoreFront RS5854H, BT THR :

1. BIERMETE URL KERRB P XIRSERARGE, XeJLAB LR EARIIERERTIER
Zo
2. &R FREBEA StoreFront fRS528 FRVRAARE GRS 2.

3. KEMBERSHFEDERTT.
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4.

BB A AETE URL RIEBAFPNEARIRS AR,

ERENBER THE StoreFront fRS3384H
A 1FEIRSFHLRSEET StoreFront ARSZS284HFHVARSS 28, B2, FrILLUETIZEFHEREBENFHAR
ZantA. WEHAITTHLE, RENAFEEIRIFRSZI[FARLIELN AL, SHEPERSIEZ
1B FEY, EEEHE StoreFront H{ITEHIEIE,

Fln, EARIS=EIRS2s A. B #l C B9 StoreFront R55284H :

1.

10.

11.

f£F3 Export-STFConfiguration (/zh-cn/storefront/current-release/manage-deployment/export-
import-storefront-config.html), LtFREBHLEN, RARSZSHEERELIIERRE B 8S,
BXHH PR BC i 24

£/ Export-STFStoreSubscriptions MRS58 A SHITHHIE. LENELEN, HARS
BEERELEREPRME H 8B, XHMBRITEEIE. 1§25 (/zh-cn/storefront/current-

release/manage-deployment/subscriptions-database/manage-subscription-data.html).

I EMAESERTEER, ZRAFXRSE C BiniR. XAUMIERREALSEFE
EHARSSEs Co BT SRRM LR mARSS R A Fl B ZX1EK,

fERARSS 2R A f1ARSS 28 C MARBIR. ARSSE8 AR B U AR HE RG], ARSS 2
C MEEBMIRSRARMIL, HEWRE HIMIKE,

FHIIHIARSS 38 C EEAHT BINKE, #A Clear-STFDeployment,

£ Import-STFConfiguration J$ &2 81 S H Y (/zh-cn/storefront/current-release/manage-
deployment/export-import-storefront-config.html) S AZRIARSS 2 C 1, BRS8: C EEERSIA
RSR[ANMFENEE, MELFERES TR, RE—CRSHABEREZIENEIA, BN
HEEBMALANERE MRS 2R,

¥ZBR (#upgrade-a-single-storefront-server) FRYIRBBALRARS 2 Co ARSEZ2: C MEEE SRR
SantAMERENECE, HEHKEIFHRARN StoreFront,

T8z 815 1Y (/zh-cn/storefront/current-release/manage-deployment/subscriptions-database/

manage-subscription-data.html) S AZIARSE 28 C . MELEEFBERES T E, RE—ERS
BB ITRABIERNEIAR, PR EERERIMA AN ERIEMARSS SR,

FRARSFEBEESES. 4. 5M7 (FEEESE6) . 7TUtHAE, IERSEANAFIER
M FIRRYIAR, Fit, BINETIEER/NAREHRITISE, LE StoreFront ARZ5284HAI T
HIt =0

fEF (/zh-cn/storefront/current-release/manage-deployment/configure-server-group.html) 3%
AR5 88 B IABRSS 88 Co XAFMZAL— M2 ATMRA StoreFront MRS ZFEE (ARSE: A)
MU RKe—"hleA StoreFront BT T mARSS 284 (ARS588 B #1 C) o

FeARSS2% B M C MBI ESERSH, UECEIUERERSEHE ABNIF
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12. MNAESESRTERRSESE A, UERFRRERBIFARIMRSE B # Co

13. EARSFAEZEESES. 7. 1011 (FEEEHE6) . RSFAARIENETH. RS
2= A. Bl C B 5 RmAERREEMN TR,

p=3 g

ERRSS 2% A BME— A 15R)ARSS SRRV ET HAIE], WK AIRERER (PE,9) o XAIRETEEHAR
SaRBEALERBEHBINTRBIEERAR, HEEMFRKREFEEZER.

XRERER M, RAKEREEN TFERERMNERBEHIENARATD, B, TRSEA
RE HMREHMAFHENARS, AREERBIMEARR. REFAKAIREERLBIDELN
Wi R, BEXBENMENIIER FHL&SERY StoreFront £ IF 5 n] s FREVE R,

BRI R AR

1. 7£ C:\Windows\Temp\StoreFront 1, FTH&FH CitrixMsi*.log HiEREMZF B IR,

Thumbs.db Access & & : B C:\inetoub\wwwrootlcitrix S{EFB R HH thumbs.db X5 |
oo MIBRIXBIRVIESR thumbs.db X1

TAERBH SXXHHRIER \in use & | IR0, FERREB/ER, HEHERSEE, HF
Eh{E LAl StoreFront ARSZ.

Service cannot be started % : (1R A A, FRERE/EMR, ELE NET framework 4.5 FI5E
BERA GEEPIBERENH) o

2. W& CitrixMsi*.log 2B R EHEIR, ENEIRSS 2807 Event Viewer > Delivery Services 52
BHEEEITERBHEIREENEAEIR, EEERNEIN.

3. MREHEERTREREEIR, 1BKE C:\Program Files\Citrix\Receiver StoreFront\logs F#Y
BERHE, BRI SFERBEIRAESZEIR, EEHENATEIN.

B X BEXHNEZHARER, BEHTERS.

SHMS A StoreFront ECiE

AR
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& A ge S A 5 B¥r StoreFront Z&hRAHE[EAY StoreFront ARiE.

EAI LT StoreFront BREMEBNCE, X ERRSSFNENRSHALAIRE, NRFARS
= L EEERAERNE, WHRREREER, ARBRASNEEPISNEE. WRETR
Sl RNRE, WHERSMNTEHENSAKELIZNTE. SHNERESERNINR
RN, MABRA zip FEFEN ; WREEFELIENMESMD XM, WA cixzip AT

AfEAEESHNSANGR

o (REMPATFERE TEMZEEIREHY StoreFront FE, MWECEREAIEREFEZHITHNER
KERIBRIER. EXHESINEER, EN backup.zip XHHXHIEARBEEER,

o TEF+4K StoreFront Z BI#1T&%, UBFRAEKE -
o FIPEIMAENR StoreFront ERELUIG AL
o BT ERE T R BRI B SR 62 B P RIS,

o ER1ERGTF%HAIE ) StoreFront, IR EE M Windows Server 2019 £k E] Windows
2022, AZEFFHURIERFAF R,

- EZSMIEBPWZTNIRSSRAE, FIERE S T EIEROAER B,

SHMFA StoreFront Eg B EE [EAEIN

- IMERIREEREMA Citrix® KB BRIUE SDK ~F, FIE0 Magic Word B3 1RIESE=H &
MIIEREX ?MNRZ, BUIESACSSINFRIIEAENEEZE], EFAESARSSE
TEXLEREE, NREMNSARS S ERLZEPMENFMHIOUE SDK HE2, NEEEFARK
W MNRMHEBEZARSEZA, BEANFERR EZESMNIIEIRH .

o IRAIUNNARHEREVEEESRD. SFHIMEA PowerShell cmdlet 25X A,

o WA LIFBRMRBINERER (ctxzip), 1B StoreFront THAEFIMBERMBHIEZHD X (.zip)o 0
REEMBED, BERISTERNZIEA PowerShell RIEMRBIHITS H.

« StoreFront HEIRZEFAER IS WiLAY SitelD (FHARSS28) M5 EER E &19HI StoreFront
ECEBRIBAR 1S LAY SitelD (SARRSE) PTE,
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PowerShell cmdlet fp 5>

Export-STFConfiguration 8%
S¥

-TargetFolder (17 ER)

-Credential (PSCredential 315R)

-NoEncryption (FF %)

-ZipFileName (FfF &)

-Force (f5/R1B)

ERRT:

DU

BENFENFHEE. =

$env:userprofile\desktop\"

B EREXNRUT S HEREICIZMEN ctxzip

BB 1FEE. PowerShell EEMRNE S AT

ENERIED, E7REE{ER -Credential Al
-NoEncryption &#, = : \$CredObject

IBEFMEMMNAKRINEN zip X%, B[R
BJ{&E 8 -NoEncryption #[ -Credential &3,

StoreFront BECE &M FIEHETR. BRI
i B4, B0 .zip 3 .ctxzip, X4 BN
RIES HERE 2B EE 7 -Credential 5
-NoEncryption 2#B&hiAN. =

) : "backup"

EEzEHEESEEREUETEFEN
BERXHRBINERFE.

StoreFront 3.5 &I SitelD BETE 3.6 lRAFEFH. HITSANRTBEEISTE SitelD,
EANBAERERARNERPEIH SitelD, 1A SitelD 55 ARSE2 L IS HEERENIE
StoreFront 4Pt 3245 SitelD 1 F) SitelD 2 HEEE S Ao

Import-STFConfiguration
25

-ConfigurationZip (F¥ &)
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28 PN

$env:userprofile\desktop\backup.ctxzi

p

-Credential (PSCredential 315R) BERENSR, UESAREBREMEED.
3 $credobject

-HostBaseURL (T ER) MRIEFUBE, FEREKISENENER
URL, MAESFHRZHJ/FPHNENER URL,
3 : https://

<importingserver>.example.com

Unprotect-STFConfigurationBackup

28 i
-TargetFolder (7 &) BEMEENSHEBE. =) :

$env:userprofile\desktop

-Credential (PSCredential 315R) EA LSRR ERFERIRINE I,
BETEETHRENEILR PowerShell E#ExT
R, 1l . $Credobject

-EncryptedConfigurationZip (FZRF&R) EBRENNEENEENTERR. Euamis
EXHT B4 ctxzip, -
$env:userprofile\\desktop\
\backup.ctxzip

-OutputFolder (F#F &) FFEIEINE (.ctxzip) HRE-—AIERINER AR
(.zip) MEER. EMMNEBRMBRIAFERE, XU
EaIUEE FEA. BNARNEBRIARIEE X4
LM B, Tl :

$env:userprofile\desktop

-Force (fh’/RH) tEEZENEESEEREUETEFEN
NAEENXHEEHERXRNENEFE,

RESHMSATSH

§¥ StoreFront cmdlet S A X #j PowerShell &iF
7E StoreFront fR5528 L3TFF PowerShell E£RIZAIFLE (ISE) H551T -
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$env:PSModulePath =
[Environment]::GetEnvironmentVariable('PSModulePath', '"Machine")

$SDKModules = 'C:\Program Files\Citrix\Receiver
StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose
Import-Module
"$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1"

-verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psd1"

-verbose
Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.psdl"

-verbose

BRSIBRAR

ERRSS %R A LEIBRBRENKRNEESR, HREERDIR—HZE
SHEFELENHRSHFECE,

Export-STFConfiguration -targetFolder "$env:userprofilel\desktop\"
-zipFileName "backup" -NoEncryption

¥ backup.zip X+ E FIR|R £IE, ERIUERLENHITIERE, FRSHERBIELBIEPR

[SYe]

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
storefront.example.com"

B#HRSHE A LNAREEHREZERRIRSS S B, ULIBIARS=H7E
SHEFELENHRSHECE,
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Export-STFConfiguration -targetFolder "$env:userprofilel\desktop\"
-zipFileName "backup" -NoEncryption

$t backup.zip XfF & #1ZIARSS 4% B BISKH,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
serverB.example.com"

StoreFront EFEE] IS PREEXFif, REEZERTS—1BEXMis5HE

ArZ588 A EXf StoreFront B3ZRIBEXMIAMIE, MARZ IS PELBIFRINFMLL, £ IS PEIER
EZMEERY IS SitelD /3 2, StoreFront WMusAYIERRZE I TFIER S KEnge (Flan d:\) L,
WAL FERIARY ¢\ R4 Rahgs £, BRERATF 189 1S SitelD,

IS FEEE T — 1%/ StoreFront B9 LL, E{FH SitelD = 2, StoreFront EZPETE IS FHIE
EX Mk b, HYIEERFEMGTFIREIEZE d: \inetpub\wwwroot ko

Add Website ?| X% Browse For Folder x|
Site name: fnplication poo Select a directory for the application.

| Storefront | | Sto;ef-r;n;: | Select...

Content Directory b [ Documents ~
Physical path: I g Downloads
| | Izl Bl Music
Pass-through authentication P L&l Pictures
I- | & Videos

Test Settings [ |=5_ Local Disk (C:)

4 5 New Velume (D:)

Binding 4 1 Inetpub

Type: IP address: Port:

[nttps v| [An unassigned v] [ | b <L) CD Drive (E)

Host name: he
| | | Make Mew Folder | | oK | | Cancel

[] Require Server Name Indication

S5L certificate:
| Mot selected hd | Select...

Start Website immediately

4 & Default Web Site _1 Started (http)  *:20 (http) %SystemDrived\inetpublwwwroot

“;} Application Pools Mame = [[o] Status Binding Path
b €0 Default Web Site

@ Storefront Started (http) *443 (https) D\Inetpublwwwroot

1. SHRS%S ARBHEIA,
2. 1IBR%3%3 B L, A% StoreFront BUFTMIILECE 1IS, ZMubtifER SitelD 2,

3. HiREBFARESATIRSESEE B, MNP ENILS ID FHER, FEAXMSERESA
StoreFront Egi&ERY B AR PLAC,
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Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
serverB.example.com"

BRSS2RE TR

R 1 ERINERSHFAEEHEERRERIIF—RSHRARE

ZAHTERESMNY, RSRAPHREME StoreFront fRSS28, Bl 2012R2-A 1 2012R2-B, #F1A
FHPEE&EMET CitrixClusterMembership B2, ERXEIESHERIBIRSESS 2012R2-A
2012R2-B, HTF I EEK, BERBEMUE, StoreFront fREZBJFABEMFIEEEFMIEM, EILE
MARSS AR T MANRITI R 2012R2-Co & FREFRIARSSSFAKE StoreFront FBER A ED
to BMESANRIER N RIBRSB[AT RIBER, BAIRE HaTH =58RS FHMAY
CitrixClusterMembership, S AHAE, HFBERRASMFEIGFRE, HERERISATER
S#REEE, NRBRBENURRSHAT REMRSSFARRIR, SAESFREIN
CitrixClusterMembershipo

1. M 2012R2-A SHRSEZ 4 1 EE, 2012R2-A ERTFEEBRMREZSHANERSE .

ﬁ}l CitrixClusterMermbers
CitrixClusterMembers Properties [ x|

| CitrixClusterMembers
Description: Memberships of the group denotes membership of the
citrix Cluster

2. E, TN RIRSES 2012R2-C F TN E RS 24A,
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& CitrinClusterMembers
CitrixClusterMembers Properties [ 2 ]

| CitrixClusterMembers
Description: Memberships of the group denotes membership of the
citrix Cluster

3. IRESH[ANEEB LR E BB TIERS. StoreFront FEAREFER HEIH=6RS
224H A CitrixClusterMembership, HESARNEREIERR,

4. THARSB24A 1 BEEEH S AR T R 2012R2-A,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroupl.example.com"

5. S ANREERBIBENRSSE, UEFRERSSFESARHEE —HWEE,

IR 2 RRSBRE 1 PHRERE, HERTEFRNE MINRE LEIBFINARSSRH, &
&, ERILUR A RIARS AR E A R ARMNBIF RS2

BB T B EWEHIRS S 2012R2-C M1 2012R2-D HIARSS2R4H 2, ARSSER4 2 MR BHETIEE
ERS8AE 1 ECE, RSEHFA 1 b2 SWEMRSEE 2012R2-A 1 2012R2-B, 1EEIEHTHVARSS 25
(AT, FHDFEHEPEER CitrixClusterMembership RE#HER. H#FifY CitrixClusterMembership

WMERRWEN, HFESABRNERR. FASANIELIEHERER, CitrixClusterMembership &
LANTETSARSE, BEREHMARS[MAFH. IRS[HE 2 B— 1 HEE, EESRSRA L
F#77, I8 -HostBaseURL B8, ARSZ254H 2 FHERFBIH BRIA StoreFront ZEEBIEE,

1. M 2012R2-A SHRSZ R4 1 ECE, 2012R2-A ERTFEEBMRSZSHBRAN ERS .

2. AR5 %4A 1 EBES AR TR 2012R2-C, ZTRSMANBTEENCENRSSRA 2 HNERS
Ao

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroup2.example.com"
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3. MAFRAFIRS A 2 BRE BB EMEMARS . MIRSR4E 1 BIARSS 244 2 BFREHT
RRHISARENZREEHMN, FRAXZRNFARSS 2R EENAIIZH—E,

7% 3 RSB HRAE A PRIREREHERTCEESRSHRA B PHIEERE

ARS52/4A 1 MRS 2RA 2 EFEE TR MNRILNBIED O. 172 StoreFront FLEENEEARS 2R 1
E#THY, EROZXEERN RS — MR O IARS 2R 2, BRI LU EMARS 24 1
BHERIARSS 334 2. B/NTERS 254 2 LNEMEFEEFEA CitrixClusterMembership, TS AHA
[Elf5%E -HostBaseURL &8, FENARSS2R4AH 2 ENEAX URL R ERIARSS 284 1 SR1EARY
#EE FQDN, ARSZ254H 2 B— 1PN UBEZE,

1. M 2012R2-A SRS ERA 1 BBB, ZRBSHFEATEER N RSH/ANERSR.

2. [¥AR55ER4E 1 BECESARTIR 2012R2-C LR BUANRER, ETRFEMNFHRSSRE 2 19
FhRSS 2R

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.zip" -NoEncryption -HostBaseURL
"https://servergroup2.example.com"

SIARSS AR EC BRI E & D

PowerShell EHEXM RIS Windows 1K &M%, PowerShell EiEXNRAIBFRENZHBER
FHRZ MR,

Pz

EMBERESENEY, EREEFHAAHTNENEE, TENRPEENAP 2R ER.
TR TS HMS ARS8/ PowerShell 21EFHEIZ A SHEEBNERENR. EEIE
WNERH, EALEEEERBF

PowerShell R EECIZFB RN RITIEEAF, RSB AAELERRNLFIE RN
Windows FBF,

TS HARSE 28 LR PowerShell 21EF 132 PowerShell EiIEFT R,

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"
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$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

& S HE backup.ctxzip, XE—MINER zip X4

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -Credential $CredObject

ES ARRS 23 L8Y PowerShell 2iEAFEIEEEREIRY PowerShell EIEITR,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject
-HostBaseURL "https://storefront.example.com"

BCHRIP A INEE B EFY

$User = [System.Security.Principal.wWindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password $Password | ConvertTo-SecureString -asPlainText -Force
$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationZip
"$env:userprofile\desktop\backup.ctxzip" -credential $CredObject
-outputFolder "c:\StoreFrontBackups" -Force

ERERIRRIA RIS

HAFEH Web R ERPITHEAR URL BY, 1EAJLURF StoreFront BB AR EE RIS EW
U

1. FTFF StoreFront EIEIEEIS,
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2. EEEERP, HERIEBHENERIAMLE .
3. NREFELEGEBINWLE, N

a. EFENRSZBIGERIAMLL

b. FEE—N RS

c. EBR— PR

4. EFEHE URTFES,

Set default website

Select which website the user gets redirected to when they open the base URL in their
browser.

Set a default website for senver

Base URL: https://storefront.example.com

Store: [ Store - ]

Website path: | /Citrix/StoreWeb - |

FARSSaEBAH RMIALE

EFRLBERT, FER StoreFront REEFB NEVIIRLT RS, Fla0, 725 StoreFront fREZZZEH
NBREBACE, XSENEN, T TFHEMEFHEE, BXEEN, HHEUTRESHE
fARBIFA LAY E)R, Wk, EEILUER PowerShell 3R HECE E E A EIAES

1. F41R StoreFront BIEZHIEE * H.
2. FTFF PowerShell #2415,

3. BIToRH 2R Clear-STFDeployment,

Clear-STFDeployment -Confirm $False

4. BN DRINTERE, #TFF StoreFront BEEIZEFISHMIAFFIEIREIEERE, SIEFMBENIMNAR
BHRSSBRARVIETR] Ao
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a Citrix StoreFront [= [o [
File Action  View Help

«=| @ 6=

& Citrix StoreFront CiTIlIX‘ Actions
. Citrix StoreFront -~
»

Wiew

6 Refresh

Welcome to StoreFront B ree

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, dats, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

{H1%} StoreFront

BRTYF@AE Y, EE StoreFront KRB MRS . MARIE. Mih. XenApp Services
URL REHMEXEE,. 28R NBRERITHERENITRNBEERSEESEMRR. Hit, TRRS
2BRERER, APNAERITHMNFAEENSER, BE, EZRES[BED, XLERIESFEE
AR EMARSS 28 Eo StoreFront ZEIEF B BRAREMS (BI40 NET Framework ZHEEF] Web AR
282 (11S) AEARSE) 1EEIE StoreFront BYAE MARSZ 2R MIRR,

1. FREFERMEBEIEANENKF ERE] StoreFront fRZE 23,

2. 90 StoreFront BEIRZEHIGEHH, BHE X H,

3. XHFABERIaEE BT EIE StoreFront BJ PowerShell £3%,

4. ST TR, RigE (GENR) , AREE'NMA.

5. BRI E O, %FE Citrix StoreFront’, AR THEEH LUMIRZ =D HIPRFTE
StoreFront B4,

6. TE“HEI# Citrix StoreFront’3HiEEF, BH B, HETHE, BEHHE
FrhiBR StoreFront
N StoreFront f5, AR StoreFront ESZ2MIRR :

1. fBR“Web ARSS 3R (IS)’AT. B XIFMER, 1HEER Microsoft learn,
2. MIBRSC S c:\Program Files\Citrix\Receiver StoreFront o

3. MIB& c:\Program Files\Citrix\StoreFront Install TFHIFFEFEZ.
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4. BRI c:\Inetpub o

RIIERI LA EFTZZE StoreFront,

REAE
BEXBEXHNEZIFARER, BERTER.
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BENF

PG

1 Citrix StoreFront 1, ERJLGIE— RS NN ABEE, U
[EERE X T AP AN # 1T B IRIE. LR
XEENARE, SEESHENIEAME

ERNAREE

1. M EEESE F, EFRENERP RARE T
R EERNIN AREE.

2
ARHR AR EA,

/n\o

REARP LGB
3/ Citrix Workspace N RS,

KAFPIKEEARR. 8TNEE
Web ¥ 538857

& Citrix StoreFront
File Action View
= 27 @

& Citrix StoreFront

A stores

Server Group

Help

Authenticated
Yes

| Subseription Enabled

Access

Yes Internal and external net...

Actions

Details - Store

Details l Sites l“fEMEJ Remote access

| »

@ StoreFront using HTTPS.

Store URL:

XenApp Services URL:
Remote access:
Advertised:

Unified Experience:

https://storefront.example.cem/Citrix/Store
XenApp Services not enabled

Enabled [no VPN tunnel)

Yes

Enabled

Used by this store only

Active Directory username and password,
Pass-through from Citrix Gateway

Authentication service:
Authentication methods:

Token validation service: https://storefront.example.com/Citrix/StoreAuth/auth/v1/tok

1 " ] »

Stores a "~
Create store
Export multi-store provisioning file
Manage Citrix Gateways
Manage beacons
Set default website for deployment
View »
|G Refresh

ﬂ Help

Store £
Manage sites
Set Citrix Workspace app website
Manage authentication methods
Manage websites
Configure remote access settings
Configure XenApp Services support
Configure store settings
Export provisioning file
Delete store
A Help v

T RFAGERERP, EIUEEUTEDF :

ETF

=S
ik

4R

Mk
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T+

bl

SN RS

HAER

FRiHEAE S fEA Citrix Gateway B T iLig
i8]

NBREERN RIS, ReBNARE . BXEZFAGER, FEHLIERNABEE.

ECiB N FA s

MR B R ARME S, SR RITU TN A REIERERF

#B{F
EIRUE

I & Citrix Workspace [ F3 2% MG

BEESMEIESE

EIEMiuh

EEZiZIIRE

EC& XenApp® ARSS %1%

FENAEERE

HEER
AR BE

ECETE{E R Citrix Workspace N FI2RF1710) N
FA I B 5 FE RO R s

YRR A A BTN N A EH TR IR S
5
BT RN A RSB iL

itrix Gateway 15RIN AL, #M

BT Ci
ML EREHI R P (ER.

EAZEA XenApp BRSS URL

I ERENEEERE SO, EUEESE
BT, Kerberos &£k, wiE HDX B,
BENABENSRILE

EAUEEEZFI S ABRITU TSR BEEEE

755
ZMIA ICAIEE

Citrix Workspace N FBi2FHACE

FAFER
BT HDX G EZNE) default.ica SRECEEA]

&£/ StoreFront BZ& Citrix Workspace [ T2
=2
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£55 HHER
FCEBKE S MINIERSS FREBKE S MINIEARSS (FAS) LASEIX VDA RY
BRER

S MBS

EANEREE— TS T ABENERFAERNIXM, SFENENAEIEREREM Citrix
Gateway FRZEMER. A XIFHER, BESHT LA

A B oz P e

EMIFRA AR

1. £ Citrix StoreFront BIR{ZHISMNEERT, EFNAGE TR
2. EBEERTD, BRI AREE
3. EFHINEOFRSE B

IR EE O REE B (/en-us/storefront/current-release/media/stores/remove-store.png)

HIEMBRAEEIERT, {E10 X BXRIM L th S MIER.

SN RIS

TR LURIER ZCIBESHENN AR ; fldl, ERINSERFRACENAREE, SFEER
5)/?%')3 yg _éﬂo

BERT
EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront

EEEN S AREREPNEAEMARS SR LE1T. TlE, BREEEITRIIRSEHEAE, U
EEFHERE R E RS 25

ZEENARE, EFEBRMIAKEESREEREENARETIRARRIRS SRS, A
&, ERILGERREE Citrix Gateway At B *t A B IE RYIZAZ 15 7],

1. ERfFERT, R QIENAME,
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Create store

StoreFront Getting started
StoreFront stores provide your users with access to their Windows apps and desktops, external
software-as-a-service (Saa5) applications, and internal web applications through a single portal
Gatting started from all their devices,
Store name
Sites Store URL @
FEsssessssssEEsssasssme e
[ ] 1
Remat .
mote access : et :
Authentication methods 1 Workspace app

XenApp Services URL

Website o :
summary 00 0 00 ke cveeeeemeEeeemeee- @ _________

n
ﬁ Browser E End User
: i
= []
: 1
u n
. XenApp Services URL @ :
Legacy device

BH T
2. E'NMARERIEDF HEEUTAR !

 BANFBBEERT

s NREHRLERITRAPELRESMIIEIARNARERE, 5% NAFRES RN
FipEtENBREIE . HEEIERESMIIERNNAREEN, “BREIEEE N ERSR" T
EFATA, FEEMMREFERFIRSBATR SR EREX URL, (XEH
—HJ AR, RARSSFABTERMABIRS SFRAETAH. )
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Create store

StoreFront Store name and access

Enter a name that helps users identify the store, The store name appears in Citrix Workspace app as
part of the user's account.

# Getting started

Store name @ Store name and access type cannot be changed, once the store is created.
Sites
Remote access Store name: | store2

Authentication methods

] [ | Do not require authentication when accessing this store.

XenApp Services URL o q. g g § .
Unauthenticated users can access the store without presenting credentials.

Summary

Website settings
[ | Set this website as the default for this deployment

If selected, when a web browser goes to the deployment's base URL, it is redirected to this
website.

B & T8
3. EWAATE L, HENENSENLARERNLS, BXESHAES, WSREDES

7N
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Create store

StoreFront e
Specify the sites for this store,
¥ Getting started Marne Type Servers
# Store name London Citrix Virtual Apps and Desktops or D...  ddcl.london.exam...
Sites

Remote access
Authentication methods

XenApp Services URL

Summary

|_Add. || Edit. || Remove

%E':T-F_’fo

4. ESTIBIFRNETE L, EREBFEET Citrix Gateway IRIENAREL, G X FMER, HEH
®id Citrix Gateway EIEMN A fE 5 RIZIZ 118,
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Create store

StoreFront Remote access

Enabling remote access will allow users outside the firewall to access resources securely. You need
to add a Citrix Gateway cnce remote access is enabled.

# Getting started

[#| Enable remote access
+ Store name ey

;s Select the permitted level of access to internal resources
+ Sites

% _
Ristass ®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) (i )

uliericstion meheds ) Allow users to access all resources on the internal network (full VPN tunnel) @
KenApp Services URL Users must install the Citrix Access client to establish a full VPN tunnel.

Summary

Citrix Gateway: netscaler-01 (i ]

Default Gateway: [neiscaler-m - l

5. £ SRRIEMEETE L, SERARETALABETSNRENSE, et TF—

BXURAEMEIEAEZNESFAER, FEHEES NI,

PR AR AR E R E %"fﬂg_zll-fjj_/f%, w5 HMNAEEREZSMRIERE, Alt,
FAEERREEEMNEIERS, AEEFE—"NENAEE,

137




CITRIX® STOREFRONT ¥#ihkas

Create store

StoreFront Configure authentication methods
Select the methods which users will use to authenticate and access resources. [ ]
# Getting started | Method
e Active Directory username and password 3
_ [] SAML Authentication
e [ Domain pass-through
« Remote access Can be enabled / disabled separately on websites
Authentication methods Ll Smart card 5 ;
Can be enabled / disabled separately on websites
XenApp Services URL [ HTTP Basic
Summary o N R RN Ty Ty O e e T '

|| Use a shared authentication service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service. The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: b4

B & T8

6. 7£“XenApp® Services URL"EI+ £, MNREBEE PNAgent NIHIEE, 1HEEF BH
XenApp Services URL”, & NIEBFRILIEDL,
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Create store

StoreFront Configure XenApp Services URL (Deprecated)
Enable a XenApp Services URL to allow legacy devices to connect to the store.

# Getting started [_] Enable XenApp Services URL
# Store name URL: https: f
+ Sites

Vake this th fault store for XenApp Services
e Make this the default sto r XenApp Serv
0 | B o i et XenApp Services will use this store to deliver resources

XenApp Services URL
Summary
Bl
p=3_ 3

XenApp Services BEFFA, HRERRVRAFHZR,

7. NRBEIEEESTE, BEHTEM .

IR AL, EREEB—THMELUISFR R BRI AREE, SR ECEL ML e 2 H
ik,

PowerShell
E(HEF PowerShell B2 BENE, BHITUTIRE
1. /A Add-STFAuthenticationService BIZBHMINIEIRS . RERIRGI, EBEERZESH /

Citrix/[StoreName]Auth . Z#E, ERILUFER Get-STFAuthenticationService SREXILH &5
BIERS . M TFERNBREE, TBREVEN.

2. RIERBECESNRIERS. HBREES DI,

3. 18R Add-STFStoreService,
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o NNBBEEEEFE—TEBEE, FNEIREN -virtualPath B, BE [Citrixl

« ¥ -AuthenticationService ZEBAESE 1 FRIENEMRIERS. XE, W TFERLMN
FPEIE, 1XIE -Anonymous $True

s BANEE—THERENFEER. Hibmd IR RECE,

B

RSB RE RN, EXFMBREA Citrix Virtual Apps and Desktops. Citrix Desktops as a
Service F Citrix Secure Private Access 12{HAYIE S,

BERWR

1. £ Citrix StoreFront BEREHIGH, {EAMEHETEE B,
2. EARBEIEPLE— M

3. TERMEEES, BT EEIER,

f5F PowerShell ZEF LS

EfER PowerShell EFiL =, 15517 cmdlet Get-STFStoreFarmo

A4 R

53 Citrix Virtual Apps and Desktops™ 7ML=

1. BB ERET, 2EFM
2. WA—TRRBF, MUEBEIRAITIEIR,
3. JFHEEEIF 9 Citrix Virtual Apps and Desktops 8% DaaS’,
4. £ DDC RV IRSZER T, RETERINHEA DDC (SHERMHESESR) B9,
« SNRIEFE DDC RIEME T 1 z39%8s, NiaA S EaEaMtt, MRERERMESE
2%, N&Jh7| & DDC.
EDEE 21 DDC UEHITR,
- SNRIEHBRSSRFER HTTPS (%) , BWMEREERSHFIIRPIEENLIN G5 X LIRSS I
P LSBT LRE (SFERNE)
5. (Ai%) %% IRSBEHEIGE. WNRIEF, StoreFront FFENIEZRE— MRS R MRFKIE

&, StoreFront fFERFIKRFRE MRS SR, RIFZRSHATH, TXMERT, EcAT
BHAIER, BRI MERAIBRSS s ERTMUER B R TR E X M IRITFo
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- JNRFAE DDC FEFEMMER, NEINE AR RSBEHEIGE, LUE StoreFront ¥
#H 2 fEIFE DDC,

- NREFMBUBEDEHMNZXIGSE, Hh DDC EEREMIER, EofeE ENERRE
79 DDC MEHRINERHBUHIEF IRSZI]/EHHEITE, LUE StoreFront LITIEIFIER KR
R85, ZEEASIMMAEISERRKSEER—MIESRARRE DDC gy,

6. M EHIZER! 57K, % StoreFront BF SRS 2B EMNERZEZER,

7. I8F

o BEIARMBOERAXBIE (FHEF) , 5EE HTTP, MREFIRD, EHAB1TER

HE{F3P StoreFront 5 AR 5328 2 BT,

o EEIMBH TLS EEAXHIE (F) , 1BERE HTTPS, EIMTE (/zh-cn/citrix-virtual-
apps-desktops/secure/tls-ddc) 8f DDC B &i5#2s EE A TLS.

FIEU T TLS 1.3 BiEH

o TLS_AES_256_GCM_SHA384

o TLS_AES_128 GCM_SHA256
T TLS 1.2 R EH

> TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
> TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
> TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

> TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

StoreFront AT iEEIRSEMIE O, HTTP EEMEAEOR 80, HTTPS EEMNEIAIRO

T 443, IBERIROLXLMZE Citrix XML Service ERMIH,
8. T WE

NN s B O B R B # Bl (/en-us/storefront/current-release/media/stores/add-delivery-controller-

cvad.png)
9. IREERE Z2®IA (HEF) , NKMEER PowerShell FRIMNEAFR. FluN

$store = Get-STFStoreService -VirtualPath [path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [site name]
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Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

&5/ PowerShell 1N Citrix Virtual Apps and Desktops™ #1453
BN s (WFA%) , 153517 ecmdlet Add-STFStoreFarm 1 FarmType XenDesktop

Blan, BARM—1D%A'CVAD' BB REEANLS !

$store = Get-STFStoreService -VirtualPath [path to store]

Add-STFStoreFarm -StoreService $store -FarmName "CVAD" -FarmType
XenDesktop -Port 443 -TransportType HTTPS -Servers
@("ddcl.example.com", "ddc2.example.com") -XMLValidationEnabled $true
-XMLValidationSecret "MySecret"

AN Citrix REEPARSSIh =

1L BEER BB, 2E .

WA BRER, UEBNEIRGILEIR,

. 5 EBY IR A Citrix Virtual Apps and Desktops B{ DaaS.

. 78 Cloud Connector B9 fR$528 T, B 70 Fi6A Cloud Connector (Z¢HEREY A &30
23) B9

[EEN

N

w

IS

« JNRIEZTE Cloud Connector 3% DDC BIEINIE T fa#Ifas, N A A E5HE3809%% 5. W0
RITKERAFIDEE, MBS HE DDC 5 Cloud Connector,

s NRBEZNERME, Citrix BIERINEE VDA WFREZRRALERFH Cloud
Connector, LUB7EAR4FMTES StoreFront R LAEA A EHZE7F (Local Host Cache) 1E5&
SV ER T VDA.

o NRMEEFERAEFSERR, BAANBTERUEFARIMNOETIEREEEE, NR—
MR A TS IR RAENRSHREIE, XTEEBREPEXEE, JAMm, E&ME
M£&7Z (Local Host Cache) 230, ©¥FPFELE StoreFront & EshiERKE MR EMRR RN
&, MMEREHERK.

o MNRMHPRSER/ER HTTPS (M) , IBAREERSSRIIRPISENBI 5 X LIRS I/IE
P LS ITE2IE (BEANE)
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5. AR fRSBBEAEITE, RIEF, StoreFront FHFEVIEFE—TARSSE. MRKIER,
StoreFront FHEATIERFHE—TIRSEE, FRIFZRSHBATAH, EXMERT, ERETERD
HFR, EFFRE—MMEZBIARS SR, SRR R P TERRE XML,

- MNRFAEIRSSSEEGHEMAIER, NEEINERIER IRSFEHEIGE, LUE StoreFront FFfa
#H 2 E2EIFRE DDC,

s MREE—NSXIFIBHEERE, H DDC EEFRRANER, ErIeH EfRIERRERN
AR ERMIEFIRINERHECHEF RSB IBBEALETIFE, LUE StoreFront TR IER BIERIAR
Fr. ZERERABMMNMFIGERKIEE—RFUERXIHFFRIRS BB H,

6. M EHSEE! 5)RF, % StoreFront BF 5 ARSZ 2B IERNERELTRY,
o EEIRMEERLXBIE (REE) , 1B%EE HTTP, MIREFIED, BRNB1TEHE
{R3P StoreFront 5% Cloud Connector Z[8]iYiE#,
- TEEMEBEELAEZBIE (E) , BEEHTTPS, B8 HTTPS BZiE Cloud
Connector,

FTIFUT TLS 1.3 BRiBEMH ©

o TLS_AES_256_GCM_SHA384

o TLS_AES_128 GCM_SHA256
FIFUT TLS 1.2 BIEH

o TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
» TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
o TLS_ECDHE_RSA WITH_AES_256 CBC_SHA384
o TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
7. 187 StoreFront AFEZRSZHBNIRO. HTTP EEMNBIAHOR 80, HTTPS EHEHEKIAKO
& 443,
8. ¥& HARE,
ANINL = 8 O Y B R B B (/en-us/storefront/current-release/media/stores/add-delivery-controller-
daas.png)
9. IRMERE Z&%IA (HF) , NKMEER PowerShell FRMNEER. FluN

143


https://docs.citrix.com/cn/zh/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html#https-configuration
https://docs.citrix.com/cn/zh/citrix-daas/manage-deployment/security-keys.html

CITRIX® STOREFRONT ¥#ihkas

$store = Get-STFStoreService -VirtualPath [Path to store]
$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

{5 PowerShell 71 Citrix Desktops as a Service IR
BAmMits (BFRA1%) , 1B51T emdlet Add-STFStoreFarm HfEFH FarmType XenDesktop o

fIgn, EARMZA DaaS HERTEBALR !

$store = Get-STFStoreService -VirtualPath [path to store]

Add-STFStoreFarm -StoreService $store -FarmName "DaaS" -FarmType
XenDesktop -Port 443 -TransportType HTTPS -Servers
@("connectorl.example.com", "connector2.example.com") -XMLValidationEnabled
$true -XMLValidationSecret "MySecret"

74 Citrix Secure Private Access b=

AR IREY StoreFront fRZ23EECE A Citrix Secure Private Access, NIBILUZRAN Citrix Secure
Private Access It

1. 1f StoreFront ESfE MAREME > BEILR,

2. IR,

3. WAMEREOF, BE—BRBINLUITIRIR,

4. J3-JERI%E$F A Citrix Secure Private Access”s

5. %A Citrix Secure Private Access fRSS 255 %5

6. M EIE T HITIRT, EEATR TSRS EEMNEREE,

S

o SHTTP | BT RIEES R EMIE (RIED) .
« SHTTPS | BT HTTPS IEEARMIE (175 , ERERERLMN (L)

7. IBERTEHZERSBNEO. HTTP BNEIAIKRORZ 80, HTTPS MEIAIRORE 443,
8. EFFAE"
9. QD%IQ\EEE é%%ﬁ (?EF?) ) mu%fﬁ@ﬁa PowerShell //J\\m]lxu.u%ﬁo WJ&D
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$store = Get-STFStoreService -VirtualPath [Path to store]
$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

{58 PowerShell 7= Citrix Secure Private Access I
Bt (FA1%) , 135517 emdlet Add-STFStoreFarm Hf#EH FarmType SPA

Bizn, ERM—D%7SPAApps' H B LT 2B AR -

$store = Get-STFStoreService -VirtualPath [path to store]

$farm = Add-STFStoreFarm -StoreService $store -FarmName "SPA Apps"
-FarmType SPA -Port 443 -TransportType HTTPS -ServiceUrls https://spa-
service.example.com -XMLValidationEnabled $true -XMLValidationSecret
"MySecret"

ZRABIA R
EBRRRT, SRR, RESERE.

B
MREBEaBIL=, N :

o ZIh S MR Optimal HDX E&EH EEEHRMIBR. EA TR Z S mEFHTAIIRIER Optimal
HDX EEHACE .

o ZIERBVERBF UK Favorites FEEK (MRIEEERERZMERRE) . XERAWK
RIS RIRBIE | Hib R, WEIERAwMER, EItaIREFiLmE R EIHRIGRTE,
NYGEEREFHIN, BFERILRH, NREFEMARIZE SQL Server Bz, METLEHT
BIEETRNER. &N, EAUSFHEESR, BELTHERSA. BXFEER, BS
7 EIRIT R EE.
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{EM PowerShell R385

EfER PowerShell {&2it =, 155817 cmdlet Set-STFStoreFarm

M BRS =
RS RRT, SRR, RERE IR

{&F PowerShell ffBRuL =

EfER PowerShell flifRit =, FFEA®4 Remove-STFStoreFarm

RN EMARSS 2R HIT

AT EREFRHFLERS BT AIAIIESIERE, StoreFront ZE RIS AL TN HARSS2Re
AR5 85 ERET, StoreFront RBBRIZARSS 2R, FEFAERAEHRKIHRRIF, XER T RHAEESA
FA AR S5 28 & A RYREE

ERXESHIEE S IRITHRIREATE
- FERFREERIAFM - 157 StoreFront 0EE MRS AT AMRIIR, FKIMEN 1 9% &
FELLIN, HEREaRRNEREER,

- BRHRNE - EREaRROCER, IENEMKENRIEEL, BEBHIEENTRMm, 0
REARORELNE (FEN , NRSHHREER, BERFEREIRIE. FRIMEN 60 D8

- FTEXKERIFERE - (VEERAEaRELENER (FEIN) . EBE—TZERARLSEATE
(UnshRRf) , MREMFEMRBPTERS SR, StoreFront FFE A LSS (AT
T RERIFEMIE, FIAMERN 0 OH, XEWKE StoreFront AEEEMARSS 2.

BUERESH

BE LT RELOXLEGE,

1. £ Citrix StoreFront EIE#ZEHIEH, EAMBERFIEENABET <o
2. EERBRPEEFE—NAREE.

3. TERMEERT, BEEEILR.

4. EE—EERIZE, PEREE, ARTHRBURRE LRHRE.

5. T'BRIZET, RHGE.

6. T RRBESRILE FHEEF

a. EFBRMERIFERETTH, BEEZIIHBA—TIE (UDHRBA) , ZEERT
EFREIRSHRITMNIG, ZEHIZRR A BRI IE,
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BE, ERIUNSEAFRIE—TEHE, ZHERHSENEMSERRNZR, EEFER. &
SRABVEEM, XEEREB NS XREBR (FINERHITER) RHH8EN&N. FRIERFTEE
RNABENSEIERNRENNARER, B8 BPANKRRFLLERSSRAFRER
HEVFER,

AR

XRTMER NS Y, FibmA, MARERFIMUIRE Citrix Virtual Apps and Desktops
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

o e

2. BENAPBRHRSR . XRFTHCIRAP R BRRIUCIZEAE — RS, EHENES
BIEEZREY,

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ¥ View Remave

Nt

3. EEF RN SERRERAPE HAI—THZ A,
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Create User Mapping

StoreFront SEer EnUp=

Specify the user groups that will hawve access to the controllers.

User Groups _) Everyone

Controllers ® Specific User Groups

KAEAAD\DesktopOnly Users

Add. ¥ || View || Remove

4, BEHET—%, XFEEHA MR IEDTF,
Bl P SRR B P 4E kI -E Y R R BB (/en-us/storefront/current-release/media/stores/
user-mapping-controllers-empty.png)

5. BEHRINHRII—DHZ M EHIZS.

BRI HI2A9 0 B P M AT R E B P AR YRR B B (/en-us/storefront/current-
release/media/stores/user-mapping-controllers-selected.png)

6. BTl

B EFEEE SR B A P e B R B P A& R R R B B (/en-us/storefront/current-

release/media/stores/aggregation-map-users-configured.png)

7. RIEFBERIEM... LILIEE Z A,

{5 PowerShell 3 F MRS BIER
fRa] LUERR PowerShell $5 A P MUETRE R,

1. WFEN s (£ SDK ##FA1%) , 8IE— EquivalentFarmset, FREILmERAIEIHER
—E5, BNERABRETEFERE(T. FRUTESHIEAR New-STFEquivalentFarmset :
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« Name - EquivalentFarmSet FIME—ZF5
« PrimaryFarms -3ERGR (7)) BB
2. WFRBIFRFRMSRENSHBR, BEXLERF 581 EquivalentFarmSet 2 B8l &BST .
ZE6l3# UserFarmMapping, FEAMUTESHIAA Add-STFUserFarmMapping -
« StoreService - ZEN UserFarmMapping B9 Store fRSS,
« Name - BRETAYME—RFT,

s GroupMembers - —I§FHR, HPEZIEAMS—E BB AT SID. BFME
FER;SID EXH,. ERIMFAERR, BERGRPEIE—FKE, HETAH
Everyone , {E/9 Everyone o

« EquivalentFarmSet - 7£_E—3FEIER EquivalentFarmSet,

BHITHRRENER (7)) BASEED— UserFarmMapping 1, ENERIFEFEBTTEAR
%R

ZURRG

BINERT, StoreFront EMEANENNABERUESEANNAREFNFAEHRE, HHFAEXLER
FERAHIIR, XRKRAENRE—HFFEAINSNEEDRRE, ARPREIS MR ENE, NRX
LRFREEHERNSN, XARREREE. HERESTAMSILSEER, EeILUFEREER
SESNBTERFH Citrix Virtual Apps and Desktops SRE#{T94H, UWENBFRREERENEZR. 72
HENLEBAKTEMEE, ERFRESRSSHE LV NEGHRENGITMEBREFEHITRE.

BEZHAREG, HRAXNARERFTMNASENAEEEENZ Citrix Virtual Apps and
Desktops BBEIREXES, StoreFront EREZFENFABERA, HaBAFRETRETER. SAFE
RAERIREY, StoreFront RIRBEBU TRRME REESZAFPHNRRSEH

- RSS20,

- ARRBERENRIE

« Primary #1 Secondary *EF.
FA P B9 XI5 B T,
EERERIEE R IRINE

StoreFront RIS EIERBEMNIARIARSZ2S, EAMERSZSTaE T B ENARIH, B
EREEMIRS 2 EHHRIELG, BEFEEEHEIL. ERHABNRSSHIZIFNERT,
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&, N StoreFront IERIESZRBFERENBN FTERERIE. KRAREMBADIETAPHRIER
SR EMEEN N AIEFPAFRRE, FrTUERERMMH A~ mIFaik,
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BENERT, TREEREPIEENTEIMFIF, AFRHFEEIRUIERRNNE, SEE
EEBAAAN, AFPSEEDRHERZRNEE,

{7 StoreFront Bh = ER BRI —ER4), BRI LIEEXLERRFAIENXIE, tNRAF @Y GSLB 519
StoreFront, RAILAEZE GSLB LUEA XK EEAR L, FAfS, StoreFront 2=ENEIEEIE L
RENNBER, AEBBRREMIE,

EREHMERE, StoreFront REAEEERERIEE IR KEE R EZTNVEE, NRAR
BENFURMENTR, EALEERFRERIBE—TTAE, NEBIERRTRFBIEAE
. NAFPERIB— N IBAMETURAREMRD S AR ERANGERE. BILERBFA
LUEFRB RIBERE Z BINAF D HEH S,

MBRM—NERERNKY, StoreFront R=HEMEENIER, FRIE :

+ PSRRI BT A SRR

- PEIBIREABAM (U0, TR, SHIMBIETE) o StoreFront FRE2EAEMEMIA
2518, EHETHRBHERNER, FHRRET SHSKIKPHE
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

o e

2. BH'REFR . XHERREABRF=o

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[ CVADsite A  Citrix Virtual Apps and Desktops

[| CvADSiteB  Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not 3ggre;|3t5]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated

|:| Controllers publish identical resources

|E Load balance resources across controllers

o IReEm

3. EFEAMERAFENILR, AERERE"
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

| Controller Type
Aggregated
[| CVADSiteB  Citrix Virtual Apps and Desktops

[] CvADsiteA  Citrix Virtual Apps and Desktops
Mot Aggregated

None

[Eggregate ] [ Do not aggregate ]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

IE Load balance resources across controllers

o |

4. RIFEFEEF REEFIIRIQE LI

o WRABERNER - EHIE/E, StoreFront (NVMREERH—MEFIZIKEZR, W0
FRKi&EHR, StoreFront FNREEFHFEIEGISRKERR URRAFRNESBAIRR
R o ERIATAIERERIRINIRSMEE, ERIECHEMBERESRTPHNZIRYREHE
B, BUENIFEIXEEM,

- BEFIRAEGERE - EPIRTE, BRRERNRMRZEIIIN R, WRAKEFR, B

N EBEIAF R MNEERSFEENE— TR, NREHRW, NKERBZR R,
=

el

5. BEMEECE EERAFRNNSERRS Fe, ‘REFRUWESEF.
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6.

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pagregate resources o

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

o

REFRGE, RNERT, RERAFPALRRXERR, RLELIURMNAF RS, SHRH
FRRABIIE ", XTI A F R RS,

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ¥ View Remave

EEMAEA, JEESEARAHTN—THZ N, Fla, ErugefEitE— 1" RIFEME
R, EALUERA StoreFront BRES23EERIIH PR Active Directory 4B, FoiAfER Entra ID
4,
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8. MMRBUE R, EHIRNMAABERGIER, AARASFHLREFLE N RRE . BEIUZE

3"5/1‘< I:IJ\/

9. WIRIEKRA)EEEFISRAHFEHZIR, NWATLLERE StoreFront BohRIRAI IR

Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple controllers, StoreFront launches the
resource from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controllers

Caontroller | Aggregated | Type -
LVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

Ad Remaove

10. #EEEEIZ|RERFPRFNSIER
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups | Controllers -
Everyone CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

"o [

11. RIFFERNNEZBRE, BREDGEREREE—TAFEH, SNXEFRFTEREMALRE
Fo

12. BEHHEE

{#/H PowerShell #{TEA&EE

&R LUER StoreFront HIREEHI BB IF 2 E NNZ LSS vl BHERE, BRI LUER
PowerShell BZ{& StoreFront, TR TN INAEE -

« EBNARGHEESTERBEDH.

o BEEZFIERRTENEESE, XERSHBERLTERS.
o WTFEAWSHERRFENERZNEE, ST AERIRERHHRIERSH,

REBNRGHMEETE & RFEEIRF. SEEFSTFREGMBHTRHTFERBIFR T HER
%5 R, £ PowerShell, EAJLUARZ M A TFEHERRHZBHITHRIERZEVRA.,

'S

M PowerShell EEERAZih0ETE, FAEREEZRHIESXLEE,
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&4,
2. WFENREH, AIE— =2 EquivalentFarmset, ¥|HEFLREMIES (£ SDK HFR
H7) . NRRESAFHFRE RGO ELARBNABR, NARASAHARF IE— 28

EquivalentFarmSet, 1BHZ4HEAY AggregationGroupName o EBI% EquivalentFarmSet,
BERAUTESHIAR New-STFEquivalentFarmset :

« Name - EquivalentFarmset B9ME—% %N,
» AggregationGroupName - iZiZEEFIERIRGHIIEFR.
e LoadBalanceMode - LoadBalanced BY Failover o

« PrimaryFarms - EHLREMNT, R LoadBalanceMode & Failover , EMARIAE
FREIRFEHES, MNR—PMREHEE S EquivalentFarmSet, NI7E &G ERB N L = 2 EhE
JREY, RS UserFarmMapping FE X B9 IndexNumber &5 & 1E .

« BackupFarms - TE2B X170 BRMERNGZTIR. WIEEEFER. BRANAMEETES
IndexNumber BY%ii%}¢ EquivalentFarmSet,

3. WFARBFREHENE IR, SIE—1FIEE AggregationGroupName HY
EquivalentFarmset, FiEIhm (17) #UIEHEN—ED. FERUTEHIEAR New-
STFEquivalentFarmset :

« Name - EquivalentFarmSet FYME—ZFF
« PrimaryFarms - RKEREIHHIT.

4. WFEBIFRARMRENSARF, EXLRAFS5S EquivalentFarmSet Z B82S, E

Bll# UserFarmMapping, BfERUTEEIAR Add-STFUserFarmMapping :
« StoreService - EZIN UserFarmMapping B9 Store fRZS,
« Name - BREJEYME—FFT,

* GroupMembers - @E{ENME—EHAF AT SID HEHER,. BIMYATER ;
SID EXH, BERNMAAERAF, BERHERFEIE—1%FA Everyone BEN
Everyone HBI%H,

¢ EquivalentFarmSet - _E—#3 A 6IEHR) EquivalentFarmSet,
e IndexNumber -i&BEILREVITFLIIF. XIGE T BN IRENE RSB,
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X3 BT

MNRIFERRBXIGHEZ CVAD ZE, Er]LUS NetScaler ADC ERi& i@ %0 StoreFront FA P B&I%ERY
CVAD ZE, BX¥AER, 158 HEBEIRSE R M EH T (GSLB) IR FaIX g E £,

1T MFThBCE StoreFront, UEHFREM™ CVAD SiE T S ML :

=

7£ Citrix StoreFront EIEEH G, 7EAMEE FIEEZF NMABBRE T =

2. TERBRPIREFE—NAEE.

3. EBEERTR, RHEEIER

4. EFE—NIR, REEE, ARTRBER RE LREIRE

5. THKKET, REIRE"

6. T RESRGE MIFEFR, TRETL, BEETS,

7. BEM., WMARKER, ARRWBE . WHMEFNGMNXIEHE § IHHE(F.
8. T RESRIGE FIEEF, REWHE"

Edit Delivery Controller Configure Advanced Settings
Display name: XenDesktopCAM-A Configure advanced settings with caution,
Type: XenDesktop (7.0 or higher)
yee B s e 7.5 or Kigfer All failed bypass duration 0
) XenApp (6.5 or lower) Bypass duration 60
. Maximum failed servers per request ]
) ¥enMaobile (9.0 or lower) . R .
Ticket time to live 100
] -in-3- 1
_) VDl-in-a-Box Zones CAMZone
|
Servers xendesktopa.  .com —
(load balanced): = Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.

[#] Servers are load balanced

o

I

Transport type: r'y le controllers,
Clear

o
Advanced Settings
Configure delivery controller communication timeouts and other _

advanced settings using the 'Settings’ dialog.

o I

LAPBEREARKN, StoreFront 1@/ X-Citrix-zZonePreference IRkHMIXIFSIFK, F
EREE T ZXKIgairgits, MNREE, ERRNENERAXEZ CVAD EE, sNRARTE, N
SEHEMEE,

403R CVAD HEZALE ST, WFEEFBENERE REIZABE FBVHRFE X,
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1% 8 Workspace [ FA g

LIR{EH StoreFront BIEEFTN BAMEER, SBRIE— " "WILtHNESZNAREE X B, H— 1N
BEEE SN MILE, EEERY AP E Citrix Workspace N iK% 5N F S E E RAI MG,
1. £ Citrix StoreFront & 12124 & B A MBS AR IR N EIE T Mo

2. EROBEEPIEEZE—IRAREE, AEMNEEERFPIEFEIZE Citrix Workspace™ [
. NREREML, WBER—FEE, HPESEReIEMikmSraEE.

3. ERIBFE LI AP Citrix Workspace [ F i8] bR A & i B B AT M i,
4. BEHEWE

Sk
BARIET

BE, AP EIERMA StoreFront™ #{THAIRIE, RILAA StoreFront &iIAY Citrix Gateway #17T
SMRWIE. BIBENEKR, BZMEMIRIERERA.

ap> HAER

Active Directory FA P & 12555 FFP%AH Active Directory FBFP &M% E,.

AR ] Windows & & RS R Windows BY{E FERIbK
PHITERER.

BeeF BRRIS8ERHEA PINe XRERGFEMHEES
feF EAVIERRIIERF 17,

SAML £ SAML FEMRIEEIRAE=H B MH1EHE
2.

HTTP EAIAIE RIFE=HEMFERE Active Directory FEF %
MR AFPHITE MR, FEE (https://
developer-docs.citrix.com/zh-cn/storefront/
storefront-web-api/) HEY Post Credentials
APl, HTTP Basic et F REMHAF#1T
BRI,

M Citrix Gateway E3& RIFFAFTE Citrix Gateway #1751 IIE,
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&, EEIEFNARIEE, ERIURERASMRIE, SARITERBRANABEE. S (/zh-cn/

storefront/current-release/stores/create-store.html),

i 2= gy L ATl

NFEMNEELE, EaLUERE—1NHZS N MRIEAZE, XA EE BT Citrix Workspace W

EFERNABEERTE A,

1. £ Citrix StoreFront EIZEGI ENAMBERPEF NABE TR, ARERFEERFREE
BERWIETTE .

2. EEENAFBRANIAIRAGE.

SRS EEEREE E (/len-us/storefront/current-release/media/stores/authentication/manage-

authentication-methods-store.png)

BN BREEN SR IIER At R EI BT Web Xl 5251510 N B EER RN S HRIESE. BE
@ Web RSB RINNSMNIIESE, BRI HEIES .

52 PowerShell ;&R R IER &
EEF PowerShell it & SR LIEF -
1. AR Get-STFAuthenticationService LUIREXN AfEE S E B RS MRS HEEH HAIAC

Bo

2. EEHRRIERS £, ERRZAMENEMEIENYN. ERRABMYIIR, BE1T Get-
STFAuthenticationServiceProtocol, 2EBMY, 15517 Enable-
STFAuthenticationServiceProtocol Fi2HE B ARIHiINIIR. BEEAMIN, EiE1T Disable-
STFAuthenticationServiceProtocol FigHEZBRIMNGIR,

BRI EIRE
SRR ARG EMAE, BE QR THIRUSETMAN., §%¥AER, BEA%S
ARIE SN TE.

HESMPWIERSIZE
RGN AEEREARES— P EABENSHNIERS, ATEEIZAERERY
Ro
L TR ERERRIESE
2. NRR FHIRSES, HEHESARIERSIGE .
3. A EARESNRIERS SIE, H\BERH FHRETEE— EE,
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HESHIERSMNEBRNRIERS ZERBNEER. MTULBEXZRNSMNIIIERSS
BARANHZZ MRS, FEEMEKEENHEMERRZS MRS HIFRA EERTS
1&o

RENHHZMIIES A

SERTLAER Authentication SDK 17 XEIA %S 012 1 S A0S HRIES .

MREEIERS R LRETHFNEENSHRIESE, NEAMFLREEFLZERTHED
BEET, EERSRMESERRT, SRR, ABSE RERDHSHRIESE .

BEOERE VDA

RLamRitAEaiER 5 RE VDARINEE, EXIFHER, BRI MNRIEAZE. TN,
B]LA{EF Federated Authentication Service SEI B S &R

Active Directory Fi P2 fME18 B4 58E

RARIRTAPHAH Active Directory F8 P & %53,

cifrix | StoreFront

domain\user or user@domain.com
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NRAFPHEREL RN IH, NWREEE, AP ARERREESELIETL,

7EfEF Citrix Workspace K FAEFE, BEARMNNABIEEAXZRARARNZFBEMRRIE, E7E
BHIIE % B OB AEFHECE A E Active Directory F P &AFI#EH,

RINBRT, ANABEERERAFSMNEESMHIEIEtERAER Web X SRR AB R ERZNAREE
BB ISR SR IRIE, ERNTE EEMIESHIIES RET+ EERKEMIEN AR AMEL S
(GETAN

EEEREENAFE

EAURFEIERENHERERNAA NN ARIERR, TIERERERIEEET Citrix Gateway
ERERFNRIEER.

1.

7E Citrix StoreFront EIR{ZEGI EMNABERFEF NABIE TR, ARTEERERPIEFENAY
BMWIESE. EREFERT, B EEEHRWIESE.

M BFRMNES > %8 7)xF, &F EEREEE.

PR NREEE, ARSE RN LA AREERERT. ST REKFAEFEBERD
ERSMIIERSFAEN ARG, EEAs, BEREERIRPEREZFEE, RAEEE
iE. EEILZI P AP KA NN AR, BEFIRPEEZE, AERE BER.

EESBRNAIURE T AR AIHMARZRENRI. IREFLAFAUEARARIBARS
&, 15 NetBIOS ZHFNARNEISIERFR, EERAFPUABREZHREMRIVAARZE, BRxE
PRE R ANBT)RP, NREFLAFEBLUEAAAEANAR T RLTRABARTIE,
M5 Z5UFF NetBIOS & AFHTT 2 IRE MR & AINE T TR H,

INRECE T ZMREMEE, BRI TIRFEEAFEREEIINERRIE.
NRBAEERNE LY HEREEE, BEFEERUERETRETIR & FEE,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

Default domain: | example b ]

%! Show domains list in logon page

o R

PowerShell

EIREEDERIE55R, 1EfER cmdlet Get-STFExplicitCommonOptions o

BEHZEEAT, 1BEA cmdlet Set-STFExplicitCommonOptions o

RFAPEREG
BRI P RER B, &, ERIUNERESRFINBEEIHAF, XEREER
LHRA P KA =R EE I BmE A R L ENN AERF.

LR E P imie (BRI IIRE -

CITRIX HNE STOREFRONT AFRaREIEBNET NP STOREFRONT
WORKSPACE M2 TERTIEE, AP HRAGEAD FERTILThEE, AP
F AU ERE S HINED AIATER S HART S o
)
N&E =
Mac =
gog=-!
i0S
M5 ER =
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CITRIX HNE STOREFRONT AR WE EE R NP STOREFRONT
WORKSPACE M2 TERTkImEE, AP HAAYEAD FERTILIEE, AR
F AU ERE S HINED AT TERR S HART S X
BB
Web = = =

FNBCERPELE Citrix Workspace N FRIEFF Web X EasA P EXEER, BEFIEE S, R
WREEALLINGE, BERRESRSHBNIENRBRAIBLEARERERRE, AIFAFRERHES

MENZ 2R BL AT LURERSHRIERSNERNABENA. NRENARER

LFRE, MERFPEEERIEAEER, BWERERNAEBEETENLTMENES A5,

NRETTVFA P B ESR, NEEAISHNAA A EERNIWREIES, RRINBERT, B
FeY@EFNHAR & AR Windows RERIGERE, 5(E, ERMUEREBESXEREAR,

1. EEEEMWIEAEEOT, M“Active Directory AP MBI > GB ThRBEd, ®FE
TR IR
2. ERVFAFERER, HETRRIFAFPERER § EE,

Pz

SNREFEFUETT, WBABITRHEFREEIAML AL RSN NAREFNA
Fo

3. ERENITRAAREBL TN B, T2 ESE G,
4. EFREEERPES IR REMI ], ERTLUEFEITER

o FREE - U FETERIHRE, EREREESHRERNAR.
- fi£F Active Directory ASREERHIRERIZE - B RE, WIRBFNEEIGE A% DS
HXREFHADHE, ARREsAH@EM, AP LOERESERL,

=

StoreFront AE EANEEII R, Eit, WMREEFTFEAARERITRE, NANE
PRI
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- ERERERERE - ¥RE, MRAFNEFHTLEREAIH, AFRRERENA
Fo BAFRILUERERE N,

Manage Authentication Methods - Store

Select thg Manage Password Options (i ]
| M rtings
B! ¥ Allow users to change passwords: :_ = .
O] s (®) Only when they expire -
1 b x At any time (only available when using Receiver for Web)
o Remind users before their passwords expire:
] sSd Do not remind
C

lea r R e frere Detiua Diirscdtemr e i mves] e
® |Jse reminder settings from Active Directory group policy

I nictmrmrirrad rearmandar ceathnn
Use customized reminder setting

R |
™ 4
ki

Remind users | 10 =+ [Days = | before expiry

authent =
-

p=3 |

AE1:

HARIER StoreFront fRSZ 23 LB R BHREB T EIREFEMEPIE BFRPNEREX . N TIRERFN
IR EENEITHE, StoreFront 2TE1ZARSZ 2 E/ZB P I — P AMECE X 4, StoreFront
WATTTRE IS Bk R I 12 25 F BESE A P BV,

TE2:

INRIEERAZ LKL MEIAE : REARTFN SAM #TERBANE R, WKASLSHER
BEEREENAR,

TE3:
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WRIEFERN E R Z2AERER, XWERFM (/gateway-pass-through.html) A I0IEREE
FEDEM TR B,

PowerShell

EIREVZEEYIFR, BEER cmdlet Get-STFExplicitCommonOptions o
BEHZEEE, 15EA cmdlet Set-STFExplicitCommonOptions o

BEIIE

\BE, StoreFront 25K Windows &3 Active Directory FHIEE, XER Windows RS 255 B F
MIFR—EH, HERMACEFEEFEXR. HFIEEIL Active Directory EER, ERIMUEE
StoreFront {8 Citrix Virtual Apps and Desktops {1228 KNI IR, XWRFM HTTP Basic
# Gateway E@EE R,

ERg&E StoreFront WIFFHBAAR :

1. £ BESMEIEAZE E09, N\ ARLNEE > 88 THXRES, ©&F BERBRIE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, (i )

| Methad Settings

User name and password

[] SAML Authentication —

[+ Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[] Smart card

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar_u:l unlns.talllng jche auth?ntlcatlur? methods and the _
authentication service settings are included in the advanced options.

o |

2. N BEUTARBIESES THYIRD, %EF

+ Active Directory - Z3K Windows 7E Active Directory H3GiEEE

o {4228 - ERECER Delivery Controller™ ISIFER,
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Configure Password Validation
Use this setiing to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers +

This method delegates end user authentication to Delivery Controllers.
Click "Configure” and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. ANRMERT RMEFIEE, Nk i0E. 7 EEXAEFR BT, MI—TES1 R4z
Flgs LIIEAARE, ARSE B,

Edit Delivery Controller

Display name: CVAD
Type: (@) Citrix Virtual Apps and Desktops
() XenApp 6.5
-
(load balanced):
-
| Add.. || Edit. Remove

|#| Servers are load balanced

Transport type: HTTPS v

Port: | 443 |

4. ERHE
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PowerShell

BYMEIEREIESAT, 1B cmdlet Get-STFExplicitAuthenticator o

BB R RIS HITERSIOUE, 1BfFH cmdlet Set-STFExplicitAuthenticator JFIGIFESIRE
7 xmlServiceAuthenticator ., Ei&ERTRIEEEAIZ(TEFIZS, &R cmdlet Enable-
STFXmIServiceAuthentication

BEoER3 VDA
LAFBoAIRR, StoreFront AR AT ERIIEIENEIEE®ELS VDA #ITERE R,

MRBEBIEEAT BKEEMNWILARS (FAS), M StoreFront 2B£% FAS IRSZESLURMIFE, MMSEI
WEENRELER, WIEBRHEELS VDA, MAREE. (1R StoreFront TTiEEXR FAS BRS528,
MITEX VDA HITBEEE R,

BEXERRER

BEREERERER, BEAT Cc:\inetpub\wwwroot\Citrix\[Store
name JAuth\App_Data\Templates\UsernamePassword.tfrm ., ZIERER RERERIES E o

LUFRBIAIN T #R@FEBELE Citrix Workspace app for Windows 2B -

FRRASC A

BRERIINAEEN, RNERTERINEFELFRETITEXAE, EAIUETRNEKBERNRE
HORBENHER !

1. FRAXERYRIESSFI A M RIUEARSEY UsernamePassword. tfrm X1,
2. TEXHPRIHEIATIT.

I @* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. BEMPREIS e+ MERE *e@ REUH IR ZIED.
| @Heading("ExplicitAuth:AuthenticateHeadingText")

g Citrix Workspace app R B RENER L B A IIEARSZBIN BEER, MIIS2FEBIAMRENX
RIFE R R A ER A AR A,

4. BEMIREXNA, FEAXARERTTAEHRIEARSZE ExplicitFormsCommon.xx.resx X
F, ZXH@EEAMTF c:\inetpub\wwwroot\Citrix\[Store
name JAuth\App_Data\resources\ BZEH,
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5. EXAFHHBIUTITR. fiB <value> TRPLBTHINAE, LUERABRERRERLLS 7K
IERRSS BN AR SR R B RINEE LB RIRIIRE X A,

<data name="AuthenticateHeadingText" xml:space="preserve'">
<value>My Company Name</value>

</data>

EERHMXEIZEFAFNERMNEETEXA, BREAMI T

ExplicitAuth.languagecode.resx, EH languagecode & X3H & BFRIRFTo

BELE Citrix Workspace app for Windows EZFHEMBF 4
ZANIBRF, Citrix Workspace app for Windows £ F & R ¥ StoreFront I BEENSEFEEER
B3, ZEPRLE Citrix Workspace app for Windows &P %55, 15RIES D IIERS I E,

1. ERNXAYRIELITH XA inetpub\wwwroot\Citrix\\

Auth\App_Data\Templates\UsernamePassword.tfrm,

2. EXHHHBILUTIT.

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials"))

3. W FFIRERZIE AL

<!-- @SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials")) -->

BRERERERILS MRS HIEIER, oI ARLE L,

ZANIBRTF, Citrix Workspace app for Windows £ BEER EXEANBER %, B2 IHEFTA
F&FE, EBRFERAEMYIGIZLREFERD, 1520H PELE Citrix Workspace app for Windows
ZEERBENAF%.

& Citrix Gateway #H{TiZA2Hn]

IERILAECE Citrix Gateway, WERAEAHBAFRMEN (AEt, EAIUERE-TER) &
REIM K, XEFIRRZIEER] StoreFront UERE|EIE, EH LDAP AR 2 NELF R E
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Citrix Gateway, 1E2%# NetScaler 314 - LDAP B{3¥1E, EECE StoreFront, i5EH M Citrix
Gateway Hi&,

SAML B4 5831F

SAML (Z£HEFICIEE) B—MAMInE, BTFEHOMBMIIEFT M. A SAML, EaLUF
StoreFront B2 & AN E R EEBRINT S D RBIEFHITE BRI,

AR

FARERIHIRIECE StoreFront BY SAML B{330iE, X FANERIAIR, EFER SAML BAKIEAE
Citrix Gateway, SAfGfEHGateway EESHIIFAE StoreFront,

StoreFront EERTS SAML 2.0 WEMRRMHIER (1dP), #40 :

« A SAML 48%E (M3E WS-Federation 457€) BY Microsoft AD Federation Services, & *1¥4H
8., 1B5EIH CTX220638,

« Citrix Gateway (EZE IdP) o
« Microsoft Entra ID, B XF4ER, 152 /1 SAML B IIEESE Microsoft Entra IDo
SAML BiEATNEEZ— <saml:NameID> T, HAERTHFRARP EEEFR (UPN),

StoreFront 27£ Active Directory &It UPN, StoreFront A #FEMBRHAF, £/ Entra
ID BY, ARXIERREEH

BANBBEERRNZA SAML B4IIE, BES MRS AR OH1%EREF SAML Authentication,
FINBERT, ANAEERE SAML BRIt ERZNAEENFRENLEERE. ErIUESHD
WAE A AED+ My 2 AT ERE ML SAML B3I,

StoreFront™ SAML S5
EfE SAML, EHNEHIRHEEFISEEEU TGRS :
o X ID BY URL, XENAREIESMIRIEARSIKE, BHE https://[storefront host]/
Citrix/[StoreName]Auth

- WIS HEEERSZA URL, BEA https://[storefront host]/Citrix/[StoreName]Auth/

SamlForms/AssertionConsumerService

o TTHIRIRSS, BEN https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/

ServiceProvider/Metadata
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o, EE—RiES, BEA https://[storefront host]/Citrix/[StoreName]Auth/
SamlTest

IR LUER LT PowerShell BIA%! 48 E R B 78 IS BV i 5o

# Change this value for your Store

$storevirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService
-VirtualPath $storeVirtualPath)

$spId =
$auth.AuthenticationSettings["samlForms"].SamlSettings.ServiceProvider.Uri

.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath
+ "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VvirtualPath
+ "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl,
($auth.virtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:
Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"

5T V]

SAML Service Provider information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth
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Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

ERTRIE AT E
NEMLERE, EeIUESMRERZFM (RFIFY) BRSRERER StoreFront ZEISHRTHEIE (17
IRF. IR, R &EMEE) .

MRENEDIREREFZFOBES A, NWEJLUFETER StoreFront TTHiRIR R R | X ILE
& HTTPS o

BFHBRIREERFITTHIREZE StoreFront, E{#H Update-STFSamlldPFromMetadata
cmdlet, a0 :

Get-Module "Citrix.StoreFront*" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https://
example.com/FederationMetadata/2007-06/FederationMetadata.xml
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# If the metadata has already been download, use the following:
# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -FilePath "C:
\Users\exampleusername\Downloads\FederationMetadata.xml"

B SRR
1. BE SAML BMRWIETHNIRE THRE, AREEEHRHEER.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i )
| Method | Settings

W User name and password
SAML Authentication

| | Domain pass-through Identity Provider

. Can be enabled / disabled separately on Receiver B i Pl

|| Smart card
Can be enabled / disabled separately on Receiver for Web sites

[ | HTTP Basic

v

Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o

173



CITRIX® STOREFRONT ¥#ihkas

Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post =

Address 0

Signing Certificates

Subject Name Thumbprint

Add.. || Import..

Irm

-
e 5]
!
-
)
!

o

2. i%#% Post o Redirect /7 SAML 457E.
3. WAGMIRMUEZEFRIMLL,

4. SARTFEE SAML DREIVIEP,

5. IRARRTFER,

ECERSRHUER
1. 8 SAML SREIETHRIRE THERSE, ARRHRSFREHER.

Service provider

Service provider

The identity provider requires this information to configure the trust for this Service Provider.

Export signing certificate: i ‘

|
Export encryption certificate: i ] ‘ |
|

Service Provider Identifier: @ ‘ https://storefront.example.com/Citrix/StoreAuth

2. A, EE—NFHERIES, BTRESMNREHEFEZZEBHR.
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3.\, ER—NSHMBIES, BTFEENSHREZFEERIIER.
4. RSIRMUBEIRIAT B FUETEER S HIIERSS
5. HAERFEN.

PowerShell

{8 PowerShell:

« BEAZRIUED, FEA cmdlet Import-STFSamiSigningCertificate,

« EBRAMEBIEP, &AM cmdlet Import-STFSamlEncryptionCertificate,

v
s SAML &E5% -
1. 3% SAML X TAE, i5£ 1% StoreFront SAML I,

2. IRNEEEMRISMNREERERF. BALINER.
3. R EERENANE, &UEERS 0 ERNES,

HZE Delivery Controller™ LUfS{E StoreFront

£/ SAML B IIERY, StoreFront FBEIFRIAF &8, FILIT/ER Citrix Virtual Apps and
Desktops #1THHIIE, Eitk, EXMEZE Delivery Controller LUEER B StoreFront BIiEK, 15
27 Citrix Virtual Apps and Desktops Z2F E BN R IELE,

BoER3 VDA

fEFE SAML B{R383ERY, StoreFront ToiAiARIAFER, RILEIAER TELEX VDA # TR LE
Ro MFEMA Active Directory B9 R, 1EER BLEEHMIIEARS REERER,

EHin)E
A StoreFront 2607 B, LM EFATF iOS B Citrix Workspace N 2F &R T Android B
Citrix Workspace N AT} Bi%[A StoreFront £/ SAML BAI0IERY, BAIIERBERKK,

« {{&FT i0OS W Citrix Workspace N AR ZREIRERERN \ i SHSUTEASH—EE
F \cex. \idy \_cs. \_hf. \_rt3g\ ps”

« 3&HBTF Android B9 Citrix Workspace N BEFEREIR N FHE, EORIRHEUTHRES
o\ _cx \Lid 1\ _cs, \_ps 1 \_hf @A[EWN, MFAVEFLE, HORME\ rt, \_ps A%
B .
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M8 2607 ZAiRY StoreFront B, SFRIRIERIRERKRM, HER HTTP iR 404.15 - KixE), HE
WERFRIKHFH IS IFRFEIRMELR, SAEXMER. FABERT, IS HEEFRFHRTIE
792048, T2 URL KEIREN 4096, NARLLRE, BBMNE&EA URL IBEAFRHFEKE,
1. ¥TF Internet Information Services (11S) EIE25
2. T EERERP, BARSSHAEESMIIEEMER.
3. NEBEHER, FTHERMZE
BR 1IS BIERPERIGKIFIEN B REEE (/en-us/storefront/current-release/media/stores/
authentication/iis-request-filtering-1.png)
4. T BEERTP, R RWIBTHEEIRE..
5. 18I“&AX URL KE(FH) " RAETEFRTEFT)
1S EIEIRIE KR IHIEIL B IR EEE (/len-us/storefront/current-release/media/stores/
authentication/iis-request-filtering-2.png)

6. EFWE URTFEN.

BZE Microsoft Entra ID LUHTT SAML S45851E
AN BRI Microsoft Entra ID BR& 9 StoreFront BY SAML B A1 EIER,

EXEM SAML BREE R, 1B581% SAML B14501E,

FoREZ M
« APKNERRESESM, A Active Directory UPN 4 [E4% E) Entra ID ([E%F) Entra ID UPN
FAM UPN B o

o StoreFront #ZEd HTTPS B BGERHITIAE,
o IEATHREAE Entra ID FAF ISR R IHRINR.

elEeW W RER

1. EFF Microsoft Entra BRI\

2. S R > NARERF > £V NEERF

3. B MENAERF,

4. B SIBECHRARER.

5. HA%F, BI40 Citrix StoreFront,

6. 1&1F REEEPRFRNEMEMEAESF GERE) -
7. BEH R
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EeE I W AERFU#H#IT SAML S 7183

1. EEIENEWNARRET, SHE Manage > Single sign-on,
2. 18 SAML fER 8 —&FRFE.

3. E'BX SAML EEE S0, B4R

4. EREUUTE :

o FRIRFF (K ID) :© https://[storefront-host]/Citrix/[StoreName]Auth
- 01§ URL (BrSfEREPRSS URL) :© https://[storefront-host]/Citrix/

[StoreName]Auth/SamlForms/AssertionConsumerService

¥ [storefront-host] E#EH StoreFront fRZINTERTEIHNH, ¥ [StoreName] FHif
NIENEESTR (FIg0, Store ) o

TR
EERBEENAY] URL, 188 StoreFront SAML i o

5. B R%

R EMA=EE

StoreFront T2 SAML 2&¥5 ID FEBABIAF Active Directory UPN K& A,
fNRAH# UPN 5 ENTRA ID UPN [Tfg

1. T RSB SO R, RERE

2. B ME—RAPIRAT (%% ID) "A,

3. 1R Active Directory UPN 5 Entra ID UPN #8[E], EMINRBIEISE R
user.userprincipalname . #1ER Active Directory UPN & Entra ID UPN K[, 5N REY

BN user.onpremisesuserprincipalname o
4. BF RE

INRAH# UPN 5 ENTRA ID UPN F[E
L FF7E Active Directory 1 Entra ID REBRER UPN BY, #IUNEFE ID BELE A ERAM
UPNo

1. E REMBRE SO, BERE
2. BEME—RAPIRIAT (&5 ID)' A,
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3. [ FRBMYEX A user.onpremisesuserprincipalname o
4. B FE.

5. BEARIFARE",

6. EAMUTMMERERER :

o« K. sso_upn
<R

« SRBM . user.userprincipalname

7. B RE

EE

7475 ID BEEET A XM UPN 4915 Active Directory R UPN PtEg, StoreFront &
7E Active Directory &L UPN LIt #HITEMIOUE, sso_upn FRARFERIEER T
JFEMIA Entra B9 VDA #1T SSO B Entra UPN,

HERR

1. SMEEE>APRMA

2. B ARMARIA

3. EEFEISA StoreFront AP 34,

4. BEOHEE

ACi& StoreFront

1ZE] LAY StoreFront EEEANfER Entra ID (FABMIRMER, HARERTBIERIRNFEE,
VETW 1: TTEIERRMR (HEFE)

1. 7 Entra ID W ARFH, ShE EE > 8—8BR.

2. £ SAML IE$ &5, &% AERFESTHIE URL,
3. 7£ StoreFront fRZ 28 L, UEIERBMRITH PowerShell #5517 :

Get-Module "Citrix.StoreFront*" -ListAvailable | Import-Module
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$StorevirtualPath = "/Citrix/Store"
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url
"https://login.microsoftonline.com/[tenant-id]/federationmetadata/
2007-06/federationmetadata.xml"

B [tenant-id] E#AER Entra D #F ID, SEARKE E HINNARRFHKETHIE URL,

EIN 2: FrhfidE
1. £ Entra ID (R W AEEF, SHE BE > 8—8R.
2. 12T %E O BR URL,
3. M SAML I E393 T & I+ (Base64),
4. 1% StoreFront fRS28 £, SAMBHEESHIREER. BFERLES HIRERER.
Wi E
1. &MnEl https://[storefront-host]/Citrix/[StoreName]Auth/SamlTest
2. IFHEE RS Entra ID BRIH. FRHEUATRGNAFPKFER

. BREABINBRER

« BE M Active Directory [E%HJ UPN BIES B 15
3. RWBM/MKIEE, HHHETERRE R REMEBIMIXTImE.,
4. BiE NamelD FEBRE S F AP B Active Directory UPN,
R

JNEERW, BR“BPERERR"
% StoreFront F5/A7E Active Directory FiXEIEFE, IR, BIIEATHAR :

- AREBREE, H UPN BEAM Active Directory [E]*5 % Entra IDo
o “AFNID"ERBECEIE :

o FNRAM UPN 5 Entra ID UPN [EEC : %4 %5 ID RZf#F user.userprincipalname
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o fNERAHM UPN 5 Entra ID UPN [ : %#5 ID R{EF

user.onpremisesuserprincipalname
+ StoreFront fRS5 25 0] LA S 5124 25815
EERERF
R A B2 StoreFront 1 Entra ID Z BV E E @& :
 IOIE Entra ID FEYE]§ URL'RE S5 EEEERS URL T2 ITAD,
- BEBELRTREER T HAENEHIEIES .
« &% StoreFront fRSE 28 LMY 11S BELUREEIRIFAER,
PR
MNREBEFHEBICIEFRIR ©
o IIEX A Entra ID WERIEPEEEIEHRS AE) StoreFront H,
s EIEFEERITH,

B StoreFront fRS23EEZIEH,

HEBS A

BFrBEEBEMAES Windows ITENHITEMIIRIE, HEERTFEsERE Citrix Workspace FZFH
2%, IELINRER @ IERF Windows BY Citrix Workspace N EFEH] Windows 2 3235H9 Web
2R E .

StoreFront B3 &
E&ERTF Windows BY Citrix Workspace N FAZEFREBIREE, 157 BH RIS ZE BitiF WEE

o

RIMBERT, AR NNAEERRRERSMNIRIELENZNAEENFEMLERERT HTMLS
BY Citrix Workspace N FAEFREIERS MIvIE, ERIMUTE EEMES M IIES AR+ ERRY
TE PRk AU 8 B 17 30 IE.

HCE Delivery Controller™ LUS{E StoreFront

EREEESHIIIER, StoreFront T:AIFIRIAFBERE, FULLIEM Citrix Virtual Apps and
Desktops #1THHIEIE, Eitk, EHMEZE Delivery Controller LUEE#R B StoreFront BIiEK, 15
B Citrix Virtual Apps and Desktops Z2F E BN R IET .
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Web R 2RECE

EET Web X REERINEE, Wi ER Citrix Web Extension % Citrix Workspace Launcher
R IHEEE] Citrix Workspace MATEF. RAIEFEFEHAF Web F HREEUSFIREES 1D
03I,

Internet Explorer %188, Edge XI%238M Chrome J|%133
AZ# Web ¥ 5 854EF Windows Internet Explorer it BR R EREBAESE R, BRIANER

T, BEAFAM Intranet KIFHPWIERER, B IERLERARINE] Intranet XI5
1. FTFFERIER

2. FTFF Internet &I

3. B3 BL %I+,

4. YEIR A Intranet

5. Bl B

6. mEiERK.

7. ANNERY StoreFront M,
XIS B A LUfERAREERE,
B X E2& Microsoft Edge Mi#1T Windows £ B R IRIENEZER, 1ESifMicrosoft X1,
X0
BN N IRZRIRE, UEE StoreFront ik URI WUSEIIE B R
'S

HIRMRIE SRR EFTRER SR ER#, 15B1TRIBHRE X,

1. TR EREEEHITE MR BN LFTH Firefoxo
2. 7EiuibA=HR, %A about:config.

3. REFIEZXE !

4. EERER, A negotiate,

5. X network.negotiate-auth.delegation-uris,

6. AT Windows 1% (20, mydomain.com) o
7. REWHE,
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8. Xifi network.negotiate-auth.trusted-uris.

9. WAZMEI Windows i5% (120, mydomain.com) o
10. BEHEHAE,

11. XHHE#FIZ B Firefoxo

BoER3 VDA

EFAREIEERERE VDA, BXNERFTE BRAERER AHBERTF Windows B9 Citrix
Workspace NAIERF, E2F ICEREESMNEIL, &, EaUERE e MRS U8R
BRE VDA,

EREFEHIIE

fEENERE R BHMRIE, AR EIRNENAEENTTUFEREEEFRM PIN #TEMIIE. AJLGE
Citrix Workspace N FT2F. Web 512551 XenApp Services URL EZRIN BEEMN BRI UEH
BEEFEMKILE,

p=3_

INRAFEREEFER Windows, BIEEABEESHIIE, MAR (UKR) BEEEF
BRI, XEFERERAERFENHTEMNEIEANAISMMN N ABENERE R,

ERERFENEIEAE(CAPNERIRE, FERAANEEMELFRNT S HR
R BIMLERYIA RhEd A N AR MR EFIEBNNE RS M IIEEITRIP. hIAREY
EHRP, FEXZAIBAERF . BNARIUASEMERERFM PIN NEMATEIRE
R E R EM N AR

EEAEEESMIIE, HAESE StoreFront fRS328H9 Microsoft Active Directory IHH 5
StoreFront [RSZEIFEBAERWNAGEEX RIHPEBERFK, . ZFFRNAEENSMEE,

XHERT Citrix FIEHNE R FERE NME T WA NREEFREEE Citrix #iE, HthHNER
BReFHERAEUNTE,

FoRFM

- HRFTE R Pk EEEEITLIERE StoreFront fRS3 2587 Microsoft Active Directory 13 H D&,
HETES StoreFront RS RFEFERNAGEEX RNHFEE,

- NRETHBEIERFENWIEERER, BFHRAETHERE TR FHREE. PEEFEENEEN
Rrhialtt PIN EfFRE&DIFXIF Mo
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o EB1TIRMAF SEmANBEFM Virtual Delivery Agent ISR 1+ 84 L REMN RIS
feErhialft, B XSHEREF S Citrix Virtual Desktops E&8EANEZER, BFBIHEEEF.

o BRENNAEMEMBEERICE, WEIEBEKF IR EE 2 A& Active Directory IF1%
IEE%EEI%) #Hﬁa}t'ﬂ%gﬁiftﬂl—x}ﬁﬁ]?ﬂﬁo

BdiE StoreFront

o IWATER HTTPS #4T StoreFront SEFIRFZIERERE, FeEEBEEEFMRIE. BEIA
fEF HTTPS £R#F StoreFront,
« EBTE@iT Citrix Workspace N IR FEERINAEENEREREEEMRIE, BESMRIESE
ha)ESBUE AT EHEE .

« MABRT, ANBEEERSREEEMRIENSNZN BEENFIEMLEBEEEERR
o BRI UIEEE WL SR IO 7E R B B A2 RS EMIEME S EIE,

o NREENREETHEEMNRAFRLFEEISMNIIIE, APEVSKRRIERAEEEN PIN BERMIE
w, BURaNEEEHEIEMER, MiI1TLOERE XS5OI,

B Delivery Controller™ {§{E StoreFront

RSB FIMIIER, StoreFront TEARARERE, RILIEEM Citrix Virtual Apps and
Desktops #1TE R IIE, FEitb, EHMEZE Delivery Controller LUEER B StoreFront BIiEK, 15
27 Citrix Virtual Apps and Desktops Z& 3 2 B R {E .

&I Citrix Gateway #H1TZIZ 7

FFimizihie, EeILTE Citrix Gateway FERERE£, REEIZREMNEIIERAEESHDRIE
¥ StoreFront, B X BEZFMER, 15EIR Gateway B,

NBERAFPEREILSHRZRNEEN AT ERRSSHFLKEIGANEIERT, BEEZ M X
HERESEETE SSL) S R2RARFHmEMNKIE. BXEZER, B8R BBELEFEMIIE
o BT EEEREFEMIIERIM % 18] StoreFront BY, @i b EINARSS 23ECE R E Citrix Gateway
A, MERIAEERERENNAREFNBE. EXEZER, 558R EBRE/EN&E HDX
B,

BoERE VDA

EebEd EEAFRNERFREREAESERE VDA, AILGEE Web JI%E858K Citrix
Workspace™ app for Windows 5B [E, {BZIREA4MIE Citrix Workspace app for Windows ##T
o EHMIRERG L@ EERIpRIZRIRN, AFEEES VDA R mEFmAREE,

1. TE%ZE Citrix Workspace for Windows RN 22 B RAH, HHREREENERE R, ASR A
B EIE S5,
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2. ERXARIERITHEERN default.ica X1, &£ % Default ica.
3. BEARFET Citrix Gateway iH0EENBAFRERSREEEIRERE, BT B2PRMIUTRE,

DisableCtrlAltDel=0ff

g EERTEENFIERF . ZRNEANEENE R FENRIIEERSENNARR, &
BN BB MG A ZRRBNEE, AR, HENAFFISEESESMNRIES AN
J&o

4. B @i Citrix Gateway FRIEENAFR SRS FEREERE, B57E B RMUTIRE,
UselLocalUserAndPassword=0n

gEERTEIENFIERF. EAXERAFERAEESMNREIE, FEREMARERTF I
HREMNARER, EoMASHERFIZSIRNEE, S, FENAFPISREEGHEENE
T3 AR,

549, BeILIACE Federated Authentication Service B S &RH| VDA

EEIREM
FEREFRAT StoreFront AR ZAHIEE, TEMEUTERMES.

- EREBIETRMSE (VPN) BESEREFEMRIEESER, AP UARE Citrix Gateway
HBEIMRER, BT BPERESZEEEM PIN #TEMRIE. XFEHeEEAF, Citrix
Gateway fREF A ZIFEBF N IIEE] StoreFront,

« AILUER-ABRRELERZKEEFNZ MR, BEUREAEEFENIIIER, AFPE
1iR) SR E BN FRFE e B A R R Rl A — K BE o

- SERFENARFPERN, NRTHRFERIINE, BRAURIEITINNET, BXRE
AEEEFIEA PIN, MIREIHEA T ZKEREF, WA RKEXMER. XtBrIseEH TR
BiRE (@R EAARKEERN PIN ZFFHREMHKE) ERB. HEEFETRFHET
BIHRTEASEFN, BROMEEEUE . MRETAFBA PIN, 1A HEREA
PINo

« TNRIEAFRBEI Citrix Gateway 1IN A FEEBIHNIA % E LB Windows A Citrix Workspace
R AP ERSEESHIIEEER Citrix Virtual Apps and Desktops, NILtti& &iE BTN
RAEENmERF. ZRNERSEBNEEFENNIIERRKEMNARER, SunihsH
SR A AR BIRNN BEIE, A, THNRFSIEEDSHBMNIIES EAEN AR
1S

 TNRIEEI Citrix Gateway 118N A B IERYIEINA 1% & LB Windows Rk Citrix Workspace [
BREFAFPERSEEEESMIRIEE®EE Citrix Virtual Apps and Desktops, NIt i% & &R T A
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BIENFAERF. EARLCRAFRFERERSHRIRIE, HEREMAFRERERENNARER, &
HARNBTHARAZEMNNAEE, AT, HENAFSISESHESMRIEA EEN R
RS,

« B XenApp® Services URL ReEfcE—M M KIEAZE, HESTNABEEREE—T
URL, MR T HEFEMNIWIEZHNEZEERAEMERNEMRIE, WKHATMHEMHIIES
O RIMMN BENE, S NAREEEE— XenApp Services URL, RfgE, FENAFS|
SESHSMIIES AR AR A RS,

« &I StoreFront f§, Microsoft Internet Information Services (11S) FRIERIAEC B N B K Z F i iiE
BAT StoreFront HRIIEARSSAEBH A IVIE URL BY HTTPS i&E#. IS AR AEEAM
StoreFront URL JEKE FIFIEH. ACBEERER NS EFAPIRERRD 2S5 IIERE
W, UBGtI 8 EEeEiR, BIEEYHM Windows HERIZE, AP XTI UBHRESEEMET
REMAITEMIIL

MRIBRER IS BB NEREFPIHIEBATFAE StoreFront URL BY HTTPS %E#, NSMKMIGIIE
RS MR RSN AL FR—RS s L. ERITERMAENBEEBERNEFIHIER. it
IS ihmECE T, HeeERAP TAEE Citrix Gateway ##%, W EEERBIERFMIEIE. IR

AP MNEIGEPRIREEFR, WHNBHER,

BT Citrix Gateway [Bi@

LA Citrix Gateway IEIZIARINAEEN, BERSNERENBF 4B LRENX #HITEHK
iE. 79kESe StoreFront EEFFHAM AP HITEMAIOUE, EeILUE A& Citrix Gateway E@ S 1710
e XB=MTIK :

* X5 Active Directory BB P &M Z I3 (E344 StoreFront, StoreFront EEE(INBR#ITER
03,

« X3 Active Directory FA P £ {E344 StoreFront, {BER{EZEHL, StoreFront AtiE A1EEM
%, FERWMBR#HITEHREIL,

« X5 Entra ID 58] hE{E#4, StoreFront, StoreFront EEEREEM %X, HERTAFHEIT
B350, StoreFront £/ Microsoft Graph APl &5 Eo

EIEERECE N N AR ERITIZiAEE, @i Citrix Gateway BB S M IIEAESBHER. %
ACi& StoreFront LB Citrix Gateway #1TIFIRNEZELR, 1EER ELE& Citrix Gateway,

X4FM Citrix Gateway BQIRIEH %
StoreFront 2#&@3 LT Citrix Gateway SRIIEAEHITEIE -

- 1 P ERHE Active Directory AP 2 MZBE .
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« RSA AR ERAHZETEERNSHEARE (BRSEMANIRFBES) RENFEER, NRE
BT ZEDEEREBEMRRIE, FHRERENZFEAZTEINXECHNEMRREIER, F
90 F F B9 Microsoft Active Directory 1HE1z,

- BftE AP EHAS5HE Active Directory T X BRI SR EEE & Fo
« RSA +if AR FEREEZIENZESHEBIENER,

« SAML AFP#®EEHTRIE =7 1dP LUBE SAML BR., SAML BiE A E B Active
Directory tKFBY UPN., B X#4ER, 1555 ¥ NetScaler F{E SAML SP,

- E{$M Entra ID BB SAML, &SI ¥ Microsoft Entra ID BE2E X SAML IdP 3#1%
NetScaler ACi& /9 SAML SP, AR MEFEGHD. StoreFront 7E{ER SAML BY R 3Z 540
Entra ID 19,

« {8/ Entra ID B9 OIDC AAF#EE@Z Microsoft Entra ID #{TE1RIIF. P RIUUZ4 Entra
ID &%, eI EESE M. BXiFMER, d2# £A OIDC #1T Entra ID H3101IE,

BLMER, TIERENMER, EXNTERE Web NEEFRESER, IR EEZ2AIGE, HE
FRIEAM X HITHMIIE, WA Citrix Gateway EE HAWIE, HFEEMNAECBEEM
StoreFront B3I IEAELZ —o

RS HIE

ANRIR I M Citrix Workspace N B2 RER5 0] A EERIZIZ B P ECE T 2 Citrix Gateway FIXY
TRERIIE, MATTE Citrix Gateway ERIZR N FMIIERER, ¥ RADIUS (RFZSMHIIERA
RAFRS) BEBAXFESMHRIESE, & LDAP (BREBRipEMN) EENEENA L. BRERE
R | UERTEICE X HPERMBIFMIIERE, MUER LDAP FIEZELS StoreFront, fF Citrix

Gateway €& I1F StoreFront BRER, HEREXHIGENIHMNELZEDHE . BXFHAER, S
i# <http://support.citrix.com/article/CTX125364>

SN RIIE

E@id Citrix Gateway /9 StoreFront ERZIH SR IIE, IEES IR Citrix Gateway LDAP &17
IR RY SSO LB MIZE A userPrincipalName, EEIIUERFAF7E Citrix Gateway &R
E EEE—ME, WEHEZEFERAIMELN LDAP 8, %S| StoreFront L& Citrix Gateway &
BB H, B7EERESERE,. TONERESMIZEINGEEXR. BWERDITFHAF AERH

& R3 StoreFront, MAZXPREAEENZEERE,

B RAM X E&

71812 Workspace N REREZN AN AEEEANEZERAMN X EBF ML, 5T FMWIESE
& O Ak EUE A% Citrix Gateway BEi&,
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AIMBRT, ANAEIEREA Citrix Gateway [E@ S {330 = %N BB SRR LS AL
AEo ERILATE B IUIEY5 & I+ _E A4S E Mk S B A P 2 NEB S 1 I8k,

REZEEAPE
IR IR Citrix Gateway BB AEA LDAP S250IE, NIELARHI 3 4FE = AISIE).

1. EEBEHMHIIEAEEOR, M Citrix Gateway BEif > igB FhEkE T, % BESEEE

o

2. R NREME, AERE AN UaAZEEENRT. EZEPREKANAFPEBEERE
ERSMIIERSHNFENARE. BESUES, BEREETIRPEFZEE, ARG
iE. EFIZEF AP NN ABERE, BETIRPERZE, AEEE BER.

THEESBNAIVRE T AR IUEARSENR. NREFERAFUEAFAERIVAARR
#&, 15K NetBIOS ZHINAIEISIRF, BERBFPUAREHRLMBIVAARRZE, BR=E
FRESZANNETIERP, MREFLEAFEBUIAFRARANAR EALTRIVBARRE,
M4 250 NetBIOS & AT 2 RE MR & AINETIFRHo

3. MMREEETZSTREMEE, BN RIALTIRPEFAFEREEINERHIE,

4. MREFLABRUE LI HRERE, BHEFEERTEPERETIRE EE,

Configure Trusted Domains

Allow users to log on from: () Any domain

'I Trusted domains only

Trusted domains

Default domain: | example - ]

+| Show domains list in logon page

o IR

FERSRIAIE
ERINBERT, StoreFront 3K Citrix Gateway £ B AR &M%, StoreFront 23T Active
Directory IiFXEAE B, #NREAY Citrix Gateway & LDAP {#H Active Directory EiE{EAEH
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x (a0, EFERA SAML HEREFREY) , MWATUF StoreFront BEE REEM X ITHKIE, EXH#
BRT, EEEEM X mARIE URLIEREE, LUE StoreFront AJIAIRIEFERE S K E Citrix
Gateway, H2% EIE Citrix Gateway,

ENEEEFERELLD, BEEESMRIEAEEOHR, MM Citrix Gateway Eif">IgE" T
RIRER, @wF REERS HIIE

E(F A PowerShell BEBE LI, 15517 cmdlet Set-STFCitrixAGBasicOptions H{EREL

CredentialvalidationMode o

B=MARERET, BRAMMMA NEEZERI ST,

FREEIHER

Password

Kerberos

Auto

EEIHS

AR RRERIITEERS

Citrix Gateway’,

TEERAEEEGSREE, 1
S#H PowerShell BZi&, M
ETABEE RFERERIER
2ZFEj4A Citrix Gateway’s

TR RRERIITEERS

Citrix Gateway’
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StoreFront HIEE M Citrix
Gateway EWERS, FHEA
Active Directory 3t E #1718
ko

StoreFront =ZB& M Citrix
Gateway EWE|HEAZED,
SNSRI X BoiE 7 [E3E URL, M
StoreFront RIIFIFRES K
BEfHARARSS 88, SRIUEINE
BdE[EA, 7£ StoreFront BY
FRFKMAR, WRKEE[C
A, BMRIIEAEESRK.

MRIBFRDIEE, W
StoreFront =3 Active
Directory 30U, #0R1E
RKAEEEEBEMXEE TG
78 URL, N StoreFront =%
IBERE AR BAAARS
2o BN, BHHBIIERFRML,
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Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Fully delegate credential validation to Citrix Gateway

"o I

T
A LUERRH StoreFront BB IIERE, TRERRZMEFISRIVIERE. BX1FAREE, H2HA
F2MEES M I - 2530,

MR EFETEIFEBEIIEEFEL Citrix Gateway, MIEFE R (THEHI2RIIE RS RNIE B ARIER.
EXFIERT, StoreFront ATEENSTE Active Directory REINEF, EIt StoreFront BRS3 2589144
TR ERFPEEREEXR.

RIFARESRNEYCI ARG

SNRIERY Citrix Gateway ECE A LDAP (R &MERD) HHIIE, WAUECE Citrix Gateway
AW E R ESCIEAZ I,

1. ER3) NetScaler® BEIE ik

2. TEMEREF, %= Authentication (H{3%03F) > Dashboard (¥EHIR) -

3. BEEMIIERS .

4. 1% Other Settings (Hfthi&E) T, 4k Allow Password Change (F0IFEZER)

RIFAPEEREELED

o] LUBRE StoreFront AR FBEFREERGEENEE, LINEEXIEM X /A LDAP BAIEBRF
W (MIEARZEER Citrix Workspace N BTERE) A6 N A REER A Ao

ERIAHY StoreFront ECERPHIEA A ERERS, BIEZBE S, MREATEEALINEE, BHRERT
SRS EFIHN R A RME LA ERER,. AFAFEREERNRRNELREREEL TR
LUnRER SR IIERSERNAEENA. NRENALREREREMNE AP EEERINEEN
MREER, BRI ARSI ENRBMEINER IR,

1. 7£ Manage Authentication Methods (BES{RIIEAE) BHOH, M Pass-through from
Citrix Gateway (M Citrix Gateway [E3&) > Settings (I&&) THIEF, % Manage
Password Options (EIEZHL%EIN)
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2. ERFRAFPEXE, i5%T Allow users to change passwords (RiFFRAFP EXEE) £i%
Vi

Manage Password Options

Specify whether users are allowed to change their password. When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

"o I

Pz

NRIEERTORIR RITAFERENE, XMW AR RMER FHKIER SEH RN
THIRE.

PowerShell

Z{ER PowerShell {ESEALIED, 37517 cmdlet Set-STFEXxplicitCommonOptions,

BZE Delivery Controller™ LU{S4E StoreFront

% Citrix Gateway EEE T LDAP SR WIERY, ERFEIEE®EL StoreFront, 3 FHEHME R IRIES
7%, StoreFront Ti&iHIRIENE, EULTEXT Citrix Virtual Apps and Desktops #1755 503, Ktk
& AZBCE Delivery Controller UEfE3R B StoreFront BYiEK, 15£15 Citrix Virtual Apps and
Desktops &£ F R E MM R{ELE,

M OIDC HY Entra ID

INRITZBIFM X ECE A fF/ OIDC #1T Entra ID HRI0IE, NAECE StoreFront LIREX

NetScaler [ % 328935 R]5hE, HTE Microsoft Graph APl FERBFE R,

1. £ BBHHBRIEA®E EOF, M M Citrix Gateway Eif > I§E ThiEH, % SEFREE
m

2. % BB,

3. ¥A Entra #8F ID,

4. (7€) %A Graph APlIURL, f1R%K15%E, MEA https://graph.microsoft.com/vi1.0
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Configure Entra ID

Use these settings if you have configured your NetScaler Gateway to pass the user’s Entra
access token to Storefront.

Enabled v
Entra Tenant ID @ T8075493-Thfe-4c42-Babd-1ca20670f3be
Graph APl URL © https://graph.microsoft.com/v1.0
o I
PowerShell

SE1TLLT PowerShell, J$fB/ ID E# &M Entra ID A M ID, FHIF /citrix/EntraStore
B N1EHERE,

$store = Get-STFStoreService /Citrix/EntraStore

$authenticationService = Get-STFAuthenticationService -Store $store

Set-STFEntraIdSettings -AuthenticationService $authenticationService
-TenantId "<Your tenant id>" -Enabled $true

B VDA WERER

5/ Active Directory £i8

HAFERA LDAP M IIEEM X #HITHMIVIER, WX EIRESEL StoreFront X VDA i#
TEMRIE, NMTRHERER. XIFFBETHECE,

ERBKS IR IRIERSS

HAFER LDAP USRI S M IIET AER X #ITHAIIERY, StoreFront TAVIRAFBERE,
HWERINER T EEAERARRER. EAIUKE KE5MRIERS URERERER.

{&F Entra ID

INRIZE S Citrix Gateway BZE J3f#/A OIDC Entra ID HA5IE, MELUEA Entra ID BEE R,
IHEINEEEE StoreFront 2603 E S A, B XIFMELR, 58 Entra ID ] VDAREREFE (1
WhR) o
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BN ARG, KBmhAESE— ML, AP BLOED N 5285, Citrix Workspace N FEF1A
[0)ZMik, EHXAEDE— TN, ERIURIMENABERIEMWLL, XEEERER NP
BEEFREBENARRE URL, BE, Z1MikHEEEE Web X¥2833418], & Citrix Workspace [
BERFEEAN—INEBEER—MIEMLL, E2REE Workspace N 2 MLk,

BERT

EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN O AREREPNEMEMRSH LiET. TAE, FEREEBESUTHERIRSSRE, UE
EHEERREMARS R,

EEMS
BEEM ARSI :

1. EEEEGED, EREANERPRABE T o
2. EERERENNAREE,
3. EHRMEFERT, SR EEMIL,

Manage websites - Store

You can configure one or more websites for 'Store’, each with its own URL, appearance, and
configuration. These can be accessed through a browser, and the default website can be access using
Citrix Workspace app.

Wehsites:

Website URL Store authenticated

https://storefrontexample.com/Citrix/StoreWeb

Add... ] li__;ﬁ_anﬂgure.,. | [ Remove

Close
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BB RET, ERLERITUTERE !

#B1F HAER
BIZEM 1L BIEMLL, /RS @IMIIsE Workspace

N AR A IR N R R I

o & Mk ERM LGB,
B s (#remove-a-website) fHIER Citrix Receiver™ for Web B 52,
PowerShell

BIRENMILEGR, E1ER cmdlet Get-STFWebReceiverServices
B E i,
BB R

1. &EF—W, A iBE..

Edit store website - /Citrix/StoreWeb

StoreFront Ul experience

@ Classic experience

o Enables the legacy user experience, consistent with previous versions of StoreFront.
Ul experience

Elephe o i Wasepncs ) Medern experience
app S
i Enables the modern user experience, consistent with cloud-based stores, with activity manager
Catagory sefings and other enhancements,
Appearance
Featured app groups

Authentication methods
Website shortcuts
Launch preferences
Store timeouts

Session reconnect

User interface settings

Advanced settings

]

2. (ESHENIETF ERYISIE.
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Ul &3

ZRZE Citrix Receiver/Workspace N FATEF
K7IRE
BEXNMN
N ARERA
SRIIES E
MG IREEF T
=E=priAli
RERE
TR
BEFmFEIRE
(& H %
BEXAE

EREXIERE

3. EMERE, B HBE.

4. EFEE App Protection, EX4ER PowerShell, iEMIRTEIZTT PowerShell €85 Z i % 4]
StoreFront EIEZEHIS,

BUEEMLL

BN FAREERY, RASBECHRESIE— ML, eI @IE N AEERINE R, XEEREE
BARAFREEEFRARBENAR URL, B2, Z 1 MihREEEd Web X 528151R, E7 Citrix
Workspace AR EEAN— TN BEEFER—MEEMLL, 152i% BCiE Workspace N BTZF

i

1. 3% ...
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Add website
StoreFront Getting started
Websites can be accessed through a browser or Citrix Workspace app
Getting started This wizard takes you through the steps to add a website, including the URL and authentication
Website URL sl
Authentication methods
Summary
m Browser End User

2. £ AN &EW+ L, &% T,
3. BAFREN MIGEE, EEERSHERNEFENER URL IRANLL, AFERE T—%,
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Add website
StoreFront W on
Choose the URL used to access the Store.
# Getting started Base URL: https://storefront.example.com/
Website URL 4 Website path: | /Citrix/StoreWeb2

Authentication methods

Summary ["] Set this website as the default for this deployment
If selected, when a web browser goes to the deployment's base URL, it is redirected to this
website.

4. BESEUHANEFRRISMINIES H. REHFANENBEEERF IR, BT—F.

Add website

StoreFront Authentication methods

Select the authentication methods which users use to authenticate and access resources. The )
authentication methods are specific to the website,

+ Getting started

| Method
¥ Website URL Active Directory username and password

Authentication methods SA

Summa i —

v i [] Domain pass-through

i To provide good user experience, all Windows client devices need to be domain-
joined and Citrix Workspace app for Windows must have the single sign-on
component installed.

El:l Smart card

|  Pass-through from Citrix Gateway
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5. MubeIETTRE, S EHTEmM.
6. EFFOIENIER, ASREEBLIRIEZZEELNML, HEHEREMLL,

PowerShell

E{FFAPowerShellfIZEMiL, 355517 cmdlet Add-STFwebReceiverService o

A BR sk

1. 7E Citrix StoreFront IR HI SN A B PIEFEBIET R, EEENEHEBIEZ Citrix Receiver for
Web b HIFELE, REEREBER S E T EERMLL,

2. EERE—ER, ARREHER. BRiERE, BRRTEBERZMITAREE.

PowerShell

E{FAPowerShellflIBRMiL, iE5E1T cmdlet Remove-STFWebReceiverService o

UI (K18

BERT

M StoreFront 2311 ¥ 2407, IMARAIRIEAMARTNGARIRHE, FRNEEFERER, M
StoreFront 2411 FF18, ©FIER L.

U AR+ £, ERIUAREZRFER Ul (A3, ERTLOEERLIT RN

- R - HXFAER, FSHEHET,
- MAKE - BXIFAER, FSHIAEI,
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Edit store website - /Citrix/StoreWeb

StoreFront Ul experience

(®) Classic experience

s Enables the legacy user experience, consistent with previous versions of StoreFront.
Ul experience

B play O Waipar ) Modermn experience
app R
X Enables the modern user experience, consistent with cloud-based stores, with activity manager
Categary seffings and other enhancements.
Appearance
Featured app groups

Authentication methods
Website shortcuts
Launch preferences
Store timeouts

Session reconnect

User interface settings

Advanced settings

3

WNERIFA(EF Citrix Gateway #HITIZAZIHIR], FILUAR— D EBULEFEAIL, B XFMER, 1§
Bi#NetScaler X4

PowerShell

E{FF PowerShell 3XEX Ul {&3%, 578 cmdlet Get-STFWebReceiverService H&EE

WebReceiver.WebUIExperience &%,

BN

(Get-STFWebReceiverService -VirtualPath "/Citrix/
StoreWeb").WebReceiver.WebUIExperience

WebUIExperience XL TE :

e ReceiverForWeb - Z2H{KILS

+ wWorkspace - IX{RIQ

E(HF PowerShell 28 Ul {858, BEFES# webUIExperience A cmdlet Set-

STFWebReceiverService o
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N, EfERLEALR

$rfw=Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperience

wWorkspace

Citrix Workspace W FITEFaFE

INERT, HAFPEXRE Windows. macOS 3§ Linux LR Web IS 28R R B R ERT,
StoreFront 22X E B S CIEAMZEE Citrix Workspace N TR, SIRTTER MR A ERE R
Citrix Workspace MATEF, RASIERTEF THHATEE, BRIATHAER Citrix WL, BFHH
M RERFIEET StoreFront [RSBFHEHMUB, TEE, AP AILITHAMEEED Citrix
Workspace N FATEFH G EHIEZRIN AEIE, NEXSERNKER, EEESAMEZEDN Citrix
Workspace 2R~ HDX & F iR BB AR R E.

5V, FTEFEAMZ R Citrix Workspace N BFZFFBIA P AJ LAER Web 3 58837 1R) N AR i s H & 3%
EE N AR,

Edit store website - /Citrix/StoreWeb

StoreFront Workspace app deployment settings

For the best user experience, you can require that users access their store through Citrix
Workspace app, or you can allow users to access their store from a browser but launch apps in

Ul experience Citrix Workspace app.

Deploy Citrix Workspace —
app ” || Require end users to use locally installed Citrix Workspace app only.

Appearance !._lsers wi_II be unable to open the store in their web browser and will be prompted to o
install Citrix Workspace app.

Authentication methods Prompt end users to download Citrix Workspace app

Launch preferences Upgrade Citrix Workspace app at log in

Store timeouts Source for Citrix Workspace app installers

Session reconnect Windows source: [Citrix website - l

Uer ilenfags selfings Mac source: [Citrix website - ]

Pinned links
Custom announcements
Dialog after log in

Advanced settings

B [ el | [ Aopy |

BIERERBIRIN, 1R4R] fRiEN A REML HikR EBE Citrix Workspace R T2/ "ETI -+,
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ESR{EM Citrix Workspace™ RNFEF

EIE R AT LERFIE A AN Citrix Workspace T2, MIMHEBRE P {EHE Web X 8 a35E RN B S
[EBETN, IWINEEE AFHEFTHFIA Citrix Workspace N BRRFRENZ A MI&It. Citrix
Workspace AR EERNBHN AREFRIPIRS. BRNERIRARAERM, 1GRNT %M
AT HEMMHEFRRAENEMNS. B XIFMER, BRI AP HRLED,

ERMAKIR, TUEEEREG aRERIThEE. ERKMEAIE Citrix Gateway BY, AJLUET
RAFIRS IR,

XFNTa
BEThECE Citrix Workspace N BZFFEU THRAN.

« 5&MATF Windows H Citrix Workspace N BT2F 24.9.0 S{E S kA
« &M TF Mac B Citrix Workspace RZFATEF 24.5.0 {E S hRA

« 5&FATF Android # Citrix Workspace N BTEF 24.9.0 S{E S hRA

« {EATF i0S W Citrix Workspace R FATERF 24.9.0 RE S hRA

ERIMARAFILTE StoreFront HECE
EE RO LURBU TS BIZE, UBREERESD) StoreFront 2411 REShRANBEFI&& LFH

Citrix Workspace N AIEF :
1. EEMBEEPER NARE TR, AT RP B8RS EEMLL .
2. B ERE >8P Citrix Workspace R IR,

AR A FEF 58I ZE 3K (/en-us/storefront/current-release/media/stores/websites/native-app-

mandate-config.png)
3. EFETTERRARF NERZME LD Citrix Workspace MABERF",
4. BEHAE

FERELRFRHITRE
1. M Citrix T&, TEiEHS

2. ¥ zip X140 citrix-ui-plugin.tar.gz $2EX®) StoreFront fR55288 LNEEBR. ©E 3 PowerShell
X 4. Javascript XHFFEREX o

3. EXARERRPFTF plugin.config X4, RN TAHNEE :

INRBERAARNNAREFREIERINEE, BEOTANREREX | <param

name="requireNativeAppUse" value="true" />
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INRBERAANNAREFRFIENRINEE, BROTANREREX © <param

name="requireNativeAppUse" value="false" />
4. WEERFNHTH PowerShell,
5. SMMBERIBIX AR,
6. i&{T ./CitrixPluginInstaller.psl -VirtualPath /Citrix/<store web name> ,
7. 37 StoreFront fR552RARHNE T ARSS 2R E 8 HIR1E.
8. WIFTFF Web NG aHSMBIN AEEMILRILIEE R B ERLT R,

fiM Citrix Gateway #H{TEZ B
WNRAF@E Citrix Gateway IGRIENAREE, MWAIMEM X EL2ERHEUZERFER Citrix
Workspace app. B X #4ER, 1BESH Wi x Z:3KEH Citrix Workspace appo

BPEE
BExItRNRLAFFENESER, HEH KRLBF K.

FFAP T# Citrix Workspace app
=3 N

AR KR E K F 7E Citrix Workspace app PFTANARELE, HEBRE BahEixl AL
£ Web FS 23T HAERR, NXEIRBEREH,

INRIEERE RIFAF T# Citrix Workspace app, MAFEXER Windows & Mac i&&
B, RASTEMETHNHEFRET,

EREFHR Workspace app

INRITERER BREFLR Citrix Workspace app, NAFEREY, RASRMEFHRAMEEED Citrix
Workspace app & FimEVIEI, AP A LUREBGE AR, HEPRIEBREN LSS Cookie, ZMAE
BRI HSR. BEEALLINEE, B4R Citrix Workspace app XF1E StoreFront fRS528 ERT o
TER

LURZLAPREETHIREAN, SEILUARRREEERE Citix Wik, FEEZEMNIRSEE THXH,.
TZATLAKAE Citrix . StoreFront fRSS 88 LA 4 =X iZf2ARS |/ LM H (B URL) .

PowerShell

EFEMA PowerShell BREXLEIRE, 153517 cmdlet Set-STFWebReceiverPluginAssistants
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i Web N (FRMAR)
WMNRAF AL Citrix Workspace app, #m#I0 Web A (PWA) THEEF IR 2 2 N FA g [E Wi,
LUERI UM s B RERET, XUFAVINBRER. INEEELBAIRARTH,

FoRFMH
BN Web FFIRBAEM#I Web N A, BHFEBRUATRY !
* StoreFront™ HRIEZERRA N 2411,
« AP & 7@id HTTPS 3413 StoreFront,
o BEhED HILE N A EER Receiver for HTML5,
+ £ Windows. Mac 3 Linux _EfffA Google Chrome 3% Microsoft Edge X %328
o LETHEERGA X A, BAURFHEITH.

EHIPRE
« 7E StoreFront E3& LK ERIEIMFIRNEY, EREHTF PWA B,

s AER/RBEHENARFEHRENESGD R, fa0, N PWABSINARERF, ARZRIAENR
HRRENRERENARFHTEER.

« I\ PWA RIEE OB 5588 & DA EER.

ER##E web RERF
LEIhaeFINRE R, EERAILURINT A NS R LLINEE -

1. 1 BN ARERL HO9, 23 BEERIEI-FH R EED IREN £ Web H 42+
17

2. REFEREH X AEEZFS

3. i&{T PowerShell 55 Set-STFWebReceiverUserInterface

$receiver = Get-STFWebReceilverService

Set-STFWebReceiverUserInterface -WebReceiverService $receiver
-ProgressiveWebAppEnabled $true

AR #R
BEXAPNARENAREFNESRER, BERENMER Web NAREFZE UMW) -
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2B
SR
CTIREARTEREFR 2 BT BYRT A,

7£ Citrix Virtual Apps and Desktops B, f&aJLIRER W AERF XEFRIHE, S NATRE
FoEE—123E5. A \ FEeIEEFNNXEREREM, 1£ StoreFront A, Eo]LATE
X HFRBEREMIE RGN

Application Settings >
IET1 Cloud
Identification Delivery
I Delivery Specify how this application will be delivered to users.
Application icon:
Location
e
Groups Application category (optional):
Limit Visibility Browsers\Legacy
The Category in Citrix Workspace app where the application appears.
File Type Association
Add shortcut to user's deskto
Zone D ’

How do you want to control the use of this application?
@ Allow unlimited use

BESEEHNKE, BRE RIENBEEMNL FEE EAIgEET+F,

\
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods . Collapsed

Website Shortcuts QOnly the immediate contents (sub-categories and apps) of the selected category or sub-

Deploy Gitrix Receiver/ SO s SephyEd.

Workspace app |_| Move uncategerized apps into an "Uncategorized” folder.
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

HANE

ERAMES R, StoreFront B/RINKZEFITIR, HEF BHEINLKIEFIRS, StoreFront &EF—1N
H R RFAEFENPHNFRENAER,

fIgn, IMREF—NRANEIERZER, HRILSFEAR, BLAERE—"NHLERAE
Miids, SFEBARTRYRISES
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citnix | StoreFront l:l
OM DESKTOPS
Apps
All (39) Favorites (2) Categories w  Collections
X
+ Browsers (3) DeepFolderstructure (1) Office 2016 (3) Powershell (2) Uncategorized (30)
~
Browsers
ik pikg
Chrome Cloud Firefox Cloud
L Legacy
ik
A
L4
IE11 Cloud

EITEMEF, StoreFront RFIZERINKIEFITIR, HAERERFAIBERDENNAREF. 5
AR REHEFENZREY, StoreFront (NERFMEEFINERAS (FEIMEARERF) . ARAUE

EE N FEIIUABRFARAR,

-

DESKTOPS

Apps

Al (39) Favorites (2) Categories Collections w

] > Browsers

Legacy (1)

Chrome Cloud Firefox Cloud
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RIISERIN AR

EIENEDR, BUHER RS ENNAEFBRIR) KD XER T, UEDRAESERA
BRDENNAREFNRH. 1T7H5FHMAEY StoreFront 2L

DESKTOPS
Apps
All (39) Favorites (2) Categories Collections w
~
Browsers (3) DeepFolderSt..ure (1) Office 2016 (3) PowerShell (2)
i birg g i birg g
x @ 3 3 ¢ = =
Access 2016 On Acrobat Reader DC Calculator Cloud Calculator On Prem Chrome On Prem Citrix HomePage Command Prompt
Prem ©On Prem Content
b i 7 7 b i 7
- oy /
T.\J [ ] /
x % ."\ \ / ' /
- 3 ) - -
Excel 2016 On Prem FakeApp1- Firefox On Prem Microsoft Teams On Notepad Cloud Notepad On Prem Notepad++ Cloud
WillNotLaunch Prem
\r' \2 \? '|\r' \r' \2 \?

¥ B v J @ > S
ENENEP, WENRIENEARFBERDE AR LURFIERD RNV AREFNREE
EBIRAYRDFE R,

]

HOME DESKTOPS

Apps

All (39) Favorites (2) Categories Collections w

Browsers (3) DeepFolderst..ure (1) Office 2016 (3) PowerShell (2)

Uncategorized (30)

PRI RE
Zm 2R IE, BEBRREETF L, Bk ERAXRMAE.,
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BoOiE €718 PowerShell
E{FEF PowerShell S ASEZAFIME, 1FEA cmdlet Set-STFWebReceiverUserinterface 3{&

B£# EnableAppsFolderVview o

E(F A PowerShell B ZRIME, &8 cmdlet Set-STFWebReceiverUserinterface H{EFEES
CategoryViewCollapsed o

>
SRS Rt i PR O TR B 2

YRIEMITFIER &
BEEEXNU, BHEDRERSEMiLHEEREBEXAMEDTF, EAIMERUATRA !
- ERMERIT - TEFRELE RN, @I Citrix GatewayZ{{EFCitrix Workspace FHIZF

BRENARER, BN, »*FHi%F jpo. .jpeg. .png. .gifT.bmpZEEIEIXH, BIVEFEH
350px x 120px A/ E R,

- TUEmERIR. EREETREL LANEIR. BNSE. . »Hi&F jpg. .jpeg. .png. .gifdk.bmp
FRI . BBIIEERA340px x 80pxA/NHIE R,

- HREAG - TERESME DI EREE,
« XAMEREAE - NERESME D PERRET S,
- BIFE - BTHETHIDE B ERURATHRAMERNEE,
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Edit store website - /Citrix/StoreWeb

StoreFront HPpcarnce
Use these settings to customize the logos and colors,
Ul experience Log in appearance
Deploy Citrix Workspace Loga: |Upioad fram iacal computer | Browse... l
a (350 x 120 p
x Gl x iyl This logo appears on the log on page
Category settings

After leg in banner appearance

Loge: | Upload from local computer | Browse...

(340 x 80 px)

Featured app groups
Preview (Post logon)
Authentication methods

Background color: _E

Website shortcuts 5
Text and icon color: |z|

cilnx | StoreFront Text and icon color

Launch preferences
After log in content appearance

Accent color: -|E|

Store timeouts

Session reconnect
Beset to default styles l

User interface settings

Advanced settings

AN ERGEANEERFETRIAAKEMR, EEMEEXTERTHE,

fEAPowerShel 4B HRATFER &
fEAPowerShell, 3&fT cmdlet Set-STFWebReceiverSiteStyle,

FAMEERRIAE
REBEARIAEN A RN E IR & NEOAE,

5/ PowerShell ¥\ MEBHRRIAE
fEF3 PowerShell, 3&1T cmdlet Clear-STFWebReceiverSiteStyle,

£/ Javascript #1 CSS #H1TEEX

{ERLHAISR, BRI L{EA StoreFront Client Ul Customization API #—% B E X Wik, XF5&H
FIMALIKRLD,

BN AA

=
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IR RTE RS — (ALY AT Ao

TR N R AP ESSELE X T ERERFN~miTENAE, Fln, EaTLLIE
— MHEESMMNNENASA, EFaIZafrERNNARER. ErLiEd EANBRERF RS
fERTE Studio R S HEXH X BFHNAIEFESF], TE StoreFront EERZEFIEHENFFE
N AR

SN AA
1. ERENAREMLFST, EFFaNAEETF,

Edit store website - /Citrix/StoreWeb

StoreFront Manage featured app groups
Featured app groups are groups of applications that are displayed on the home tab.
Ul experience They are displayed in a carousel in the order listed below.
Deploy Citrix Workspace
PP MName Definition Method Content -
Category settings =
Appearance

Featured app groups

Authentication methods

Website shortcuts

Launch preferences
Store timeouts
Session reconnect
User interface settings

Advanced settings

2. BRI LUE XS &N A E,

3. EERBNAASLN. il (FIE) \ ERUREXFNENAANG L. ERILUERXRT. I
RiZFR SN AEF 25,

I Hh
% BB X RTTRENERER, B EN AR

RS X BFE Studio FEX, FlUIAF
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b}

N T2 25!

R FAFEFp % A5

ik

RO E W R FHB {4
KEYWORDS:collaboration”

PLECTE Studio Hriai ARYHFE N FATE 265!+
BN FATERFo

BRNAREFLMEX BN AH, F e
HENAAMEERETR, FAIESHATE
K& CAC R e R E B ER B
F4E™, StoreFront AN FFEF BN
B, REARDANE, [EAREENE

o HIa0, INREHEA Excel, StoreFront &
PTHig 9 Microsoft Excel 2013 BIE & #5523
B, BEA Exc FARCEEFRRNS.

SRS B RN A4EREE B (/en-us/storefront/current-release/media/stores/websites/featured-app-

groups-create.png)

4. B HE
T~ -

BTGB TR MFENAA !

« WhE - BIPTED Studio # PME 25 RBIN AERF 8.

- 172 - BdeNAEHEENABITESEE,.
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@ Citrix Receiver X =+

&« c G Search Google or type a URL e :

Citrix StoreFront 1A a8 ]

APPS DESKTOPS

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

<
| oﬁa

Favorites
1w
|
Calculator Outlook 2016

5 PowerShell SlB4F &N AAH
E{FER PowerShell FINFFEBR AL, 51T cmdlet New-STFWebReceiverFeaturedAppGroupo

BTN A
£ BN RIS BREF, ©F SENAH ETF, EREREBNE, ARSEE HE..

{55 PowerShell 4iB4S BN ALE

EFEMA PowerShell {EUFEN AL, 1EE1T cmdlet Set-STFWebReceiverFeaturedAppGroups

HBRAS € B AR 4H
£ RN AEEML BREP, &F S8NAYN R+, EEREENAE, AREE MER..

{5 PowerShell fHBR4S M AL

EfEFH PowerShell IBRIFERN AL, EFEA cmdlet Remove-STFWebReceiverFeaturedAppGroup
; EMBRPAERFEN AL, E[EH cmdlet Clear-STFWebReceiverFeaturedAppGroups
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BREIE %
BREEERANEMRREIEAE, BERRAESMNRIL, EAUASEMNLEEEP—EgE, X
LB EITAFET Web 2T FHEIERSER, AMIZ2EER Citrix Workspace N RIEFEAERE
BFNgE, MAERMILEAIRE,

S

BALENAEENSZMNIES AN, XBBEAAEEFFEMMLENLE, FIANEFHNARR
BEL

EEMEA Web X' SRIMERF ML A, BRERIERIEML, ARERESHRIESEE
Ly S

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. )
The authentication methods will be specific to the website,

Category Settings -
it i i | Method

Customize Appearance User name and password

Featured App Groups >AML Authenticatio

Authentication Methods i [] Domain pass-through

To provide good user experience, all Windows client devices need to be domain-

Website Shortcuts i joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [ ] Smartcard

Workspace app | [ Pass-through from Citrix Gateway

Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

B [ el | [ eopy |

* & Active Directory FIP&HMIEE §%1E, URIFAEAFPETRARRAR 2NELHITEH
Wik, BEHAFAMER SRR, ETRENEERS BN A,

« ERSAML SHRIE S EEUE RS SAML B RIEIEFIER. BESHSAML HHLEIE, Lt
PETXE A IS S RS RI Ao
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o EREEBLUERMAFIZEEIE Active Directory 1EHE, 15SREEES DRI, HIETY
ERBERERNA R,

- EEERFURAEEFENRIL. BEERAEEFEMNRIL

« %M Citrix Gateway E@LLUE A M Citrix Gateway FE@E S 7 50IE. MMRAFEIERT S
AIIERY Citrix Gateway %1% StoreFront, 5B BILEI, LIS B R FEE StoreFront &
TIHITEMDIIE. 1EEIRM Citrix Gateway B3,

MNRERFESTHE MW E, WEREE RS StoreFront™ AP RIZIAS R IIEA EARBEUAT
RARRIRFHRTE

1. WiE&

2. EHe

7|.|.

3. SAML

4. AP aMES

AR AILLERYIRB| AR ZMIIES A, AISMERE, MREFNEET SAML MAF % &ED
SMIRE, WARTEVIRE AP 2NEL S MIIE.

SAFEEN, MLERERSISE T RERNSMNINIES &,

{EF PowerShell #{TECE

E{ER PowerShell ER&Er] BRI R R IQIEA A, 1B551T cmdlet Set-
STFWebReceiverAuthenticationMethods.

s HREES T\
3%
TR (R B 2 B AT B T P

ERMILRES N, NAFRENRIEMSE LEERREER LG IRE P K EMNAERL)
AE. IEAILUATIRER URL, HFXEFERARDEHNMIL L, AR RHEER, HREER
FINAREEML, MRERER, WELLER, MitEEHER.

EERERFERNZH, EXTEA Citrix StoreFront BB &8, PowerShell 15 ML
URL ZINE) Z15HHT URL 3R,
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AIMBERT, IRAFAZHMNAZEENMIEEEIZERRES T, StoreFront &K HES, ERAF
TPARILOE R BB R IR, BRIEXEESHI, BEBRIKER, BRETAIZEERES

HFZL[RA, Internet Explorer BFR A g R, EXMIAMBIREERsh@E T IREANIAIE)
HER. BIESEBEF T StoreFront fR55238Y FQDN ZA0E! Internet Explorer BY“Zsith
Intranet’=“ZEERVIL R Xis, LS ILLEIN T B,

&R EEEG IR EERMiL
1. TE4RIEEN FAREEWILRR L, S MigtRES T Em-+,

(/en-us/storefront/current-release/media/stores/websites/website-shortcuts.png)

2. BEHAIRA ST RIS RES XHMEERY URL. URL %70 http\[s\]://hostname\[:port\]
FeieE, HPENBEMLENNTLRETS, HARATSENBEEMNHO RN
BRINHOFRETA) » FEEIEEML ERETNEMRR. B8 URL, BT ML 7R PIEREZ
%8B, ARREHE ., TVRPEE—IZXE, AERRE MR UBREFREEERERD
Citrix Receiver for Web If sRi2 B9 2R REE A LAY M ELEY URL,

3. BEHREVMRES IVH 8 HIIEMIAFRER URL.

(/en-us/storefront/current-release/media/stores/websites/website-shortcuts-urls.png)

{5/ PowerShell FRINZESERMLE

EFAPowerSheliFRINZEER URL, 153517 cmdlet Set-STFWebReceiverApplicationShortcuts,

[BENEER
WERIERATIR, RIS SRS 7E Web 5 8ch T A H U RSN A MBI, KL E
FEE Citrix Workspace R FEIFEM. & %EHAMNESES, BEERMFHEET,
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Edit store website - /Citrix/StoreWeb

StoreFront Launch preferences

Select how users launch resources when they access their store from a web browser, If users
cannot install Citrix Workspace app, select 'Open in web browser' ar ‘Let the user choose',

Ul experience

Deploy Citrix Workspace Launch option: | Let the user choose = ]
anp [ ] Launch applications in the same tab

Eaqoy i [v] Allow users ta skip Citrix Workspace app detection i ]

g [ Prevent ICA downloads on all platforms i ]

Featured app groups

Authentication methods
Website shortcuts

Store timeouts

Session reconnect

User interface settings

Advanced settings

3

BIERS TR, B ERIEN A RIS MG R B R EETUET -+,

[SEETR
IEET M TR — 1

s MRFLRAFIRLZEE Web X E2FIANZRIR, MEHRTEAFPEARM TEHHZE Citrix
Workspace W RIEF, 1BIEETE Web XIS HPITH. EFUIED/S, Workspace for HTML5 B
PO ARE BT BN S 2835 18) B R,

- WRFHELENAEEMIGRRA P EARM T HF L X Citrix Workspace W2, B4R Citrix
Workspace NABIZFLER R, NELREEIREEFLRFRR, BEFILAP®ER. &E Citrix
Workspace N AZF AR X8 Rt R IEI IR THARECHRT.

o YNRFLEIE S IRZIBEE AR IR Citrix Workspace N IR IAIEEIR, EEFRTE Citrix
Workspace BRI, RARRTAF TRHRZEEATHFESRIMER Citrix
Workspace N ATER. FF el U4REH@EE Web J S 23ihRIN AERE, BU1SshERE, &
RETEARMZEER] Workspace N AAIEFE T Ho
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ER—EBFH BN ARERF

SNSRITIERE T £ Web NBBRPFIFLALERE, NEGABERT, EXSHEPEHNFRIEHR
MR EEINF T, MREHLHFER R FPITH, BRNAREE, HEFEER—EE+
B RIN AR,

FOAREEF, HKERTAR, RRBEEFERFHITH,

R¥FAPBEE Citrix Workspace™ [ FRTERF#

HERLBAFERENRRPITANAEIERN, Mit2=IXERA Citrix Workspace EEhgsialA 22
ENNARF. bEfa, YAPBAIRR, Citrix Workspace Bilgsa 5 AR MZRER Citrix
Workspace M FAiZFiEE. tNRAFEFEERMED, NEPhEEFintlEE, ik, SHAF
EoZERE, RTH— .ica X, AFAIMNEREARMZER Citrix Workspace N FAEFITH
ZX e XAZHFRIEEINEEFINE,

THMN .ica XHUREEFEELZENXM, Citrix BIEBCEERRIFAF BT Citrix Workspace [
BAEFKEN,

FRIEEFREFEE L T# ICA®

X@Ed5EeEIE .ica EFREFELENTH, RETEANNRIPES), BT Citrix Workspace /25
237F ChromeOS EARAA, ChromeOS BF HILEFER Web X288 (WIReTA) , EM]
AU EL R B P I AN R A 22 4E/) Citrix Workspace N2,

BERR:
INRERHER TRIFAF BT Citrix Workspace RZFRIEFEKM", MR ERE L%,

Citrix® Web ¥ B

RINERT, HRAFPERER Web XESRER, HEDKPIGE HiEZ BREMHEN, ©
BB LTEE T Citrix Web 1B, (IRIKE, EXFERERKN Citrix Workspace B #}E'Eb
BN AREFRNRE, XET 8RN NERERM TE ICA XY, BETREMNRLZEMEE, N
HRERKEE6H =i, SXE 3F) , UNHMIMEEIENER, FlaNHEFEFSE.
EMEEIRE. EIt, MRKRKME] Citrix Web ¥ &, WERFERANAFJEERIBE 6 HIER, X
FERTHERMAMEI Chrome F Edge AR Web FI 5 2RE9E R, EeI B EMiG S S EH
Citrix Web # B € &£ FABVEERTRY &),

ESEYRIECE, 15EH PowerShell cmdlet Get-STFWebReceiverPluginAssistant, il :

216


https://docs.citrix.com/zh-cn/citrix-workspace/workspace-web-extensions.html
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceiverpluginassistant

CITRIX® STOREFRONT ¥#ihkas

$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Get-STFWebReceiverPluginAssistant -WebReceiverService $receiver

BEXREE, EEA cmdlet Set-STFWebReceiverPluginAssistant F 541
BrowserExtensionEnabled . BrowserExtensionTimeout #1 BrowserExtensionRetries o

Flan, FEZXA Citrix Web ¥ & -

$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Set-STFWebReceiverPluginAssistant -WebReceiverService $receiver
-BrowserExtensionEnabled $False

B E R EI4EEE) 2 7, REH—R:

$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Set-STFWebReceiverPluginAssistant -WebReceiverService $receiver
-BrowserExtensionTimeout 2000 -BrowserExtensionRetries 1

FHEBRY A {a] NERINME 4852 7] fE = SR LA TR E Citrix Web 3 Ro

PowerShell

EF A PowerShell BEEXLEIRE, 18517 cmdlet Set-STFWebReceiverPluginAssistant,

s—s—

EFRE PELE ICA T, iES1T cmdlet Set-STFWebReceiverUserinterface H 5%

PreventIcaDownloads o

[0pg )
BISHFIEEN, HHD REBEME RR, SR e T,
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Edit store website - /Citrix/StoreWeb

StoreFront store timeouts

Configure when inactive users are logged off, and other timeouts,

Ul experience s
p Internal server communication attempts: ﬂ

Deploy Citrix Workspace -
=

Category settings Internal communication timeout duration: €
Appearance Minutes El Seconds
Featured app groups Inactivity timeout for web browser: @
Authentication methods El Hour Minutes
Website shortcuts Log in screen timeout for web browser: )

Launch preferences Minutes

Session reconnect
User interface settings

Advanced settings

NEBRSZIEE SRR
Web B EERSS 28] (StoreFront AER) MIEREIRAXE, BELTEERIEE,

RERE S B ALY ja]
Web RIBFIREERSZ 2i8) (StoreFront RER) BYIARAAIFNEIEE, BE THEEHRULILE,

Web 23R ER0BEY

BT Web XI'%i281518) StoreFront B/ERY, EIEENRNENHARE, SIERER, AP REOEHE,
RIFFFN I FERITIRERERKRIE. F2SBMNKEIMNAEFRE (FINEED£ 2B SMm)
AREKRIE,

BIER P mMARS ss L#EEINIT. ERERHFIAA, Ul RIBTAFEKRIE. ERIEENE

—45%, Ul 28H StoreFront LUK (tﬂ%ﬁﬁﬁ) Citrix Gateway E$Ho l_ZEjjTJL.'LthF mEARSS

SBRRHZ T AT, RBIFBIIEEN 1 98, WEFIHRNE 30 EEH, XAZEA
HhZ23ER Citrix Workspace MR,

INREER BB EERT WX ZIEEH, WTENMIBIMNT X 2158, NREERIEE
REEXT SMIIESEERR Sl RATHEETEH, WXEERBEMUTRRIEB,
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PowerShell

EREBE, i5#EA cmdlet Set-STFWebReceiverService f1&#{ -SessionStateTimeout o 4§
i, JFMiE/Citrix/StoreWeb"HIFBETIG B /9 30 9% -

$rfw = Get-STFWebReceiverService '/Citrix/Storeweb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30

EFian

£ Web MIBHRERFER L, Ed—KRNERE, ERFBENAOARET—FHER. BRAIWRE
REEERER.

EHIETERERR

= PN 2R iR StoreFront FEIEEY, BIABRT, BREEEENES), BFRESE/ VN
[EEHE. XAEMmAMMZEER Citrix Workspace N ABIEF. ZEASEREESEZEHI&ET,

EEEYFIE, 5FA Get-STFWebReceiverAuthenticationMethods 142 TokenLifeTime J&
4, Fg0 :

$rfweb=Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

$rfauth.TokenLifeTime.ToString()

E{E A PowerShell G BB, i&E@EA cmdlet Set-STFWebReceiverAuthenticationMethods F12%%
TokenLifeTime . 340 :

$rfweb=Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

Set-STFWebReceiverAuthenticationMethods -WebReceiverService $rfweb
-TokenLifeTime "07:00:00"

INRITGIERBETIGINE] 20 /NEFA L, NWIRATUENN Authentication Service IR KB4 ZHA,
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Citrix [ X 88y
BEXMXEBRNESZER, BEH WX X,

RNEBEY

RIEBIER TS EN B REMEETINER. RIFMRENERRITIRIEREKRIE, A2
SENLENNAFIEE GINEEREZESMN) FREKRIE,

FF Web ' 283417], &M% Citrix Gateway FISIEBIIZE AIEE T StoreFront FIRIEBR
H{E, XENTHFY StoreFront RIEBESFHEFNM X B, FXEEBER SHRIELEZ BT /%t
EHo

AREEER Citrix Workspace [ FBIEFF1E1EREE) StoreFront B[S AN ARERNBR, Fit, M
* BEFENATNENBRNHE—E, ZNAEFSEHARFERIIR. ATEEEN, 58
BB IET R RRFNRIFER. BANERT, MARFNRIFERR 60 21, EBNUILE, 5
BI%) CTX221465,

o B Y
7f Citrix Gateway £, EAILUgEREIEEN, UWEXLENEBGEHARIE, TICHAF G,

Authentication Service R ARSI ETEHR

Authentication Service &R T EZRIBIERNTHE. RIANBRT, SHEE 20 N\HEIH, X%
HARPEH.

R Citrix Gateway #H{TEHI0UE, M2 StoreFront S5hETHARY, StoreFront 1A Citrix
Gateway & Hifl, RN X WIEMATENRES, NESREEIRUEHRER StoreFront, 400
RIEHRLEEXMER, MWATUFN X REERTEE N SR AR EEFIER,

BE, UE Web FSEEEREABIER, RTEDNBRNSSHRSIEETSEIHc s, AtSELEE
HAF BB AR ZIER Citrix Workspace N AATEFAE X o

EEERADEER, 1BES1TUT PowerShell :
$store = Get-STFStoreService -VirtualPath "[store path]"
$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime.ToString()
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* [store path] EEAHEMNBIFEMEERR.

BB ATHEERER, 15517 T PowerShell :

$store = Get-STFStoreService -VirtualPath "[store path]"
$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime = "[max lifetime]"

Save-STFService -Service $auth

¥t [store path] EEANMENMITEMEEE, K [max lifetime] B AFAEREHATE, MF
—XUA (E—X) WM&, BFEE hh:mm:ss KX, WFBI—K (FRE—X) WE, 1B5EA
d.hh:mm:ss #&o

REEMERE

HAPTEIRE AR, REEFMERTBRIOIETERNNAREFEEM. APAINES
MgE ERSEERBRNNAERRKE, MEREEBRERMRENENSHIFENARER. )
i, XEFERMNIBKREETEN—TLIFWEBEHE S — D TIEhihR & IR e U AR E,

SAFPEREN, s B8sERMERIMIsTHNERNARER. fN, RRBFERIIED
NRBEEHFEE T —ENBERF. NRAFPEEERBRNIRAGEEERNENRE LEREIE—
TNABEE, WETESTHNAREFBofERigE. SAPMNSENBEEIHE, BFRNM
ZN RIS R NPFTE N BEFE S Bl ERE, EFRzXH. MNRE:T Web X255 1PN AR
&, WASERBRNNKSEER. BoNAREFEH

£ Web J R RPEEHERER

StoreFront EIREH 8 AR TEEINERIRE XTI Web RS 2RRNABIERER, XRUT
ERMRHIBILIR

« & Web Y SEHRERERENNAREFPIETHN, REEFTEETTA.

o X F M Windows &&ZIFRIMEENAF, REHLSEERQNRIAFIRE ERET Citrix
Workspace app for Windows ZZZRiEid Web X523 THE, FeaEBRREENER.

- BEEMEEDBMAEENNATERF, &3 Internet Explorer i8] LRI B P 4 U bk 55 780
BAH Intranet SRS = X1T.
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« NRWE ERE-TMKEAHAFER, ARZMMEENTERRERNBIEHRE N EE, N
TR EEMERKEENF, ZAPHNARFHFIENER,

o TN EEBZPRAEY, Citrix Workspace Bnizs REERFEHEE—TNBERF. BEEMEERDZD
NRER, BPRZE Citrix Web ¥ RBo

- ARERARIBTEINARERNE— N5 N BEFRNERE. FRARRENKNIERD
B, ZUfEA Citrix Workspace™ [ RIZF N\ REIE I8 R ERMEHZIR, TEM Web
& P imrFERE S X .

o HERER—NEIEAMFHITHN, REEFEEATH, BEELI, FEF Citrix
Workspace W FAfEFERE,

ZEEd Web X215 P N ABBEERMENZIEENMERKILE, B FIENARESEMLL BR_LEEF
RIEEFER,

Edit store website - /Citrix/StoreWeb

StOI’EFI’OHt Session reconnect

Session reconnect allows users to continue working with the same application instances across
multiple devices rather than restarting all their applications each time they log on to a new device.

Ul experience Configure the session reconnect settings when a store is accessed through a web browser,

Deploy Citrix Workspace :

When logging out of a store
app
Category settings Store log out action | Disconnect sessions - ] i
Appearance

Session reconnect
Featured app groups [+ Enable session reconnect
Authentication methods Automatic reconnection
Website shortcuts v Automatically reconnect to the sessions when users log on

End user settings
Launch preferences T
% Show reconnect button

Store timeouts

] Show disconnect button

User interface settings

Advanced settings

ﬁ[ Cancel l [ Apply

TR EREEFERIRE
1ETEEHIRIE, TEHIREOT ¢
o BIARIE | SIENMILEHE, NARFNKERIER BoINE P IRgSHTEER.
o AHRIE | SEFHEUERN, NAEFNEREARIERERS S LBMEH.
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o & HEMSRIEHE, NARFMEERIERRET.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace contrel allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups 299

Logoff action [Disconnect '] i}

Authentication Methods
Website Shortcuts Workspace Control Terminate !!
Depluy Citrix Receiver/ [+ Enable worl. [Eone

- APERFNEDEFEEIRIE - SAFERN, AT ERNRIENIERMIRE EBHE
o

RARFIRE
EFIZEARRRY, EAIMERN TREAFRAF AN ERERRIE

- BRERERERT - B0 ERERRE, BTEMERISMEE LPERAERNRIE,
- BREEERT - B EAERRE, BTEMERYRE LFrEERNRIE,

XEGERN MBI FRAENERERTANERERERIE,

{8 PowerShell EiBSIEEHIERE
E{ER PowerShell EfERIEEFNERE, 15517 cmdlet Set-STFWebReceiverUserInterfaces

E5ERAF Windows B Workspace NAEF LB BRIZENESE
BEEAT Windows Y Workspace FECERIEEFNERE, 1528H BB TIEX TS EHEE,

ACiE Mac kit Workspace W AREF LSS EFTERE
EfdiE Mac ik Workspace N BIEFHIRIEEFERE, BRI E TIEXZEFNIZE,

RRABRANAEFNSIEEREE

RO LUTE StoreFront FE2FES Workspace NARFHSIEEFHER, Tiee{eiiE. B X4
1|:| ) lﬁ;/%';ﬂ}b-l«q:%l%E%ﬁ Eo

AFRFmEgE
BIEYRARERE, FF FEUAEENE FRNHEARELELTF,

A ABNKEBURTEE T A Ul 1858,
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T HAL

Edit store website - /Citrix/StoreWeb

StoreFront User interface settings
These settings control the end user experience,

Ul experience Web browser settings
Deploy Citrix Workspace Automatically launch desktop
app

(v Show desktop vi
D | Show desktop viewer i ]

[+ Allow end user to download a Citrix Workspace app configuration file.
Appearance

Featured app groups Multi-click duration: @ e 1

Authentication methods Navigation tabs

Website shortcuts Select tabs: [Home, Apps and Desktops = ]
e N e Default tab: lHome - l i ]
Store timeouts

Session reconnect

Advanced settings

T IAALE
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Edit store website - /Citrix/StoreWeb

StoreFront User interface settings
These settings control the end user experience,

Ul experience Web browser settings
Deploy Citrix Workspace [+ Automatically launch desktop @
ZF::JBarance [+*] Show desktop viewer
Authentication methods
Launch preferences Navigation tabs
L [ ] Always display navigation tabs

[ Show Home tab
Session reconnect

Default tab: Home -

Pinned links

Custom announcements
Dialog after log in

Advanced settings

B ) ()

BEIEEIRE
MREAKEHFBERFRE—TRH, NWERFRERNEEZEH,.

E({FFH PowerShell EXBoIBEIEHEIZE, 1&i51T cmdlet Set-STFWebReceiverUserinterface 3
S AutoLaunchDesktop o

LIS ETEM Web RS2 EIRIREEMR. WA Z =AY Citrix Workspace™ N TR B R IRET A
iEHo

E(EH PowerShell BEIEEDT, i&EH cmdlet Set-STFWebReceiverUserlnterface F{ER B

AutoLaunchDesktop o

ERKEESRR
FEEEHRZRMX HDX™ BERTENHRNTERE, FALRERFEESERLTEE, REE
ERRMRERF L, FERIAEA.

i BIEEE Web 3552815 A Windows. Linux F1E A Z R HDX B P (B S B 5 FIRE
B, HAFER HTMLS HDX ZEPIRTEE Web %S EhA RN, TiCLIGENM, thREE
TIER,
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E(EH PowerShell BEEILET, i5EHA cmdlet Set-STFWebReceiverResourcesService £

ShowDesktopViewer o

RIFBLHAP TH Citrix Workspace M ATEFEEB X4

SNSREARULIRIT, NWHAFER Web RS2 RN AEERN, AIUTH - EXH, ZXHRT
7 XBEXBIN FBREEECIE Citrix Workspace WA ERF. FECX {2 Siffiid = LR IRIN A RIERYE
BIFAEE, 2RENNBEEEEREW Citrix Gateway FRZEFMEIRHVIFARE o

EEF PowerShell BaXthi%IR, EEH cmdlet Set-STFWebReceiverUserlnterface H 5%

ReceiverConfigurationEnabled o

B R EFRETE]

Bt AR EERRBRFER BAZ R EIE— AR, X{GEATM Web JEREMNHRIR, MAE
BT MAHZRER Citrix Workspace N FEERFE AR

EFF PowerShell B % X a5 4E0(8], 15517 cmdlet Set-STFWebReceiverUserinterface 3
HEE MultiClickTimeout o

IISERTEM Web FI G EhHRIGER. ERNERFTAMEZER Citrix Workspace N 12T

SHETF
A RIREBURTFMERY Ul (K58,

RAEE

PR BN SAE

AINBRT, MRZRDTF 201, Ul 2ER—1MEENE, EFRMEZRBE—TEBRL, XE
EF. BEAALUER MR ERIMETFED, NMEZHRERRENE, ERIEDNE, T
WRFEENA, BFRHIERSFMETF.

RAXUETF

AIMBERT, Ulga—MEITERF (BRAERN) , BTFERREXRMNRAERNNARER
MRHE, “FIETFRE IR TN A ERN AR KERPREE. EERMERTLUS
B 2R EDUET-RETLUS RS, iR A] NE N TR B S E M EDTF FIREL

FRINET

RIANBERT, ARBEREBERHA TR+, EaIUERRINET+, WERF#AMBRERF 5
SEEDF, IREEFT HNARRE, WATLUAFRINETAENARER. BEXFNIHE
FER D RN AER.
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LREW

HRENNAZEFEHTAN, MR\ ERRINKENNAEZFIE, WEXEREERRE
B, APERMERE, BAEINE ERE.

NEFET R THIFIRS, EREETNAER. RH, EEREBET.

MNRNET R RE THSIRFR, EEAFABERERFEERENEDF,

I st
el BT ETUETF
R FATER BTN ARERETE
SH TS EET

E{FE A PowerShell BHUXLEEIN, 15551T cmdlet Set-STFWebReceiverUserlnterface, H{ERE
ShowAppsView . ShowDesktopsView #1 DefaultView o

SR ERENS
EREFFAREBE UETAEESEENEARERL. B X FHAER, BERMAKL,

NEXERANAR ERMELENERE"

FERIAAEIEEN, REWEENBFRFEXERN, REMTMMEENEREE0. EEEIEQ,
& ATER PowerShell,

ERENYEIE, EVEH Get-STFWebReceiverUserInterface, a0 -

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show personalization screen: $($websiteUI.ShowFirstTimeUse)"

E2ERERABN, EJEH Set-STFWebReceiverUserInterface F{EHE% ShowFirstTimeUse
o BN :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"
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Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowFirstTimeUse $false

ERECHEES
MR SR SEIEIERS, RNIFAFREEERE, EEESRIIANEA. ETEBIIEE, FHNaE
FA PowerShell, EFXEYFIE, 15 Get-STFWebReceiverUserlnterface, 5l30 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show Activity manager: $($websiteUI.ShowActivityManager)"

EX M EREEIESR, EAE Set-STFWebReceiverUserlnterface H{ERSE
ShowActivityManager o il :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowActivityManager $false

& 7E
= g
I IHRE R E(E R ISR B B

StoreFront™ Ul LRYBENX URL 5% F E X RV, AR EMubayRE AR, )
REFRMEIRIES N, EBIRAFERZM StoreFront Ul S SMBIMLL, EEFE (FIMNZFMLE

HATEIMF) AHARER, MEFMIHERXEHERE, XEFSMERN. ERE, Itk
REMAAEILFAT A,

A&
R ANINEE 5%

1. BB RIS R nhH e [ e R .
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront PinEd e
Add up to 20 links and pin them to the top of the store for easy access
Ul Experience [+] Enable pinned links
Deploy Citrix Receiver/
Workspace app lcon MName Link -
Customize Appearance https://support.example.com -

Authentication Methods
Launch Preferences

Session Settings

Client Interface Settings

Pinned Links

=
(=}
I
=
2

Advanced Settings

B o | [ Aoy |

2. B AR,

Add Pinned Links

MName: | bu pport |

Link:

(Required) | https:{fsupport.example.com |

I(g[:]nx —_ | Upload from local computer | [ Browse... ]

Tooltip Text: [ ]

Preview:

FL

Support

o

3. WARM. R, TERET, HXREERER.
4. B EFHHPHWE

XA BRERETNAR, MUBREIP)
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@ Citrix ‘ Q Search Workspace 851 MB

(2 Intranet 3 Training /& Help & Support 3 Trouble shooting & Assistance [3 Brand store

Custom URLs with icons

N

Description
Home Apps Desktop
Quick access
Managed Windows APAC Desktop Microsoft Word Microsoft Powerpoint Microsoft access lira Google Calendar
Desktop 2022 2021
T Turr ktop
w w A
Microsoft access Jira Google Calendar -
2021 Work account 2
Web Deskt Desktop app

BEXRE
EEIURE—MEE, RARAER, BN BTN ERRARED,

p=3_

IR R ERIMAALEN T A, MNREERNZEZMALE, NEUEEAStoreFront & i Ul
HEX APIBIZBEX ARG, BEHRHIANNNSIR.

KREFEREEX RS

1. ¥BRIERIEM LS
2. EERIFIGEERTF,
3. BERABEX A,
4. B AR,

5. WAfER

6. WAZKRLBEX LN EFIAERRI B EAFIET 8,
7. WARRLER P N ERRER BHAFNETE,

8. EEREREINENEZESD

VAY-=
VI Ho

|§I]]
|
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https://developer-docs.citrix.com/zh-cn/storefront/storefront-client-ui-customization-api/add-a-dynamic-header

CITRIX® STOREFRONT ¥#ihkas

Edit store website - /Citrix/StoreWeb

StoreFront Custom announcements

Send a custom anncuncement so end users stay up-to-date on events such as maintenance
windows, software updates, or expected outages.

Ul experience

Deploy Citrix Workspace [+ Enable custom announcement

W Title: Upcoming maintenance window

Appearance

PR Description: This store will be unavailable on 24th April from 22:00 to 23:00
Launch preferences

Time pericd
Store timeouts

Start: |01 April 2025 00:0000 8] ] [uTc -

Session reconnect

End: |24 April 2025 22:00:00 ] ¥

User interface settings
Position
Pinned links @ Top

Dialog after log in

Advanced settings

SAPERN, RERKARTERZIINERR/ELR.

‘GH Citrix Workspace Q. Search Workspace BE ]

o Upcoming maintenance window o
This store will be unavailable on 24th April from 22:00 to 23:00

Good afternoon, Joe Bloggs
Friday, March 14, 2025

Home Apps Desktops

Quick access

(] “se ¥ es
Calculator Cloud Excel 2016 Cloud
Desktop App Desktop App
Powered by CilTIX storefront-eu-1
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BEREFIFIE

EAURE— T EEREHIBERIIEE, BROTRRIZMNEEF S StoreFront 3XE, f&F]
DERItTsEm AR SMERESR, AUIEMER. BERBIA. REEER. HFEAR. T2\,
REEHAERRRAER,

p=—

IR R ERMAALF TR, MREFERIZZEATE, NALUERStoreFront ZF ik Ul
BE X APIRINZELIBIMIEE, BEARIEERINEREETRITFHHER.

BIR B ESITEIE !

1. %) (/zh-cn/storefront/current-release/stores/websites.html#configure-a-website)
2. R EREIEE LT+,

3. EF BRAMNEERT .

4. WANRRE. “HER R

5. IEFHBHERAR, NREFEEER, NWANEEX . 87 XS 30 X'ZE#HTik
Fo IREICHR, WIRTHEAR TRERNIBEHI,
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Edit store website - /Citrix/StoreWeb

StoreFront Dialog after log in

Create a dialog prompt that displays to the user after logging into their store. Include details such
as an agreement or policy before accessing the store, organization information, or step-by-step

Ul experience guidance.
Deploy Citrix Workspace =
i e |#*| Enable dialog prompt
app
Appearance
Title: Terms and conditions
Authentication methods o
: accepting this message you indicate that you accept the terms
Description: By pting thi ge you indi hat y pt th
Launch preferences and conditions.
Store timeouts
Session reconnect Button text: | Accept
User interface settings Display frequency
Pinned links #) Display only the first time the user logs into the store

Custom announcements /) Repeat display

Dialog after log in

Advanced settings

B [ et | [ Aepy ]

BEXRZLBFPHRENEZER, 1EEH (/zh-cn/storefront/current-release/end-user-experience/

modern-experience.html#log-in).

R TR R4
AR RIETE L REIRNFERRRATANR LA, SXESEL, H2H LHEF
RIA ST

=

B Web Y5235 RN BREERT, & EF“FH%EVT%?F‘Eﬁfﬁﬁﬁzrﬂilkl?ﬁb\ﬁﬁlu\o Al
%StoreFront?Hbuﬂ'xﬁ?}hﬁ’]r—ﬁﬁﬁzf’o iZ Citrix Workspace W A 2150 A EE
BY, T StoreFront E2iE.

EATF M Citrix Workspace N BIEF BB B RIF

LAPER 232150 Citrix Workspace N FATERFhRAS 5PN A EEY, StoreFront ® 2/RFiE S
B RIFHNER. THEINE StoreFront ECiE
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ERATRESEHNMNARFRE

LAPET Web S 2RIA 0N BEER, FENAREFFRIPIELNAEFSEIOAL FRRENR
o StoreFront 2308 X ESRAFURE N ETRZHRIFHAIR, BRIEFER ChromeOS, T&EBF ik
BEH Web NSBERFENHRER, RAXLERZIFNBRERRP,

S

B LUE R AN ATEFRIFRIIBAR Citrix Workspace N FTERESINAER, Hit, T8
BESNERMBREFRFRIPZE, Citix BIEER NARFFRIPESKEE, ERMBIEMNTZRF
[z A2 RIPEY Citrix Workspace N AAIEFRABIE N BIEF ML,

INRERA ICA THEHRIR, AP AU ICA XHLUMERN BN BREFRIPIIES. &
e, FNEEEMERNAREFRIFZA, Citix BiEER REEESILN,

2507 ZHiRY StoreFront lRAZ1{{E M Citrix Web # & 5 Citrix Workspace E5igs #iNIE %R
R Citrix Workspace N AREFIRA, HENAXFim#HERLERERAERNF ERERGN

RERRIFHNRIR. AN, TERIERASERICH, XSRERHEIRMZREEE. H

Ite, BB HEREER.

RNEEEEANBAEFRP

E S iF StoreFront 7£52 321509 Citrix Workspace N R A L R RS RPN BIEF, BFEH
PowerShell cmdlet Set-STFWebReceiverAppProtection,

1. UEBRBHDITH PowerShell #5]5,

2. MNRIEBEZ WL, BEHEEALE BN ERBEER. X2 Web X K28+ EREVE
Z, 590 /citrix/Storeweb . EEJLAEFA4 Get-STFWebReceiverService JREXPTEW
i R HL R RV R,

3. 51T PowerShell :
$receiver = Get-STFWebReceiverService -VirtualPath "[virtual path]"

Set-STFWebReceiverAppProtection -WebReceiverService $receiver -Enabled
on

¥ [virtual path] BRAFE—FTHRINERR. MRIE—1WEL, WATLHERR
-VirtualPath o
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4. MRAFEFBETHE Web MHFITARR (CieeBIEERARRELRRRNBAFEETER
Web F3588) , MRZBRPARAIE, Eel ORI A REIE A E N R F R A EEER Citrix
Workspace app Bafle B XFHMELR, 1BEEIRCitrix Workspace app ERE.

5. APEXIIFNABEEMIGES, 08 Citrix Web i BARE, M4 EREMN Citrix Workspace
app BE. NRAFPEEPEHRM, N StoreFront TTEBENBREFRA, RHFETRZHRP
NN AREFMNREE. Eit, BEZZARIEMED, §XFHAER, BEEAITRPBLD
Citrix Workspace app i,

EEREBRATESERMNNARE

ZE{EF PowerShell E N AEEMiE 2R AT RS BINNARIP, 15517 cmdlet Get-
STFWebReceiverAppProtection, #40 :

$receiver = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Get-STFWebReceiverAppProtection -WebReceiverService $receiver

BRIE
DIEYMSHBRIGE, BT FEFENG FRASEEEIEATE.

Edit store website - /Citrix/StoreWeb

StoreFront Advanced settings
Configure advanced settings with caution.
ki = Enable Categories view v
Deploy Citrix Workspace Enable Citrix Workspace Launcher v
app Enable Fiddler tracing '
Appearance Enable loopback communication [ On =
Authentication methods Enable strict transport security
ICA file cache expiry 90
Launch preferences 3
Icon resolution [ 128 b8
Store timeouts Loopback port when using HTTP 80
aiean s Prompt for untrusted shortcuts :"
; : Prompt to install Citrix Workspace app after logon -
e Mt e iy Protocol handler skip double-hop check j
Pinned links Resource details Default >
Clicton ot s Strict transport security policy duration 90.00:00:00
Dialog after log in
—

“ Cancel Apply
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[EHA Fiddler ERER

)= A Fiddler BRER StoreFront RS ZBEIRRE, AT HIH. HELEFEHUTNER. LINEERIAX
7, MNESZIFARERNER, THREEHRE, 152 Fiddler BRExR.

B A AE

AIANERT, ERARFED+F EERAEFNE, BREXEFINE, FERBANGRMNE. (&
BT AR, FRMAKLERTR. BXENETHNESER, BEHEIRE.

E{EH PowerShell {ELtLIGIE, iE351T cmdlet Set-STFWebReceiverUserInterface H{ERAZE
# EnableAppsFolderView o

& R EEE

J2F StoreFront™ RS2 EINERERE, MEFTEIER URL, ERMHHEERNER, AIKEN
HE -

=] £ PUY

F StoreFront Web {CIEfEBIF LI 5 FEEIRSS
EE, WREBEEHEEE StoreFront fRSE8 Lo

* StoreFront Web RIEFEREZAR URL FE X
FODN 5E/ERRSSEF. SNREX URL BhE
Hges, NWAgeSREEEI A FHHIERER
FR[EH StoreFront ARS8, MMSBIARE
o

5 HTTP B E5/1ER, BN HTTP BESA HTTPS,
LERALLE HTTPS A E9%2RHEE HTTP
ZE3ET) StoreFront BY, JHEFRILIEN, EBEH
w0, BEBFEMER HTTP BT EER O

EFEF PowerShell {EtLIGE, 1517 cmdlet Set-STFWebReceiverCommunication H{ERS
# Loopback o

B Citrix Workspace E5h38

N . ZRAP M Web X S2RFT AN AREIER, XAAFMuEfEA Citrix Workspace Enhgs =iit
MR ERET Citrix Workspace N FRTEFE, SAEBIHE R,
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& Citrix Workspace Balss 2 B Bohikil igE it AP EEN, NABEMERSRTERE
BERAPEEEMAE. ERIMAERN, B ARIANTE ICAXH, ERFAMNRERR
BB, ERLEMAINE, FRITE Web MR EE.

EfER PowerShell (E2UELIRE, 185517 cmdlet Set-STFWebReceiverPluginAssistant F{EF
2 Enabled o

BRIEM T RESEER TH ICAXH, REIGXEFM.
BRAMRERTSY
ERBRE, 70 Strict-Transport-Security #rk, MASEHINKFGET HTTPS &E#HE) Wik,

E{ER PowerShell {&IttigE, 15517 cmdlet Set-
STFWebReceiverStrictTransportSecurity FEAEE Enabled o

A ARG HSTS, B%¥4HER, WS HTTPS,

ICA X &
ICA XHERSBREREFNNE, BRIBENGE, ICAXHEEIE, TP HBASFIEIERE
% ICA X, BRIAF 90 #,

E({FF PowerShell {8tLi&E, 1E351T cmdlet Set-STFWebReceiverResourcesService FH{FFH
BH IcaFileCacheExpiry o

Bt #ik
EMIRS2ERBENFX AR DN EER, XRNERFRT Ul FERBERAN. BIAMER 128,

E{FF PowerShell {8thi& B, 3E351T cmdlet Set-STFWebReceiverResourcesService FH{EF
2 IconSize o

A HTTP IR EIERO
Y ERNENEE EN B HTTP HE B, thigERgERO,

E(FH PowerShell {22 thigE, 153517 cmdlet Set-STFWebReceiverCommunication FH{ERZE
# LoopbackPortUsingHttp o

RTAZEENRES R

RINMBERT, EERh MibiREAN B, RFIBEFERERLRIIERR, WRRAFHTH
o WIRZAILLINEE, AP AUMNARZEERNMLEEHE IR,

237


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceiverpluginassistant
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceiverstricttransportsecurity
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceiverresourcesservice
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceiverresourcesservice
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/set-stfwebreceivercommunication

CITRIX® STOREFRONT ¥#ihkas

ERERTZE Citrix Workspace NFTEF

AP EXIGIRRBEERLE, Wita=iRt@N Citrix Workspace R FFERFH gt T & Citrix
Workspace W FFZRFEIED, FRINER T, HEEIFA StoreFront BY, XRTERAPERZBEILE,
K&, B LUARERGIRIRE Citrix Workspace AR, ZHAF &I Citrix Gateway R
B, MISETRN, RAXESIIERF 5K StoreFront Citrix Workspace N RIEFHNBEREZEIA
4,

E{F A PowerShell 182UtLI&E, I5B1T cmdlet Set-STFwebReceiverPluginAssistant FfEMA
SE showAfterLogin o

BRFHAER

HEEALHARN, BREMIALETEDRIFAEE. BE, MARERT. IREEFEA
preProcessAppData BY JavaScript BEX I, MAIAER T8 REINEN KR, EERMAEK
B o

g A2 e L S R

MRER7T miaERRE, WA RS LiERFEEAE, B3R dd.hh:mm:ss, BRINMER 90
Ko

E{ER PowerShell {&eittigE, 15517 cmdlet Set-
STFWebReceiverStrictTransportSecurity F{FEHEEE Policyburation o

ECEIEENIRILE
1B AN A EMLEZER R P ECEET Citrix Gateway 151RI N A RS, @D Citrix Gateway R
2R AEER B TR E B MR IRIERIR IS,

EERT:

FEZARSHMEHR, —RAREA—ORSHNIRSFAENVEEHRITER. HR Citrix
StoreFront EIRZEH| R EREBRNERMEMRSHE LiETT. THE, FEEEERLTHERIRS
#a2l, UEEFHMEPREMARS S

1. 7£ Citrix StoreFront B2 HI AN ABERPIEF NEBEE TR, RAETEERERTIEERE—TMN
IS,

2. HRFERYT, BhRRBEZERESIRE,
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a NetScaler Gateway appliance.

|| Enable Remote Access

Select the permitted level of access to internal rescurces

®) Allow users to access only resources delivered through StereFront (No VPN tunnel) ﬂ

) Allow users to access all resources on the internal netwerk (Full VPN tunnel) ﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway w7 ]

o [T

3. E'EEEZEBIFIGE FEER, IBENLEMEEZNAF S UMD Citrix Gateway
IhiR R RIS

s BENVAEENARRNE ENBRATR, BABRERERTEAN. IENEME EHE
R P BEA IR] N A P IS
- BEERIEEIFN, Bk BRIEREAIR.
o BEEIE N ABEERREIRET Citrix Gateway BIF, 151%FT VPN BBdE. FAFER

ICAProxy B{EZ F i VPN (cVPN) ERZ Citrix Gateway, FTEEFA Citrix Gateway
HFREIITEEER VPN,

- BENREEEFE (SSL) EERML (VPN) BREER B iEEM RS ML L EthE
JRATA, 15ER5EE VPN B8, B P EE Citrix Gateway #ARIEIT VPN F2iE,

LITE XN AEIERZIZIAEES, M Citrix Gateway E@S M WIEAEZ2BIER. AP
[ Citrix Gateway #H{TERIIE, HEIHRIENBEENBER.

4. MNIREBMIZIZIAIR, 1BMCitrix Gateway IR &!) R Pk AP B] LUEE HijiR N A S RYER
o, Bzt AmENEMN AEERENERARER AT RFIERE, NRERETIERFR
MEZEE, BRLAMHARIRECE Citrix Gateway FBIZ RIEIE
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5. MIRBIEIRPIEEZSNZEREBBEIZMEEDNIAIN, BIEEM Citrix Workspace N2
FF 15 10) Rz A 7 G B B {E FE B RRIA IR o

6. BHAERFEEH X A ECEIZZ TR IEHE,

Citrix Workspace N BEEFERERRRBER P BEEIAMME LR AEMLE, REEFESHN
WiRAE. BXEHREIRRNEZSER, BERREEEIRR.

FRINER T, StoreFront £ AP EZEEIN AEERNM X KENZEIR. EACE StoreFront FHAEH
W % HAERW X REEER, BSRRE HDX BH,

BoiE R FArE

BER N AEEIRE

1. 7£ Citrix StoreFront EIEZEHI N EERPIEF NBARBE TR, AETRESERTESTRE
NMAEEIRE

2. BIAPITENENEUEBRSERRETE,

3. #H|“Kerberos Z AN KB EN BREIE RS {ER Kerberos ZRME(TERIZFHITE R
UEo

4. 3| HDX BRE"ETFURERENBREFNKSEESHENRERNM X,

5. BRI\ FNAREE EN-FUEESHBEFHA FQDN 3B -FHp4titEf Workspace N BERZ
EEAF ERNEEE.

6. ¥%%)*Entra ID SSO"ENEMUEERE X ENMA Entra BJ Windows VDA #11T SSO.

240



CITRIX® STOREFRONT ¥#ihkas

Configure store settings - Store

StoreFront Allow favorites

@ Enable favorites

m When you enable favorites, users can add or remove apps from their favorites. Favorites are
displayed on the Home tab.

Kerberos delegation

Disable favorites

Optimal HDX routing
When you disable favorites, users are not able to add or remove favorites and the Home tab is
Advertise store not displayed. Favorites are not deleted and can be recovered if you re-enable the feature.

Federated Authentication
Service

Advanced settings

“ Cancel ] [ Apply

Wi e
EAURTRANARKENRE. XEWEBSERERAPIEITERF L, UERESE, 1R
IEERNREMAIHTER T YR, N EREDFRRa5E.

B RS A
fiE A RN BB R M Iz —
« DIFRAPEIEMBIFREGE. AP ALGEE B E N ARFEM EHNERERREENBER. AR
A UER R G EFERUBCEREN BIZF. KRN ARERF R TR ERF L,
- ZAWGEL. AP T AKESEBUEEENABRERF, “EIUENFRETo

BRITRARMER Store ITHEEIE. EFER Store HITIAE, AR TRXEREFEEHED M
Wilo

1. 7 Citrix StoreFront BEIEfEH SNAMERFEF NABE TR, HEERERTERE—TX
REE. THRFERT, RhEENARERE

2. BEF PR R+ LU FE R R A P IR T BE

3. &R 18 L P IR LS R R
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4. e 5 R A P R DA 25 AR e

Configure store settings - Store

Allow favorites

StoreFront

® Enable favorites

m When you enable favorites, users can add or remove apps from their favorites. Favorites are
displayed on the Home tab.

Kerberos delegation

isable favorit
Optimal HDX routing Disable favorites

When you disable favorites, users are not able to add or remove favorites and the Home tab is
Advertise store not displayed. Favorites are not deleted and can be recovered if you re-enable the feature.

Federated Authentication
Service

Entra ID 550

Advanced settings

o |

LA, 1FBILUER PowerShell cmdlet Set-STFStoreService 3#{#H Lockedbown &%, a0,
B -

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:
$False

Wi e bz

RINMBERT, WEEFEEAMBIEES, ZBIEFETERSHFATRSSEEHTES, H, &
&R LOR G fETEANER SQL Server #UEZE.

EEERIERERARMEBIEELRENGPEUER, 15517 PowerShell cmdlet Get -
STFStoreSubscriptionsDatabase o %0 :
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$store = Get-STFStoreService -VirtualPath [store path]

Get-STFStoreSubscriptionsDatabase -StoreService $store

X[

« UselLocalStorage -f#1R True , WEIFEEMBEAMBUEESR (FHA) . IR False , Ui
T ETENBBERIREEF.

« DatabaseConnectionString - MIRFEANIEIEE, KNEIERFHH, SNAZER,

BXIFAER, BERAEETNEIERE.

5/ SQL Server ¥iEE

EFERASED SQL Server #3EFRE, 5517 PowerShell cmdlet Set -
STFStoreSubscriptionsDatabase , HiEEEEFFHE. BXIFAREE, BEBRER Microsoft
SQL Server TEEITREIE.

ACER StoreFront FE A EITRBIETE(#

MRFERENEBILE, EEABERNERNZREEMR N ARRER StoreFront BIE ; Flw, —
MHTEE Citrix Gateway AERARIZIR, S—TRHATEELRE LAN BEBAE. f1REEA SQL
Server BIREE, BRI BEEEIZBEAERERNBIBEEETTR, SRAMBIBERN,
StoreFront BIAR AN EECIE— T EMNBIERF, Eit, ARAIUKEFRIERNZR, 810
BIE—R, ERILOGHEA ISR B AERERNEIRE, WEAF TICEEDB EEEEERE
BRI

EERT:
BT ik R BN R E AN —ER5, EUIEN SRR S P a s R i 2EE,

FlEn, RIEEERNL A Internal’ M “External’ IS, ERAAMEBIEER, EERLUTHZA
FExternal’BEIEEC B N EA 5 Internal B IS 1ERIRIIT IR 2038 .

$internalStore=Get-STFStoreService -VirtualPath '/Citrix/Internal'

$internaluri =

$internalStore.SubscriptionStoreClient.ClientEndpoint.Uri.ToString()

243


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/current-release/Get-STFStoreSubscriptionsDatabase.html

CITRIX® STOREFRONT ¥#ihkas

$externalStore=Get-STFStoreService -VirtualPath '/Citrix/External'
$externalStore.SubscriptionStoreClient.ClientEndpoint.Uri = $internalUri

Save-STFService $externalStore

NECEL DRSS HRATHIHEMARSS 25,

ENEREEEERM N AMBUERE, BITUTHA

$store=Get-STFStoreService -VirtualPath '/Citrix/External'

$store.SubscriptionStoreClient.ClientEndpoint.Uri.ToString()

Kerberos Zift
aE .

Kerberos ZREFH, FEHEES XenApp 6.5 RERRA—IE(EH, ERESEAZTIIHFN
Citrix Virtual Apps and Desktops hxA—#2fEH,

LR ERNE R FR MR, TICEEFEREZET Citrix Gateway £/,
StoreFront R BRAFNERE, FUILTEERRFPNEIBRR SIS HITE M. HFER
XenApp 6.5 RERRRARY, ERILUSF Kerberos ik, LUFS¥F StoreFront 3 P @32
PSS HIT BRI, XEETE Active Directory FECEZE ko

1. EBR— I NAEE, ARNIEFERTET ifBENAEEIRE.
2. %3 Kerberos &k &£,

3. %2 B Kerberos Eifk X2 2 Kerberos ZEifito

4. ¥ A = B UREEN.

FCiBE N ISR EE /Y Kerberos &I+ B R & El(/en-us/storefront/current-release/media/

stores/configure-store-kerberos-delegation.png)

PowerShell

BEfFE Kerberos &k, &£ cmdlet Set-STFStoreService HH 2% -KerberosDelegation
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AN ISR ERE HDX™ &

AoE&{E Citrix Gateway B&H, UL M HDX 5|2 F){EH StoreFront £#EHY Citrix Virtual Apps
and Desktops N FTERFHY ICA EZEHBLIE, B, hRNRENX SR FE—IEME,

RAE NP EEEIAIR StoreFront BIRE AR B EM X BIEPE E X & {E Citrix Gateway 188, il
RESHR @R & HENAERNM X EMEIZE, StoreFront & BT E,

TERT LU X BRES R E I R X, XIgn@ s R IR ERRVEBEEFR O SR LU R ER X BR
HEZMXE, BEEENERARMKE. it M KIREDE— 1 RIE Citix Gateway, BT EZE!
ZXIH AR R

{8 Citrix Virtual Apps and Desktops BY, [XI#7E Studio FE X, StoreFront FTE X BIEAI X 3%
A5 Studio FE XHIKIFLITLILE. BXIFAEE, BFSR X,

£/ Citrix Desktops as a Service BY, KIFZFRFHRRMUE. FIRAFIBETE Citrix Cloud ZEHIEHE
X, StoreFront H7E X FIEMIX IS Citrix Cloud 1Z2#I&8 R EX R RN BRI TSI, A%
BFHRER, FER KERRUE,

ERLENTATR
1 PDNEERM X -> 1 PNEE StoreFront

- REFMNAREFNSE
- XENAREFNKEATRERERS

1 DNEEM X -> 1 PNEFE StoreFront

- XEARMNAREFNREE
- RENAREFNKERATEERELS

H[EM X FEHXEE StoreFront It EEFREZR R (FlUINBAREFMEE) BIHTZiAE,

Z[EF StoreFront EX T EFREMETFEED Citrix Gateway, #Tﬁiﬁﬁﬁui@qﬂ@ﬁﬁé%ﬂ%
ihe, RERAFETEMIEMNE FHEFNM X, StoreFront ML RLEER R, REREILS
TEARTRH, M EEREZERREAIGNKEEREBERAZR,

IMRRBEREM XA, FiE ICA B ESLZHENERIREM X, TR REMIEMUE L
fIF L. BIAMERT, BTFREENEKRIIM X EIERA HISE StoreFront ZiZ&IR5. &IEM X
BESBSIRE, FRbIXEEREIRFEORHNAEFMNKENEELRBIM X,

xE:
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EA LR StoreFront FER ST I RIS — T RIEM Xo

ERAKIEITATR

1 x CAMZone -> 2 x % [F StoreFront

- REQT : NARFMERE
- XEARSHZEARE | NAEFNEE
- HIEMMP R . NARFNEH

1 x FTLZone -> 2 x &[F StoreFront
o EEAREFENRRE : NAEFMNER

- RELT  NARFMEE
- HIEMMP R . NARFNEH

1 x BGLZone -> 2 x FIE StoreFront

- FIERMP R NAEFNSE
- RELT  NARFMEE
- XEARSHZEARE | NAREFNEE

1. R X B&ER
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N N R R R R RNy,
s,

<
)
Receiver =
L
m
o

.....................................................................................................

......................................................................................................

XD Site B
=, DDC
m
3
HDX @ .{
Engine o VDA
e
2. LM X B
Receiver
HDX
Engine
ECEHR L HDX B&H

1. 7 Citrix StoreFront EIZ{EH GMEMERPEFEHE TR, AEERERFEE—1EFH.
TEHRFEEERS, RhIEEEHERE
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2. EERB{ HDX BB HEINE,

3. EE—TM X,

a. EECARKEGRIGPNZRNEAMX, FRETEEERHOE—TMHZ N IER,
b. BEMEAKEXESNFRNEAMX, FRHEEREHBA—THZMEE,

C. Eﬁik’l‘%?R-F, AL R XIRGE, RN 2WA)I%E, XELKSE StoreFront (XERAM X /3
1M % 3E#ER StoreFront B9 BT StoreFront, (NRIBEFELHFEAMN X N EEEED

StoreFront &

[ﬁ]fﬂ’]ﬁﬁ}t‘}iﬁbJ\, I s IEHY%’LUL“WFEﬂﬁZ"o

4. ﬁﬂ%m‘ﬁtﬁ#n,\LEL%?‘J%‘EJ’EEWT@%W]35, BNEXS F3@ 33 F X i#2i518) StoreFront BY
BRt2att, E%F B HDX E# HikiF—tuh g X i,

Configure store settings - Store

StoreFront

Favorites
Kerberos delegation

Optimal HDX routing

Advertise store

Federated Authentication
Service

Advanced settings

Optimal HDX routing

HDX connections can be routed through gateways based on sites or Citrix Virtual Apps and
Desktops zones. Typically resources should be mapped to the gateway that resides in the same
geographical location or datacentre.

Optimal Gateway External only @  Site Zones @
Direct HDX connection o

CAMGateway CAM
FTLGateway v| FTL

Add Gateway | Manage sites | Manage Zones |

“ Cancel ] [ Apply

5/ PowerShell EREFERIRIA Citrix Gateway E&H

- BERfBEEMENRMM XE, EFH Register-STFStoreOptimalLaunchGateways

« BERNBEBRREMXRE, A Unregister-STFStoreOptimalLaunchGateways

- EEEEENRERE, 15 Get-STFStoreRegisteredOptimalLaunchGateways
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BB RS R IS

BRI LUARE B MAR ERNAREE, UWEMITETE T B FHpHaItkF 2K FQDN A& Citrix
Workspace W AEFIRERIZIB SHKFA R, RIAMBERT, SECENAEEN, ExENE
PERIFTEZN BEER StoreFront EBZEBITI7E Citrix Receiver FRNIAYETE o BRI A
[EHARERETEAR, MERFRAMNFE. FERIKE URL SERTECSXHESE Citrix Workspace
NARRER, HIRMNAEENERIFAER,

BERTR

TEZARSHMER, —RAEEA—CRSHNRSFAENEEHITER, R Citrix
StoreFront EIEH S AREREPNEMEMARS S LiE1T. TAE, FEREERETHERIRS
#x2l, UEBEHIMEPREMARS

1. 7E Citrix StoreFront EIR#ZEHISHEE RS, EFNABE TR, ARTEREERD, 25
BN AEEEE > EEN AR .

2. T ENRAREETNEL, EF EENAEE RN AREE

AoBR A fEEE O S NAEIE RN £ REEE (/en-us/storefront/current-release/media/stores/
configure-store-advertise-store.png)

RAEIERE

EEILUER BREMEIRE P ERIKEETFIEAZSHEREER . FEIRERREFER
PowerShell #{T{EH,

BEERR .

EZIRFBREEFR, —XHEFER GRS RKENRSRHNVEE, AR Citrix StoreFront
BIEEH B R EEBPEMEMRSZES 51T, TG, MIiEEREETIRSZES4H, UE
FHSMETHEMIRS 2R

1. 7£ Citrix StoreFront BRI S EBERPEFBIE TR, EROBERPIEEFE—BEIE, A5
TR ERTIER REREIRE,

2. 71 ECEBMEIRE NE L, &F BRIGE HHTARENES,
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Configure store settings - Store

StoreFront Advanced settings
Configure advanced settings with caution.
s Address resolution type DnsPort ~ i
Kerberos delegation Allow font smoothing v
Optimal HDX routing Allow session reconnect g
Allow special folder redirection -
Advertise store Background health-check polling period 00:01:00
Federated Authentication Communication timeout duration 30 )
Sesvice Connection timeout 6
Enable enhanced enumeration Z
Enable socket pooling )

Filter resources by excluded keywords

Filter resources by included keywords

Filter resources by type

Maximum concurrent enumerations 0

Minimum sites for concurrent enumeration 3 -

“ Cancel ] [ Apply

3. B A REER

st AT ERY
TR LS E ZMARSS 2B RATHEIESE R, BRIA{ETY DnsPorto

£ BRIRE HAF, M iRRRSER T RPEE—ME

* Dns

* DnsPort
. IPV4

« IPV4ixza
* Dot

e DotPort
e Uri

¢ NoChange

RFFEFR
EALIEEREREN HOX™ REBAFERTR. BINREBRF,
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A BFGE EAT, EFRRFFETRED, ARELHEE

RTFRIEERIEE
EELEE REREEIES HOX 255, BIALEN T

T REQEEOR, EFRDIFRIEETER LT,

RIFRHX R EE R

eSS REERE, AP ATLUFIRSS 2869 Windows 4554 S {4 e M B EL A 1+ B A LA ST
¥, WK EIETRE Windows X3, a0 \Documents #1 \Desktop, TCICIRERGUNM, X
e M B R A IR AR

ABREEE EOF, EEIERAIFRHRNAREER ETUEANERRHEXGREER, A
[RREEHAE"

BESITRRKRE

StoreFront 3 Citrix Virtual Apps and Desktops 33 {41Z#l28. Cloud Connector #1 Secure
Private Access BRSZ 2B MITEBISITIRACE, LUBDBEIEIEARSS 28 r] RS RBIR I, Bid SRS
TIRRIEE, StoreFront RHITERANKRE, MMES A ENEEfA e,

J8iZ Cloud Connector &% Citrix Desktops as a Service B, S TIRRICENTANMBET
Eat3E %5 Cloud Connector i F[E—AIER VDA BWEMER. #13R Cloud Connector FoiEEL
% Citrix Desktops as a Service, Cloud Connector R EAM ENEEFREFHEMNTE—IEN
VDA HiE#%, StoreFront ER SIS TR ELE RHPHMIINGE R RKRAREEMELEZRUR
SN AR K.

NHFRERERERFENERY, MESESTXE (BRAUE) RHER, EHREREME
StoreFront RS3 88 Lt R B E NERSRIIKRPASFAERRUEFTNFIE=ERESE, HERAS
FEITIRRIEEINEE,

M StoreFront 2308 F4&, #NAREIERIAEBASLESITIRINE, METF 2402 BIRRAFHEE!
2402 HESRAN, MENABEREASSSTRANE. EEARBASRETRRNE, &
f£F3 PowerShell cmdlet Set-STFStoreFarmConfiguration F15%% AdvancedHealthCheck o &
WERSREITRANE, RAERREEEM,

EazfTREERER A

StoreFront 34 Citrix Virtual Apps and Desktops 33 {41Z#l28. =iE#E25H] Secure Private
Access IRSBEEHITEREITIVRGE, R EIENIEARSS 38 A BIEERRIE N, BINMEAE D
(00:01:00), FRKIRBEOF, NEESBTRRAEEREAPIEE 1 EE, AR EHREUZES
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BITRARERRR, BEERSTINVIRE, BRCREARIREN 00:00:00, FENXEF . S5
ARSSITINNE B, FEFCARARIRENRENE, RAEREIZMMELE.

LAk ESEE AN

FIAMBR T, StoreFront [MANAREERHEZRIRIVARS 8 & HBNEKEE 30 MWEER. £ 1 XFK
DB ERRGE, RSBRANFTH, TRKREFT O, BXFiANE, AREHREUER

XEIGE,

EEHREBEY
EALEEE SRR L mE R F/INE. AIAMER 6,

ARFLEEOTR, EERIMERNEFNMDE, ARREHRE,

B RI18sa s

kIR StoreFront FZEEEZ D Citrix Virtual Apps and Desktops ik s A& N R F MR T 24
EEBIRFEIBRZI1EFgE. HANEEBEZ NMLIRARESRZ RN AT NAFREEREERNME, &k
FiEm (FRIAE) 5, StoreFront REIFTEAE RTHEHIZR L IZNEIER, HEPBESIZEMEL
BEREWN, ERIUERARAHABEEANH A BENR/NGBOETRIARE LT,

EREGBEEOFR, ©F (U BREEKEET, ARBHAE.

BREETH

EEFHNENAEETINER. BAERFME, StoreFront 4P —MEET N, MARES
REBZRBE—NERFHEER X AR EROSGRERS. BRAEEFUARSME, LER
MNFREEETRE (SSL) Eik. ZERAEERTM, BRENAREREXHT. TRKREEOTF,
ERBRAEEF AT, ARRTHEURAERF .

X {HERY X BX

FINBERT, BIEPERT XHHEE X, WEEAFPITAERER AR, NERIUTCLE
EEMIAFITANNAER. EERARZRAXHAEE XEX, 15ER PowerShell f84 Set-
STFStoreFarmConfiguration, /%0 :

$storeService = Get-STFStoreService -VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false
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FRBFRRE X BT MHIEH IR

IERILURHERREY X B F IR R IR, FEEHHR X BF SRR ERLMEBENTZT X BT, AIA
BRTAETImE (RBFFRERZRIRER)

=

- ARRIREEOF, HERPHRN X BFmER IR 1T,
. BEAMTIUE T RERE X BFHEHE R E Do

. EXBFRAEFRAUD SDREH X BFHIR

. BEHRE

N

w

N

Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscripti A
S T i Communication timeout duration 30
Kerberos Delegation Connection timeout ]
Optimal HDX Routing Enable enhanced enumeration Igl
Enable socket pooling L i
Advertise Store

Filter resources by excluded keywords
Filter rescurces by included keywords

Advanced Settings

Filter resourc

Filter Resources By Excluded Keywords
Maximum co)
Minimum far
Cverride ICA Enter a semicolon-separated list of keywords fcnr matching

resources to exclude from resource enumeration. If no keywords

Require take are specified, no exclusion filtering is applied. B
Server camm
Filter resources Keywords: || |
Keywords for n rds
remaoves any pi pes

E(EF PowerShell BE&E, 151ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByKeywordsExclude o

UFxBFREREXET, FERATIME:
- B
* RS
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BAZTH X BT MHER IR

TR TSN X RFHECRNE R, TS X BFRMIRETASCHRENHRXBF. KA
BRTARHITRE (RERREATREDR) o

1. ERESEEOFR, HKIRITHNXBFMERR 1T,

2. BEAMNFUERRITHXBFHERRED.

3. EXEFRAEFRAUDBRIRH X BFFIR

4. BEHEWE

BE(FEF PowerShell BEI&E, 1E1ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByKeywordsInclude o

T XBF2REN, TMFATIHIE :
- Bzf
- SR
IR TR E IR
ERBASTERRMEFIRIRER, RAENRIHE (FEIRERFEEDE)

ARESE EOF, EXRENMERR, REHAMN, EXEASENEPNRRER, AR
B HHE

E(FEF PowerShell BE&E, 1E1ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByTypesInclude , HIEEZFEXREKA (RBAER. FEEIME)

BRAHEMHER

I8E A IXFIFFA Delivery Controller IR AF ZIBERE, LLIEDTEE A B BG4
BIMER 0 (EBEH))

T REQEEOR, EFBRHEAMER, AT, ARRETHBE.

HEBHEFRENR/INMTE

e & F A MZFREER Delivery Controller R/NEE, IEINTE S B GRS LI AT 4
WMo ERINEN 3

T REQEEOR, EFHENEMBNS/ NI, BA—TEFE, AREHBE
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B ICA® BFIRAM

£/ Web R'W2RERRIME— ID B & .ica BEIXHRHNEFinaifigiE. $AR, Citrix Workspace
NAREFRIEEZFinti. FRIAMENX"

MNBRISEEOFR, EEEE ICA FEFRABIFED, AEEEHEE.

BRSHE—HE

BRI, StoreFront RBHIHITRTHMIIERNR X SR T HENAREIERIN X ZEN—Et. 5
BER—E, BROMEFHEITEMIIE. EA Smart Access IS ALLTIRE, NRAF@IE
SRR X BRI AERE, W RERLtINEE. FRIMENFF .

MNERSBEEOF, EFERGE—BIMEEm, AEREHE,

IRSZEFBEEE IR

FEETER Delivery Controller #RZ AR AT A BI G HBENZHXE. FIAEN L
MNERgBEOY, AEFRSZHBEEEAIY, WA— KT, AEERTHE.

H|BhRZE PR 2T Desktop Viewer

FEEHAP MBREFimGRESEY S 25 Citrix Desktop Viewer O T E4, EAE
AKX

MEEISBEOT, EFNIARE PIRESR Desktop Viewer %I, JAFELHE.

RREMARARERF
EERNRNAEEN, SRERERE NARF RETRER SEH B, FIMEN X"
NBEGEBEOFR, EXFKENANAERLED, AREGHE.

BKESHRIERSS i E

& BRIIERRSS (FAS) ERIEBEHIIEN VDA IRBESE R, YEEART SAML FE5MMEIE
AR, AEIEEER, EA StoreFront FE&FF I Active Directory 18, ER FAS 5, Bl
fETEfEA StoreFront EF Active Directory P & EBH B MR IIES AN, EHRRAVMIEREE
Fo

EREEEHAEE FAS

Pz
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&R LM StoreFront EASIEZHISEE FAS, WFETF 2511 B9kkA, EEEHERATX
teigE, FILEAIT{ER PowerShell BEE FAS,

ACE FAS :

1. ERAERIREE FAS IR5871%R. B XIFHARER, BBHFAS XiH.

2. 7% Citrix StoreFront EIEEH SN AERPER VABE TR, AREFOERPER—TNK
RIS,

3. FERFERT, EREENAEEIRE.
4. FEENABERERE L, SRR HIIERSED+,
5. Bf£M FAS BRERER, BEFNLNAREERSBRS B RIIERSS.

6. W FAS IRSZ2AAHE, NEMHEIARKK, BZF, EAILUEIE StoreFront, LWU{ETE FAS BRSS
SSRF AR, BRALUETMAREIEERE VDA, EEALLINEE, BELEMNRRE AN
FAS fRs535, MELREIAR%IER,

7. BIAERTF, StoreFront TEEoHEHER FAS RS 28, BRI LUFFAS IRSEEIER T X N E R i%

£, XBEAZYHEN, BINR FAS EIBERERE, ERILUSAIIHEELGE REThER, Lthig
BRI EZER S M0 IIERRSS RN RS,

Configure store settings - Store

StoreFront Federated Authentication Service (FAS)

Use Federated Authentication Service to provide single sign-on to VDAs when using authentication
methods where StoreFront does not have the user's Active Directory password.

Favorites

Kerberos delegation Enable Federated Authentication service for this store.

Optimal HDX routing || Fallback to username/password if no FAS servers are available. @

Advertise store FAS server selection o | Select at launch (recommended) - ]

Federated Authentication

Service

Advanced settings

“ Cancel ] [ Apply
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8. BHMEREFER.

{EF PowerShell B2 FAS

EFMA PowerShell EA FAS, 153517 cmdlet Set-STFStoreLaunchOptions ¥ VDA B REIEE =
RHFEFIZEN FASLogonDataProvider o

a0, ANAEIEER FAS !

$store = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

BEANAEESREA FAS !

$store = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

¥ [virtualpath] EHiRAMENBIEEEEE, FI20 /citrix/Store o

BIANBERT, FAS IRSBBREERIIEE, BREELN, 15517 cmdlet Set-
STFClaimsFactoryNames H{EFE# claimsFactoryName » EBIEEFRATEF FAS IRSES, 15
Hi&E/N FASClaimsFactory . EkE FINTHHEEBSIITIEE FAS BRSBE5, 1BNHIZEN

standardClaimsFactory o

Flan, BIEERIIERE FAS BRSSEs ©

$store = Get-STFStoreService -VirtualPath [VirtualPath]

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

ESHLERRBFLMEREMHIIE, 15317 cmdlet Set-STFStoreLaunchOptions F{ER S

FederatedAuthenticationServiceFailover . a0 :
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$storeService = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions $storeService

-FederatedAuthenticationServiceFailover $True

Entra ID 25 13 VDA

EALLAMA Entra B VDA ERRERER, XEFAFEMER Entra ID MEEHITEMNIIERE, EE
HEEHIN 2 SR EE TR EH A LR,

FoRFM

« 1T4HBH Citrix DaaS™ &Y Citrix Virtual Apps and Desktops™ 2603 {E SiRAFEERE A
Entra ID BV R

- AFRfEA (/zh—cn/storefront/current—release/integrate—with—citrix—gateway—and—citrix—adc/entra—id—
oidc.html) i&3d OIDC /3 Entra ID EZERY Citrix Gateway 3 H & E#1TH R IIIE,

« (/zh-cn/storefront/current-release/stores/websites/ui-experience.html) i i& 3 Modern,

« IRB 5T/ (/zh-cn/citrix-daas/install-configure/session-authentication/entra-sso.html) 3§ (/zh-cn/
citrix-virtual-apps-desktops/install-configure/session-authentication/entra-sso) FRi#RAIFF B EC
B, B, BERERNRN, AFRAGRBEIEERINEIR,

« WIREEFF Citrix Gateway #1T B0 1 IEFH MIET Citrix DaaS ihm & fREIR, N

(#configure-netscaler-adc-to-allow-unauthenticated-access-to-ticket-redemption-endpoint), %01
RPrELL R Citrix Virtual Apps and Desktops, T & E#%[E StoreFront #1TE R RIETMRE
Mx, MAFEXEM,

EREERTaHTIRE

ZFCiE Entra ID SSO -

1. FIAZEERBRIFEIER (/zh-cn/storefront/current-release/stores/settings.html) & O,
2. TER(E'E18, i%F Configure Store Settings,

3. 7£ Configure Store Settings T Lk, i%£#F Entra SSO &I,

4. BRAEHA Entra SSO,

% Entra SSO EEiEiZII£&E (/en-us/storefront/current-release/media/stores/configure-
store-entra-sso.png)

5. ¥ OK URTFIEMER,
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g BREMEEAEA Entra TWESEREEMRIVTAPIITEN. WFERIEEH Active
Directory B9340, RATREIRTEE S A Federated Authentication Service,

{#H PowerShell #{TEE

Z{EH PowerShell EERRER, BEASE -EntraldSsoEnabled M Set-
STFStoreLaunchOptions cmdlet,

ACiE NetScaler ADC LIS FRE B4 I0IERY IR EI1E 5 # ik m

Citrix DaaS £ Citrix EIEM Azure P im@id Citrix Entra ID DI E SSO., AT IREZEM,
StoreFront RBIE—MNEEEIZE P mZEIL, Citrix Entra ID MBIR(EE StoreFront WIRIFIZZE
if, EATF Citrix Entra ID MBI EES StoreFront REIFNH T, FLLEFTEBRZMDINE LT o

Ett, WNRAFIEE Citrix Gateway I EEEHITEAINUE, NAANEACE NetScaler ADC A

Citrix Gateway ¥ /Citrix/<StoreWeb>/Tickets/RedeemStoreTicket HYIEAMA,

b=

Citrix Virtual Apps and Desktops E3KIETE Azure FEIEBESMNEF I, MARER Citrix
ENEFIG, Bit, FREZE, HEFRFEUTERE,

TEERTNFEERRAS YRS R 28 URL SR I5IE,
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Client Requests
HTTPS/443

NetScaler Content
Switcher IP

Policy 1 Policy 2

C8.VEN.pol

Pm:-nty 100 Priority 200
/Citrix/EntraWeb/RedeemTicket default

Load Balancer
Lb_vs (HTTP)
Mo authentication

Authenticated

StoreFront Server
storefront.fqdn.com

o

3F /Citrix/<Storeweb>/Tickets/RedeemStoreTicket HIEAANFEREIEH DM, ZHEHHT
gR Ak &R StoreFront, ZEM X, HFR, AHIERELTEN, ARSIk TR
BANEENREERAE URL, HEFE— T EMRSSHEENBETR. AESER A RITERRES
&, IXRFRER & StoreFront, WMIREEF—a It BN LEBGER StoreFront TaZiigss, N
AIUERERE.

FRE E AR EREmEIM X B9 VPN ELIARSS 25,

IR G HIGER LU RENA B EL %S StoreFront

MREEELEF— NN EISHERELIIRS AT B StoreFront fREZ 2842 H1, HFESMXER—F
HENLET, WaMUBkStS B, HEEERARYIIRSLREERA XTI ZELIRS 3. &,
IBARRNE— NGB LU R EE 123 StoreFront fR53%8, XERNANBYIRSSIE/ENLE | A
— N EIRS 3

R4 StoreFront RECEN HTTPS (%) BZE HTTP, S EREBRE.
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STOREFRONT E2@J HTTPS

fEF3 StoreFront B9 IP #itBI|ER s StoreFront BIARS stf_srv , FHEBEREERFALEN
SSL fa#9#Es,

add service stf_srv <StoreFront Ip Address> SSL 443

add 1lb vserver 1lb_vs SSL <lb_vs Ip Address> 443 -persistenceType NONE
-cltTimeout 180

bind 1lb vserver 1lb_vs stf_srv

STOREFRONT EZEJ HTTP

BIE—ARSS stf_srv , {EH StoreFront B FQDN R E, FNESEIREIFAMN HTTP fa
IR,

add server storefrontl <storefront fqdn>

add service stf_srv storefrontl HTTP 80

add 1lb vserver 1lb_vs HTTP 0.0.0.0 O -persistenceType NONE -cltTimeout 180

bind 1lb vserver 1lb_vs stf_srv

I8 ssL AR E#IARS 28

BIE—" SSL AAYIRELIRS B/ RMIBER P IHiEK, RBUIRELIRS 2B/ MriHO 443 89
HTTPS &, FRIEKEBEEIMNX VPN E#RS2s, To@Eid i H9% 28533 StoreFront,

RINMBERAT, REUIRATFERRS, AR ERER, NAHAERE,
enable feature CS

add cs vserver cs_vs SSL <cs_vs Ip Address> 443 -cltTimeout 180
-persistenceType NONE

bind ssl vserver cs_vs -certkeyName <Certificate Name>

IR A TR RN RS
BIE— AR UIREERS, BTFETS T StoreFront EIESEHREREN URL #1THAEISE,
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Y URLEE /citrix/<StoreWeb>/Tickets/RedeemStoreTicket B, LLERERSITEDIEK, F&f
HERARB A%, MEAHET VPN 3RS 23S

i <Storeweb> Ei#iA StoreFront FEEIARSS8s Web SRE&HAY StoreFront FILE R, Ea]LUER
FIEPT BRCIENAFHSESS 1b_vs , WAILERME AFHSERELIIRS2:1E StoreFront AR
2 2R HYAE TR,

add cs action cs_lb_vs -targetLBVserver 1lb_vs

add cs policy cs_lb_vs_pol -rule "HTTP.REQ.URL.CONTAINS(\"/Citrix/
<StoreWeb>/Tickets/RedeemStoreTicket\")" -action cs_1b_vs

bind cs vserver cs_vs -policyName cs_1lb_vs_pol -priority 100

NFERERECIEAR TIIRERES

BIE— T HRNABYNIRER, LUBE VPN ERIARSS 88 2 XF A H Mt StoreFront RE#H TS
17] E'ruzll-.Eo

add cs action cs_vpn_vs -targetVserver <VPN vServer>
add cs policy cs_vpn_pol -rule TRUE -action cs_vpn_vs

bind cs vserver cs_vs -policyName cs_vpn_pol -priority 110

AR P S H N ARERES

Bl ER S E N EEEEEFAE RN, SIEANBEIEECENER Citrix Gateway ERZEF

Ei%. XL HIRMEL AP, MUEM{IsEB RN B EIERI¥4(E S BohECE Citrix Workspace

NRER. APERLOE Web X B854 10 N A & Wik Bt ™ & Citrix Workspace W AIZFFiAC X
s

EREE RN AEEFAE DRI TEC S

1. 7% StoreFront EIEREHI A, HF NABE T
2. BEENHSEME AN BEE.

3. TR ERP, EEFHMEXH .

4. EFEFH

5. BWEREXMHNUE, RAEEERE
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Export provisioning file

Distribute this file to your users to automate Citrix Workspace app setup.

Mame: Stare

URL: https://storefront.example.com/Citrix/Store

Access: Internal and external networks

Details v

NZNNARBEIEERTREC X M

1. 1% StoreFront EIE{ZEHIAH, EEF NARBE T o
2. TREERP, RHSHSNAREREX 4
3. BEEISENXMHPHIRAREE,

4. EEFESH

5. ERRENMHNMLE, REERRE

Export multi-store provisioning file

Select the stores to include in this file. If you have remocte users, enable remote access before
exporting this file,

Store | Access

Store

[ Select all

IRERIFIZE
LRAF B BERFEY, StoreFront ER— 1 (FFA ICAXH) , HEARESE Citrix
Workspace W AIEFEMMEEZSIEFIENBEIRE.
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EARZEIERT, BIWEA Citrix Virtual Apps and Desktops 5 5§ Citrix DaaS H& (EXRIEIE
B, BERELEERT, MEENABEEEXLREREER. IRNABERE T REZS ML
NZER, HEEZHFEMERNSEN BT ZNRAEIENFERERE, XREBER.

BANABEEXRIERE, BRITUTEREZ—

- FALBNARBIRS., X2 Citrix Cloud ER—TRSE . BXFHAER, 15810 FREBNA
BCERRSSECE Citrix Workspace N AAIER.

« 7E StoreFront fRE 25 L, FHKERINBINAEIER default.ica XXHFH,

BB LATE StoreFront ARS528 EBY \inetpub\wwwroot\Citrix\[StoreName]\App_Data BZFH#k

H) default.icao

BXAAIRERSIR, 55 ICAIRESE, RERELFRER. BEALLEIRN—1AM5E
Studio FECERIN AEF R 2 RECRIERD, RANIER TRENBREFIERD.

B EEORN TENEES

ERNAREFEENTEE RN TESR, B1E defaultica 1, AZNARFERMI— T2 U TIKE
BYER S

« TWIMode - i&&H Off UERBEOER.
* DesiredHRES - AiERIK FREE
 DesiredVRES - a3 EBEIREH,

fgn

[Notepad]
TWIMode=0ff
DesiredHRES=1024

DesiredVRES=768
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@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O *

File Edit Format View Help

Citrix Workspace™ [ FHER &

RN BEERS

BN ARBIRSEE— NAFEIE Citrix Workspace N AR BN ERS. 7EE/ Citrix Cloud Bk
, EA] A FERRISHIN ARENE URL HFEX S TN ABEENEE. X EZFMER, BB (Izh-

cn/citrix-workspace/global-app-config-service/configure-gacs-storefront),

Rz PR R P IR E

ERERNARBRSZNERAR, EALUBINAEEKFIRERE Citrix Workspace N, =
BRI NBEERINRIAMZ 2R Citrix Workspace AR, ©R2ER StoreFront BN S IEMH -
BB, XU aEiRBERM, FIERERT Windows B Citrix Workspace N & N AN B oI
FiaX g RER L. BXEBMUNIFMAESR, 1SR Workspace XM, fI40 (/zh-cn/citrix-
workspace-app-for-windows/application-delivery.html),

BERXLEIGE !

1. £ c:\inetpub\wwwroot\Citrix\Roaming H¥JFF web.config SX{f.

2. 7 <Accounts> O, HRBIEELERMNEEER <account ... name="Store" ...

> JTo
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3. 7£ Account EF9F, #%F] <annotatedServices>/<annotatedServiceRecord>/

<metadata>/<properties> a4

4. 7£ <clear/> JTEZIG, L <property name="[name]" value="[value]"/> FZANNNE
4. B0 -

<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>

</properties>

e

EZARSHMER, —RAREA—OIRSHHKELRSHFAREE, R Citrix StoreFront
EEEN S AREREPNERAEMRS S LiET. ThE, FEVEEESTERIRSR4E,
WEEFERE PRI H M ARSS 250

Workspace [ F3 ik

EFEARMEZER Citrix Workspace N ABERNNILESE, 1E5E05 (/zh-cn/storefront/current-

release/stores/workspace-app-website.html),
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B Citrix Gateway # NetScaler ADC 5%

¥ Citrix Gateway 5 StoreFront 55 1ER, AW NENBAFREZ2NZERE, HER
NetScaler ADC }eft £ & 1,

5 WHER
S A Citrix F % M Citrix Gateway SHEBEFHHFES A
StoreFront
BIE Citrix % N, MIBRFNZREE Citrix Gateway EIEE
{58 NetScaler ADC #1T & T ¥ NetScaler ADC Egi& 7 StoreFront fRS3854H
BBV T H 2

NERFKEZHIIE (DFA) BC& NetScaler
ADC #0 StoreFront

ERRREIEFHITE M I BCE& StoreFront #1 Citrix Gateway, L@
BEE—NME LEIM X H#ITEMIIE, AR
E—NARERYE L@ StoreFront #{TH5%0

11

[Ty Y= ECESHR URL, Citrix Workspace N 2R 1]
LAERIXLE URL RIEE B ED I MLEHERE
EIEB,

BIEAEFNEBERRIED FQDN SIE— P E—ELEEE% (FQDN), Zis%

AT AR ERE R H RN RS, &8

iI Citrix Gateway #H1TIZI2IH18)o
BT % EERTEE Citrix Workspace N FHFE
=2
@it OIDC #1T Entra ID A IIEUKRE] VDA
HNERER
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Bl Citrix [ 3%

£/ Citrix Gateway 79 StoreFront MIEHIEIIZIEIE (VDA) IREZHIIEAITFZIAR, Citrix
Gateway S{TEREH 23R4 NetScaler ADC E, Citrix Gateway ARSSH Citrix EI2, ®JFF HDX B
B, 1BREERT StoreFront B SR I8IE S ZAZ 1,

BXEEMXNELZER, AL I NetScaler Gateway 5 StoreFront 2%,

TR AITE StoreFront FECERAIM X, SRS StoreFront FEEF @D Z M X # 1T,

EEM X

EAEETT StoreFront PEIEBERIM X, IETE Citrix StoreFront BIEZEHI SN ABKRIIER N AEET
=, AEBEHER Citrix Gateway’, X E B Citrix Gateway & .

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannct be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sta... | URL

Authenticati.. Yes https://gateway.example.com/

PowerShell

BRI x REEBRT)R, HER Get-STFRoamingGateways

70 Citrix Gateway €&
1. 72“EI8 Citrix Gateway & O, AR
2. TEAgE AT+ L, WMAKE, RAERT—5
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« /9 Citrix Gateway BPEBIEE— T BTREW, UEBIAFIRIIE.

FAF7E Citrix Workspace N 2R PR ERTIEENE %M, HEELHPESEXE
B, UEBRBARPAERTHERIZE. i, EAJLUE Citrix Gateway FREHERAFHE
SHIRAIE, UWERAFPTUBRNIRGIMEAME RS EEHE,

o FF X B IS B F“Citrix Gateway &,
° E@/\M % E"J URL,.

StoreFront EREN T EREIH % (FQDN) HIlemE—ay, HERRETF Citrix Gateway AR
£2% FQDN, A3z#%7 StoreFront # Citrix Gateway FEHARSS25FAHEEIAY FQDN, M % ¥
URL NE) X-Citrix-via HTTP #53k, StoreFront {# B ItbAR3k K4 E 1E 7 1 B RN
Xo

A GUI REEARI—TM X URL, #IR—1W X AILGEE 21 URL i5iR), NMIRERMAIR
HEEBM X, BRT URL 29, EEBXAEE. AT EMLEEE, EaEE— AT iHEm X
BY%EBN URL, LLIEINTTIE®EE GUI (£, FLLEXAEER PowerShell #1TELE, 1EE1TE
fa] PowerShell S5 ZH1, ERZ % ASEZEGIE, fi0, IREELBERSSRHEITES
EEEZ WX, @EHRINM GSLB URL M1— eI AFAEE MEEXIEM X M URL R1BE
B, AT uitssERRE . IZMXE, EAIMUER Set-STFRoamingGateway
AII—TEANR URL, HAF -6sLBurl SEATHEN URL, REZEBH%N G6SLBurl ,
BERFEAZHELRME - URL IER, Fa :

Set-STFRoamingGateway -Name "Europe Gateway" -GSLBurl
"eugateway.example.com" -GatewayUrl "gslb.example.com"

AR

ZFieRfl, EERMEKR, G6SLBurl BHEZFXIE URL, M Gatewayurl BT

B GSLB URL, EAZHIERT, XL URL #WMAMER, NREEMGER Web 35

g2iAm, WaiRERAXEEEE ] B2, =@ Citrix Workspace I FBIZF110]

StoreFront if, ©& M StoreFront 3£EY Gatewayurl , SAENEATFIZIEARE, HE
RIFHECE N IR E# T GSLB URL,

INREFER DU LR URL, NFEEFHEENRRAIM X,

- BEER R AL
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RRNAE ]

réé

B3 58FF HDX B&E {FEAM x 23T StoreFront FIITFZ 51814
Kzif18) VDA,

RERIIE SNSRI X XA T 3T StoreFront FYIZFE A
18], IEIEFLIN, tERELE Citrix
Workspace E&has TF. Flitb, MREHE
BEFERESRED), BIEMXNBETFEHR
iE, BIFIEEFHEIER] HDX BREH,

{¥ HDX E&H R W % X FF A VDA 121t HDX 48],
BIEN{E%E StoreFront LHIRVILS, 15k
BRI,

Add Citrix Gateway

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

] et unauthenticated stores.

Secure Ticket Authority i

Display name: | Europe gateway |
Authentication Settings
Summary Gateway type: [Citrix Gateway appliance - ]

Usage or role: @ [.&uthentication and HDX routing - l

Citrix Gateway URL: |ht'tps:,’,’eugateway.example.cDm |

Next Cancel

3. EEREFIEMANM LT+ LRIRE,

T EEMANMIEEEREIERMNA RIEZIUE, XERTFEIEMAL T Citrix Workspace N FATEF
K2 MFNIAE) VDA B B4 T IE A A E A,

s HA—THZBNLZERIEMANITIRSS 28 URL,
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o FNERIFIEFEER Citrix Virtual Apps and Desktops™, A LURFA(HEHI2SFAE STA BRSS
2o

o PNRIRIETEER Citrix Desktop as a Service, N AJLUFEIERESSH{E STA IRS85, XL
EEBRELHFERMIEER) Citrix Cloud™ EjEfiA N, BAE LHC EXTERECH
Zif, 3K, XFEAETL, UEEITHREERE SHNEIELIRS# M,

o BVIEEMER 2 D STA RS B/IULEI TR

o BEHAREERSEREN STARSSRN, BNEEED IR RUBFREEFEEES.
B, ERRAEN, Citrix Cloud BR—XRE— T mEESEAL, LT IMEEE
BARREEAEDE—TEESRATEAR. HX, NRFRMUB#HA LHC I, WRE
FEENEERE HNENTEESFTEEMA STA Zif, BT ELTERIFEXFEHD
EE2R, RIbAERRUBTRE EFiEnEE:s.

o WAfR StoreFront FFIHAIFRE STA BRSS 81 STA ARS58857E Citrix Gateway Bl
R385, fNR Citrix Gateway R MEMIARS 2R, NATRESHEIXLK. Bal, HFE
BB 1EN STAN, XEEEFERATAERHAE, RAEEESRBATUBATM
Citrix Cloud ZIFMA VM TIREE, B, EAMINEEFEEAT, EEFIEMRBED
BIZENE, MR ARRINIT .

o MFEHIBR N =IEE RS FIRE B ECBE N E KR StoreFront R SR EHH. TEFEH GUI
INEZLFIR ; B X EA PowerShell RINZEFIANS B, BFBAEESE,

o R AEFHEE STA RS588 UTE STA RS ERZEIDEIER, MRFKIEF, StoreFront F¥
RIS BRI F =it AR SS 2.

« S0 StoreFront TTA1518) STA fkS588, MERE—RIEINERER RS SR FRINER
T, LEBIEA 108, BIEATLIEE X E,

« FNRIEFLE Citrix Virtual Apps and Desktops £ Citrix Workspace [ FBEF =18 BEhEHIE
BIMRET T EENSIEITH, 15%F BRASEREN.

- SIREERET ZN STA, FTLERE N STABERFIE (MIRATA) .

Lk M STA IEREIE (MR AIA) B, StoreFront @ N DNARER) STA FKINRIEE
iE, X#¥, SNRAERIEERE— STARTH, BPRRIERAEFE, IR StoreFront F1E
AIRRTLERRTED STA, EFERIMEAED STA.

AN % 1R RELZ 2 EIEMANEINEHREEE (/en-us/storefront/current-release/media/
integrate-with-citrix-gateway-and-citrix-adc/gateway-sta.png)

BEERKRER, B T—%

4. EE BHRWINIE &+ ERIRE,
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o 3% NetScaler® A<,

- IRBZNEBHERE URLBM X (BREEFER2BRZSNEEERN) , HEEZEERARL
¥ URL, MIATEEAM X VIP, XFOIF StoreFront FAEIE KT BB %, MHAEFER
[E]3A URL BXRI MRS 28, TN, ERTLUFHEREZE,

o M BRIEE TR APIEFRIETEIEE LA Citrix Workspace N BEFAFPEBENSMREIEA
o

IR AV X Citrix Gateway & &FECEBE B AINREER TR X 4, X{F Citrix
Workspace [ B2 BESSTE B RBX RIZ & BY R %iE HAERE R,
« XF LDAP ERIRIE, EFEIE
X FAN OTP HMWIE, EFREDH.
3tF LDAP fil OTP BAIE, @EFE MR EBH .
T F@EIEEER OTP, EFEEHRRILE .
MFIERBFHRIIE, EREEEF
T SAML SRIEIE, EEFE,
F OIDC BAWIE, EF I,

NRIEEE T EFEMEIE, FHE—MEBSMRIESE (ARESEFHIEREZNE
WELRENZAE) , BN EREFELR SR PIEFHEF (0 IIIET o

o (%) 7E°[EA URLHEFIAR X BIAEREI AR URL, XSRiF StoreFront BXZR Citrix
Gateway FPIEIEARSS, LUIRIEM Citrix Gateway EWHIERETRERIZIEE. ZHEiHRA
EEBEGRIER (FIUISEEER SAML) FET, FNAILNESEZ, IREEZN
BE#8F URL B Citrix Gateway, Mt URL #4700 FHFE I X BRS5 25

AR X 1= & R RN B R IIERE T+ R R =& E (/en-us/storefront/current-release/media/
integrate-with-citrix-gateway-and-citrix-adc/gateway-authentication.png)
EERRER, BT—%

5. BEHQIE UNARB,
M X IR EFEEREE B (/en-us/storefront/current-release/media/integrate-with-citrix-
gateway-and-citrix-adc/gateway-summary.png)

6. BRENAGE, BhH T

7. MREEKRBLZLTIE (EF) , NaTx AEEESISHER PowerShell BEEBE T, HI40
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$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1 URL]
-StavValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

8. AP REBEIM X IHEENNAREE, BRETERF AR,

9. BINERT, StoreFront fEFAX I #1THAIIERIM X #17 HDX BBELIARIEZE R, ERJX
VEHEECE StoreFront, MUBEEERARIE HDX EREIGIRRE R RIYERZM X o

PowerShell

EfFF PowerShell ARIIM %X, EiE1T cmdlet New-STFRoamingGateway,

70 Citrix Gateway RS

INRIEETE Citrix Cloud FERBERT StoreFront B Citrix Gateway Service, MATFEFRE R
StoreFront FREY %

1. =R Citrix MX"EOH, BHFI

2. EEIIGEEENF L, MARE, RERT—H
« 79 Citrix Gateway EEIEE— T RBTR%MW, UEBAFIRGIE,

FI R 7E Citrix Workspace N BEEFFEIFIEENE RS, Hit, BELMHPEEFHEX
BE, UEMBARPAERSHERIZMBE, fll, EAILUE Citrix Gateway FFERE R
TEHIBAE, UWEAFPATUEMNRRIEMERS EHEE,

o S X 26815 B F“Citrix Gateway Service’, XFSEAERABIZE N NE HDX™ B
B”, #FZHCitrix Gateway URL,

« (B]3%) #HiACitrix Gateway Service URL, 13 URL BZ=, N ERABIANE L URL

https://global.g.nssvc.net , % URL RANAFPMUBIERRENEAR. (REHFLEME

FRFFERM X X (Fla0, $HxHFERE) , MAUELLEAE URL, B X TAM X RS
URL B9%1)3, B I#Citrix Gateway Service 14,

« JIRITE AT Citrix Gateway ARSS URL, NIEX74a AERAY Citrix Gateway ARSS URL
(STA E#ESBIRR) . XIBE T A=EHESITE1AA Citrix Cloud BIERRIM % fRSS URL,
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HtEEmMABESH STA Zif, 1R URL BBZE, MFEAZRIA URL https://global-

S.g.nssvc.net o

Add Citrix Gateway

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

kil catiine unauthenticated stores.

Cloud Connectors

Display name: | Citriz Gateway Servicel |
Surnmary

Gateway type: [ Citrix Gateway Service e ]

Usage or role: HDX routing only ~ O

Citr‘ix Gateway Service URL: | it igloik g v et | (i

(optional)

Citrix Gateway Service URL (STA | hitps://global-s.g.nssvc net | (i ]

Connector Mode):
[optional)

For a list of available Citrix Gateway Service URLs, see documentation

am

3. EE‘mEESR A+ LRIKE,

=IEEERR DI StoreFront 3418 Citrix Cloud ABHMXEE, FiAR=EIEMANMLOERESIE
=i,

s MAED— I miEEBRRSEE URL.

StoreFront A XL =& U STA ZiE, Citrix Workspace N TR ] LUE XL
IE@IE Citrix Gateway 32IE1ER, FEIEERIEPR, miEZFERKIER] Citrix Cloud ZEIiE
MANM, HEE LHC EBXTERBSHEIL, 3K, XFLETL, UWECIHREERE
CHEIELIR &%,

o BWEER—RARUESL SN niEES, BABTRRUE—RRAAL I =iERE
2, NMMBREVE N REESBETR, ATH—FRENR, BESITRRUE
I'J\\jJuK E%&o

o IBOILURII— A EEEER, BTFERRUBNSEESEBZEDRIEK, MAREIHS
HiZZRRUBEFNE N TEESR. B2, 7E Citrix Gateway VServer BgEH, Eg
My e EERS.
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o Citrix DaaS RILABZE S StoreFront ¥ NBEEZ 2% H. TAFER GUIRNNEZEER
B X #H PowerShell RNEZ2FANFE, BRREENTE,

R A EIGE S MRS IUTERR S B B R1EK. SIRAKIESH, StoreFront FRERFIH
B = iR AR S5 250

SN2 StoreFront TiELIEARS 2R, WERTE—ERINENEERERZKRSE. FRIABRT, Lt
BYE) 7y 1 /0B, (BIERTAEE XU E.

(FNif) & BAREASRMY .
o (i) EFEMRISEESERTIE GIRATA)

Add Citrix Gateway Appliance

StoreFront Cloud Connectors

StoreFront uses cloud connectors to reach the cloud ticketing authority and Citrix Gateway Service
configuration service. Enter the FQDN of atleast one cloud connector. Add multiple connectors for
. resiliency.

+ General Settings cr

Cloud Connectors
Cloud Connector URLS @

Surnmary

[+ Load balance multiple servers

Bypass failed connector for: El hours minutes E seconds

[+| Enable session reliability @

|:| Request tickets from two cloud connectors, where available (i ]

Back ] | Next | [ Cancel

EBEERKRER, &FT—%"

4. %% Create LN FRERE.
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully
Add beacon points
¥ General Settings Beacons are required to determine user network availability. Manage beacons

# Secure Ticket Authority
. ) Enable remote access to stores through this appliance
+ Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

5. E‘Zﬁﬁ%ﬁ%}é, ﬁ% Finisho
6. IRERE ZEEA (EF) , WKH X AERZEFGHER PowerShell #1TECE. A4
$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

7. BRUANIERT, StoreFront (FRS5ATHMRIFAERNM X KGR ZEIR, ELEMREER Citrix
Gateway BR55. B ZE R Optimal HDX routing 3RECE StoreFront faIBY N {FEF Citrix Gateway

Serviceo
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PowerShell

E(FEH PowerShell F¥INM X, 155517 cmdlet New-STFRoamingGateway, FHig&&
-IsCloudGateway $true o

4538 Citrix X
1. 1£ Manage Citrix Gateways B[O+, 2EHEEFHWM X, AFIE Edit,
BXSHENBE, ESR AN Citrix Gateway 1%

2. 1&# Save R1FEH,

PowerShell

EFH PowerShell (&M X ECE, 153517 cmdlet Set-STFRoamingGateways

HIER Citrix B %

1. 7£ Manage Citrix Gateways EH, RHEFXHNM X, 7A/53% Remove,
2. TEFINEOHIR Yes,

PowerShell

EfEFH PowerShell IR X , 53517 cmdlet Remove-STFRoamingGatewayo

SFA BRM X

7E Citrix Gateway B I 4| & P ECERTIZ ARG E M5 StoreFront FECEAIEEERE. A3
NEBUAIF A Citrix Gateway RS SFAIFHAER, WEIEMASE Citrix Gateway #1 StoreFront
LXWJ‘EI«EO

23X

« EE NetScaler 11.1.51.21 HESRAFEEF LMW %X vServer SHE ZIP X
AR

Citrix Gateway RBES HEF Citrix Virtual Apps and Desktops™ [ 82 RIM X

vServer,

« DNS HATRETSFRMT Citrix Gateway 4 LAY ZIP X4 GatewayConfig.json XHERBIFRFE STA
(REEIEMANM) ARSS28 URL, F B StoreFront IBEBEXRIXLE URL,
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« Citrix Gateway £FH ZIP X{4H# GatewayConfig.json X% ‘@S StoreFront ARS528 L3N
A Citrix Receiver for Web I5 528 URL, Citrix Gateway 11.1 & E S hrA@idEx % StoreFront

ARSBRHAEEMA T FH 2IP XHZ RIS EFRE A R A i S0 s sk A ER )t a) &

« StoreFront AZNAETSRF DNS HRY[E]E URL fZAr AR % VPN ELIARSS 88 1P #ilt, FREFERS

ABIR X B Z#E1T S I,

FE StoreFront B LAfEAT L URL, ZERARIENE URL MisOHEEE S5 * URL MigOAE

B,

7

INRIERBAZHPFER T ARNNEBFAER DNS fafaZEiE], MEE URL MixOASRIaE5 M X

URL Mg AEERRE. MRIEM X IF DMZ HHER <example.com> URL, i
StoreFront I FEMNE A LATEIMLEFHER <example.local> URL, MEBILAEER

<example.local> [B]if URL $5[@ DMZ HEJF X vServer,

M Citrix Gateway S HECE

1. BERF Citrix Gateway,

2. ¥EH|'ECE R+

3. 1“5 Citrix =m&EmK" T, 2 XenApp and XenDesktop®
4. EHEABRETHXMH

nsadmin v

18

4 Up, 0 Down

Up

HA Status Partition .,
@ Not configured default
Dashboard Configuration Reporting Documentation Downloads
Search Menu 4, Download file
Q Dashboard Create New Gateway —]
Favorites v
Universal Licenzes. HDX Sesgions L]
AZURE >
System 3 2 f STA
Storefront
AppExpert > 1 0
Traffic Management b3 ; & ,
13 Jul 13 Jul
Optimization b3
Security > Current Universal Licenses Current HDX Sessions
Citrix Gateway >
L CPU Usage Memoary Usage
Authentication >
Integrate with Citrix Products 109 109
«  Unified Gateway 75 75
I XenMobile 50
I 3% XenApp and XenDesktop I 25 25
3 deboldhdob doldobcdoddbiohdcda 0
Show Unlicensed Features 13 Jul 13 Jul
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1. ERETHAEM X NERELZFEMN XA E,

EREHESA Citrix Gateway

ISR LUERB— TS AXESA—DEHZ Citrix Gateway EHIIRSZSHREE, REEFRBETE
Citrix Gateway BIZ 1MW X EiARSEZ2:, NWATERZIMNFEAXHS,

BERER
Citrix N ¥FFEh4R4EM Citrix Gateway T HBIECE XX
1. 7£ Citrix StoreFront EIR{ZEHI SN AMNBERPIEF NAGRE, AT RFERTRETEE

Citrix Gateway”,

2. B Citrix Gateway’ &= L, BHEMNXHESA 5,

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name Role | Used by Sto... | URL

3. JLEH Citrix Gateway FE#IARSS 2RECE X 4o

4. FHERFTE ZIP XHHRIM X vServer 53R, EFEESABM X vServer, REBEHSA7 W
RImEE S A vServer, SN HHFMERAEFH . IR EFEH, WBETLLEREESN
BIEHW %o
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hmpﬂrt Configuration File

1. Select a Citrix Gateway Configuration zip file

Zip file: | CA zip Browse

2. 5elect the vServer you want to import

© s —
o hitps.// 443
© e s

5. BEEMMEMX A ERER", NRFE, BEEEIA URL, BERAERZNIE Citrix Gateway £
73 Citrix Workspace N FREFRAF BN EMNIIEA L. FLEERAEVEERLF URL (BEIH
R o

o BHEE UM ERIE URL @5 BXE M StoreFront BREZ 251717,
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%mport Citrix Gateway Configuration

StoreFront Select Logon Type
Review the logon type for the gateway you wish to impert. Smartcard logon types include a
smartcard fallback option.
Select Logon Type
Secure Ticket Authorities Logon type: @
Review Changes Damain
LRy Callback URL [Optional):
| https,//CitrixGatewayFQDN fCitrixAuthService/AuthService.asmx
0 This is the internally accessible URL of the appliance. This is used to verify that requests
received from Citrix Gateway originate from that appliance.
2B RH SRR JSON XfFHEy FEMOE URL
LOGONTYPE
1= 1 &
HHMZEsHE DomainAndRSA =
RETHE RSA 2
BHeF - TELR SmartCard =
BeeF -3 SmartCardDomain =2

B+ - |ESMRILE

SESMIIE

SmartCardDomainAndRSA =

SmartCardRSA =
SmartCardSMS =
SMS =
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MNRFBE[DF URL, StoreFront FFiB1E ZIP XA FIBIM x* URL BEER[EIAE URL, &ErRILA
EFER IR IERM Citrix Gateway VIP BIEMRIERN URL, 3F GSLB W%, ESANE M
X EPFEEM—HAY callback URL,

EEAERINRNTEEFMNIIE, FEMEFE URL

6. %E':T-F_’fo

7. StoreFront {8 DNS BXR ZIP XHH%HEVFRE STA (Z2ZIiEMANA) BRSS2: URL, Hie
WENRENIEEEFR STA ZEARSE 2. MIR—1EZ D STAURL B, MEAFARRL

%

=750

Impaort Citrix Gateway Configuration
StoreFront Secure Ticket Authorities
The import process has detected the following Secure Ticket Authorities

¥ Select Logon Type Provided URL | Edited URL | STAID | Status
Secure Ticket Authorities
Review Changes https:/f ]
Summary

8. Bl F—%,

9. ZEESAMEMER. NMREEFEEEEGMEEW X URL MixO4HE (GatewayURL:port) BIF %,
BEEATHYRAEREBEZMNM X, AR X,
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Impaort Citrix Gateway Configuration

StoreFront Review Changes

Review these changes before importing.

+ Select Logon Type Gateway Information
# Secure Ticket Authorities Gateway Address
GSLB Address
vl Clanges VIP Address
Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Damain
Callback URL

Secure Ticket Authorities

W fscripts/ctxsta.dll
https:/f Sscripts/ctistaudll

) A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway -- = ] View details

StoreFront {£F GatewayURL:port A& RAELZZIHXSANM X BE SRR EEHNINE
W% PLhd, 0RM X EEAREN GatewayURL:port ¢HE, M StoreFront RFEMAFHN K, Lt
WX I§EBEFRER T E 0] LU EF L&

M X 1B EIEE ]
% URL:IGOHEE &
GSLB URL =
Netscaler® {SEIEHBELX =
[E]78 URL =
Web kR Receiver s URL b=
M % stk vIP =
STAURL # STAID =
FRAEERER =
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10. BERA. MR StoreFront RS BERSB|AN—ED, WRETF—FER, RELENSAR
M X g B REIHPRIE AR 25,

11. BEH S

EZRAB—" vServer fiti&, BEE LT E,
AE

FEERIERIAR % 2 Citrix Workspace™ N R Z=IERNM %, BRIFEENEEEAERARER
MX. MNRBEERREEMMX, MM ZIP XESABE— M XA Citrix Workspace [
RREFERANRIAN X, SABREMXFAF2EHNENEEIRENIZIAF X

{5 PowerShell £ A 1" Citrix Gateway

3%£H-STFNetScalerConfiguration
o ¥ ZIP X4 & BB HEIE RN StoreFront EIE RN EH,

« ¥ Citrix Gateway EHIIRSZREEX 4 ZIP XIFHWABIRARTE, HERHERSEEEHEPILE
=1%o

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Read-STFNetScalerConfiguration cmdlet ZF M Netscaler ZIP $ A @FIEREHINEFEFRN=
N ESOES

$ImportedGateways.Document.Gateways|[0]
$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN
Callbackurl
GslbAddressuri : https://gslb.example.com/
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Addressuri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

GatewayAuthType

GatewayEdition

ReceiverForWebSites

{Citrix.StoreFront.Model.

}

GatewayMode

Callbackurl

GslbAddressuUri

AddressUri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

https://emeagateway.example.com/

https://emeagateway.example.com:443

https://gslb.example.com:443

10.0.0.1

{STA298854503, STA909374257}

i True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}

Domain

Enterprise

Roaming.NetScalerConfiguration.ReceiverForWebSite

CVPN

https://gslb.example.com/

https://emeagateway.example.com/

https://emeagateway.example.com:444

https://gslb.example.com:443

10.0.0.2

{STA298854503, STA909374257}

: True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}
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GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

b

GatewayMode : CVPN

Callbackurl : https://emeagateway.example.com:445
GslbAddressuri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas : {STA298854503, STA909374257}
StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

}

F4E7E CallbackURL § A Import-STFNetScalerConfiguration

Bt zIP X4 & FIR H e 5 RV StoreFront BEIE RIS E. ¥ Citrix Gateway ECiE ZIP SAZRARN
7, HERERSIBEEETISHN=TF %,
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$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Import-STFNetScalerConfiguration cmdlet FH8EFFEHIM X R5|, F=PHFNXEA
StoreFront, {8 -Confirm:$False B A[FA1E PowerShell GUI B RIERIFFAT N X, NRE
FE—RFHASA—TWX, BERERIESE,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex @ -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways

-GatewayIndex 2 -Confirm:$False

EE/RBH A CallbackURL § A Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BEIEE FIiEZHIE)E
URL, F=1#1M XS A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -CallbackUrl "https://emeagatewaych.example.com:443
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -CallbackUrl "https://emeagatewaych.example.com:444
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
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-GatewayIndex 2 -CallbackUrl "https://emeagatewaych.example.com:445
-Confirm:$False

Import-STFNetScalerConfiguration W& S AN HREENE GRS EHIEEEECH
CallbackURL

f£/8 Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BE3EE ZIEFH[E)E
URL, F=1#MX I A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 443" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 445" -Confirm:$False

{E A NetScaler® ADC #1719

AIRE T B X NAEFE A EEH R ETRHES ST I HEZ StoreFront ARSZ 2389
StoreFront lRZ2RBRVIET. ASOFHMNA T WA E NetScaler ADC 185, UIEARSEFAFH
StoreFront fRS5 28 2 8171 %3R8 Citrix Workspace N FFERFH] Web X% 25A91E AiE Ko

73 StoreFront fR35234H 1 #35533 68U DNS i2R

RIEBIFTIEHZE FQDN 62 DNS A PTR I2%. ZEMKZFHHE A imfERALL FQDN &3 NetScaler
ADC && 1 #i39%383517] StoreFront AR55284H,

5l © storefront.example.com fEMT/TEHTIEEIIRSI[IHIELL IP (VIP),
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EZiE StoreFront fR532%

IRBLHITREIIEBIFRE StoreFront fRSZ23EPNACE A StoreFront fRSZ2FAM—E0 7, 2RSS 2
HERSHRERTEEUBRTEIINEERR,. B X HIRSLBFMNFRSBF[ENEZIFMES,
EE2E MANBRSSS4H,

FPIRSH[ENEENER HTTPS, MUEHHITEEEH StoreFront ARS8 2 BIRVBEERMNER. 15
27 £/ HTTPS {&1F StoreFront, IEPHMN T HAEHITEH FQDN fE/0BA%FR (CN) HEME
FA% %5 (SAN),

RS 2AE A URL IRE N HI9%23H9 URL, BE{EEAK URL, IBTE Citrix StoreFront & B
HlEh, EEMNERPAREET Server Group, A58 T Change Base URL, A& 923 E
BIARZS 250 URL,

AiEEE AT HTTPS B Citrix JRZ 1S25

StoreFront Z23£411E Citrix Service monitor Windows RS, LIRS B HMRSKIN, FHiatl
X 2 StoreFront FREZBVEITIRR. XFDIF NetScaler ADC FEME = AN BIEF MM StoreFront AR
AR ERARIEITIR M.

RIMERT, LE8sfEMALImO 8000 LAY HTTP, ERILUERGFHER NEAIRO 443 £HY
HTTPS.

1. 7% StoreFront fR5585 EFTF PowerShell E£IAIFIE (ISE) FHioiTUATHD, LUFBRIAKLT
SSERN HTTPS 443 .

$ServiceUrl = "https://localhost:443/StorefrontMonitor"”
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor

2. SeRlfE, SEXEHER StoreFront BRS3 284 P RIFR A E AR SS 280
3. ExSMESHITIRENR, 157E StoreFront ARS8 ERIE fthRIN4&i518) StoreFront ARS325AY
HEAN LRI ALLT URL, N 2EHER[EIE StoreFront lRZBVIRZS XML HEE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus

<ArrayOfServiceStatus xmlns="http://schemas.datacontract.org/2004/07/
Citrix.DeliveryServices.ServiceMonitor.Contract" xmlns:i="http://
www.w3.0rg/2001/XMLSchema-instance">
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<ServiceStatus>
<name>Citrix Peer Resolution Service</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixConfigurationReplication</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixCredentialwallet</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixDefaultDomainService</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixSubscriptionsStore</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>

<name>NetTcpPortSharing</name>
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<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>WAS</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>W3SVC</name>
<status>running</status>
</ServiceStatus>

</ArrayOfServiceStatus>

EZiE NetScaler f1 #3935

TEARIES

SNRIZH StoreFront ARES 85168 A RERIMAMAMIE BAES, NHAMTE NetScaler EREARIEH,
XZHERN, LUE NetScaler {51F StoreFront AR5 22AVIEF.

1. BR3| NetScaler ADC i&&EIE GUI,

2. %EF MEEE > SSL > iF# > CA IEH.

3. BERE,

4. ERE CAERTIE L, WMAIMER-ZHIGH, PHEFEXH FHXEIERX

5. BERE.

REMRSS RIS
ZERAHTTPS, EFE—NIEH, HEEERRIL S HITERM FQDN, ERIMUEREIEAN
HIEBMAAEIIIEREITE o
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B EE PEM SNV BEIE B X HFMEEX 4. MNREMNIEPSE PKCS12 HLa9FLAEE, WA
LU openssl ##X{F, filan :

openssl pkcsl2 -in cert.pfx -clcerts -nokeys -out cert.cer

openssl pkcsl2 -in cert.pfx -nocerts -out storefrontlbeu.key

FHIER, EXBANEERLENFHLN PEM BiB5E1E,
ELEUEH

1. &%) NetScaler ADC & EIE GUI,
2. %R REEHE > SSL > iFPH > CA EH,
3. PR,

4. FRECAIER TTEL :

a. MAIEB-EHEXN R

L EEBXHRTT, BEGERNAFHRKSENERX %,
c. EEHANXGRT, BEEEXHHN KRR EHAN o
d. BEE"T, WABBRES

e. BEHRE

(e

5. B EEHE RN PHHERIRIE S,

IE P2 REEHE (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-and-citrix-

adc/cert-install.png)

& StoreFront fRSS 2T AR INE] NetScaler ADC & & H a8
1. EMERETE > A EHTE > IRSESF . RHRINHARANE#HITHEFENE StoreFront AR

%33
T = 2 1 StoreFront BRS338, %9 StoreFront-eu-1 # StoreFront-eu-2
2. [EFAET IP IARSIECE, HAEN StoreFront TRk AIRSS 28 1P ik,

TEMNIRS R0 IR 25 R R B B (/en-us/storefront/current-release/media/integrate-with-citrix-

gateway-and-citrix-adc/server-nodes.png)
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EX—" StoreFront 33U EIRSZEEFFE StoreFront ¥ RBIRE
1. BFF NetScaler ADC B2 GUI,

2. R RETE > AHTE > 5088 > BN HARIN—T%A StoreFront BUFT i fles, ARER
FRBRIARE,

3. MBI ThISgER, %EF StoreFront’,

4. WNRIFELF StoreFront YMMIZRECE N HTTPS, NIFAFREFRRLE, TN, FECEIES T
InFHia AlmE 8000,

5. GERBEGEMIRS EN, IETAE BN StoreFront JRSZ 28 HiTfTHIARSZMINAHE, BTENE
StoreFront AR5588 E3i51THY Windows ARSS 3R ISHE StoreFront RS, ZARSZSREILLTFARSZSEVIR

.
BN .

W3SVC (IIS)

WAS (Windows #235EIRS)

e CitrixCredentialWallet

CitrixDefaultDomainService
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& Create Monitor

Name*

StoreFront @
Type*

STOREFRONT > @

Basic Parameters

Interval

5 Second A4

Response Time-out

2 Second Vv

Store Name

StoreFront Account Service
Check Backend Services ()
Secure

P Advanced Parameters

RIS SFRE StoreFront IRSZS22MIPRSBA

1. SMEREEE > AFHTE > RSBAE . BN, BilET HTTPS &) StoreFront fRS 23,
JHERR SSL il HEMIGERBARINME. HHBE

2. EIEMIRSAS, TIRSAMRAT, RHTRSFHMT

a. %fﬁ“g?ﬂﬁ%”o
b. EERIEZFEIE XA RS 2R
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c. BEHFFEEEM StoreFront RSS2 EIEMA SSL, IBHAIRD 443, SN, BRALRD
80,

Create Service Group Member

IP Based @ Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 ) ‘ Add | ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A {domain name of the IP address)

Port
443 @

Weight
1
Server Id

Hash Id

State

3. ANNMERER B0 HIER IR 2 BitliERY StoreFront YE1HES,

Monitors x
Add Binding
D MOMITOR NAME WEIGHT STATE
toreFront v
StoreF 1

4. AINER"ER

a. HPEZFIHIEP.
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b. BEMFEZBEZAISANIRSSFIETRI CAIEH, UKRAIEERET PKI (SEFERERIEM
CA.

ServiceGroup Client Certificates Binding X

Add Binding

0O CERTIFICATE

O

5. ANKE BT EFRBMAE PR IP 73K H i AR KB X-Forwarded-For’s X FB1F7E Citrix
Virtual Apps and Desktops Policies F{ERZ F i IP ik,

NARPRESEA BT EHELIIRS S

1. B % NetScaler ADC & & EE GUI,

2. BFRREEE > ARTE > BUIRSEE > I AUSIZHELARS 85,
3. WA, EF SSL MGHRASRO", B HE eIZEMRS S,
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIP)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

Mame*

StoreFrontLB (D

Protocol®

S5L v @

IP Address Type*
IP Address e (D

IP Address®
. 6 . B @

Port*

443

p More

«

4. T2 eI RSB A I E R A T E LRSS 25,
5. HEIE a4 E R IRS ARMEREIRSS 25 CA IEH,
6. AWINHEEDHIERNEH TEHZE, StoreFront 71 EFERE NIER 2RI BIERE
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7.

Method

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
request. In addition to selecting a method, you can specify a delay in accepting reqguests on a new service.

Load Balancing Method®

LEASTCONNECTION v (D)

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN s

Mew Service Request unit®

PER_SECOND W

Increment Interval

A RAME BB

Q

. FHEA M A EIRE N COOKIEINSERT,

b. BB ANS StoreFront FIIRIEBERE, ZRIA]

R TN 20 9.
c. fn% Cookie. ffl4, NSC_SFPersistence, X J7X7EiEixERES FiR%,
d. HEMDFAMIRE NONE,

=

MNMREFIEARIFERE HTTP Cookie, MEEIEKNAEE HTTP Cookie, HEAREARE
Ao
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types, you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type®
O SOURCEIP @ COOKIEINSERT OTHERS @
Time-out {mins)*

2

Cookie Mame

NSC_SFPersistence

Backup Persistence

Backup Persistence®

NONE e

Backup Time-out {mins)

2

[Pvd Metmask
2k . 28R . 2hh . 25h

IPvE Mask Length
128

Edi& StoreFront If[g]

SEAMNZ A FITEEER, T StoreFront fRSZZBINAENEE, ErRIESERERBAEI AT
R IRERENS —aRkS5E. XSBEEREMENTH. (£ StoreFront IZE EAIF[ELE
15 KA XMIER. FOAERT, igEILA On, XEKE RS MR NI B AIRE
IP itk 127.0.0.1, FEIBSRIFAZE (HTTP 8 HTTPS) A%, Lﬁ%?%’ﬁﬁ%é&ﬁﬁ%ﬁﬁ%%
SSL KIEEHIGERNEE, WRHFITERER SSLALN, HFEBEI HTTP (FR#F) 5
StoreFront @18, NMFZEFF StoreFront IF[E@ESECE /I OnUsingHttp, XEKE StoreFront £ &
FAZEM HTTPS EHA HTTP,
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Bt NetScaler ADC £ E39% 33 LA SC I AR SZ 8840 2 B B9 T A B
MREEEEH I HES StoreFront IRZFAMZ UL ERE, NAITUERAEREIRE £ it IETE
1=zia & &ITiEEEE, StoreFront 1715 £ #fEMA TCP % 808, EIL#E HTTP i[O 80 X HTTPS
443 FERMBAEEHERLIRER[/EEK. AT HRSRESTEYE, BESEFHNED
NetScaler ADC && ESIBE N EBIARS 2R, UIHE StoreFront ARS52528HY TCP w1 808 i##
T ESE,
EEBRAFITARS IRSS A
1. ZF 3 NetScaler ADC ig&EIE GUI,
2. &R RETE > 8% > IRS4A > .
3. WARRSELY, MM ER N TCP, RAEETE OK RiF.
4. 1£ Service Group Members E33H, FINEZFITE Servers E3HEXHIFRE StoreFront AR
£ T =, ¥ Port $87E /7 808,
5. AN MEARER R
a. PHERSADEMIBHE FIEMLE.
b. BEFERIN". WAL BN, FHEIERIGENTCP, B I,
C. %EE“%E”O

15128 TCP BIREEE (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-and-

citrix-adc/monitors-tcp.png)

RITHRES eI A T EHELIIRSS 25

1. BF3| NetScaler ADC i&&EIE GUI,

2. EERREEE> ARTE > ERIARSER > RN, ARRMNIFFNARSH,
3. HAGW

4. FHINESATCP

5. A IP ik,

6. A w0 77 808,

B4 808 MR R EEl(/en-us/storefront/current-release/media/integrate-with-citrix-gateway-

and-citrix-adc/load-balance-808.png)
7. BEMAE
8. B THHTEEMRSBIRSAHE", EEZHCIENIRSH, ARREHE
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9. AIN“BEED, FRHAHTHHE ILE N ROUNDROBIN”
10. BEH el U ES,

Ao StoreFront LUEE fa #3523 BU T RS8R

BRI EETEED .

ECiE £ Bt XIBY, 1B1EE ST HRY EMARSS S B A #3945 |P il PLACAIAR S5 2s4H Mt

Boi& Citrix Gateway # StoreFront LUH{TERTE B2 L103IE
(DFA)

B B ERIIE NI B Citrix Gateway ] StoreFront R FREMNFHIRIERET — 1N E—MBETE
X R, EfFATT BEMIIE SDK LM MR IEIEERAAE, EHIMTE Citrix Gateway F StoreFront
ZIERBEEREREGMIIE (DFA). ZRFZESHWIEMNATFFEMIIERENERMLIE (2
FEEIRIE) &ERAS—1 A, a0, Citrix Gateway FE S PIRIEERE StoreFront, A5
StoreFront 58 =5 B M KIEARSZSBRHARS H1TR o

B X 1£ Citrix Gateway FAiEZRFTREFDILIEANIREE, FEIR CTX200383,

REEIN
« AR Citrix Gateway # StoreFront Z [B]BViBEZRIRIF, BEFEA HTTPS MIE HTTP #Hhi¥
o WTFEHERE, FHRELRES B A, FETREE IS HTTPS SERLRHEE 7HEN
ARSSERIEH
« H7E StoreFront FEZE HTTPS BY, MR Citrix Gateway ff StoreFront IRSZ2HEBHINiA &
TEAZEERIERINENA,

StoreFront BRI T EEIN
s ERPET REEEEZH, BEMED R LTEE = B NIIEEH,

s TN REEBEFMESERKRBFMNEITAEXNIRE, FRHENFRIAEMTR. BB
REREK RS ML,

BRERRAS{IRIE

T StoreFront F7% B ATFI&E Citrix MIHZHEAM GUI, HLLIFEFER PowerShell 24| 8 ZE &k
KRB SREIL,

1. REZRKRBSMNEIE. ERIARRTE, EFEMER PowerShell 2 5# TR %,


https://support.citrix.com/article/CTX200383
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PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver
StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> &
\ImportModules.psil

Adding snapins
Importing modules

Loading 'C:\Program Files\Citrix\Receiver
StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver

StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bf694fbc-aeba-4d56-8749-c945559e897a
ClassType : eleb3668-9clc-4ad8-bbae-c08b2682clhc
FrameworkController

Citrix.DeliveryServices.Framework.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27a5980f716cC
RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3
TenantId ! 860e9401-39c8-4f2c-928d-34251102b840
Data {2

ReadOnlyData : {[Name, DelegatedFormsServer],

[Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer

vices.Web.Commands], [Tenant,
860e9401-39c8-4f2c-928d-34251102b840]}

ParameterData : {[FeatureClassId, eleb3668-9clc-4ad8-
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bbae-c08b2682c1bc], [ParentInstanceld, 8dd182c7-f

970-466c-ad4c-27a5980f716c],
[TenantId, 860e9401-39c8-4f2c-928d-34251102hb840]}

AdditionalInstanceDependencies : {ble48ef0-b9e5-4697-af9b-0910062aa2a3}
IsDeployed : True

FeatureClass
Citrix.DeliveryServices.Framework.Feature.FeatureClass

. 70 Citrix 5 EZ i, ECE StoreFront 1 Citrix Gateway Z [BINHEZERIA (FBB) . EHNEB
MZE % ID SIS IERIE Citrix Gateway LEZE YRR,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -passphrase

secret

3. NERKREFMIIEFIEL REANAERERBIBENKRE, BEERMEI, BEC:
\inetpub\wwwroot\Citrix\Authentication\web.config & $% ConversationFactory, Xz&— 1 &A]

RESERIRIRA

<example connectorURL="http://Example.connector.url:8080/adapters-sf-

aaconnector-webapp">
<routeTable order="1000">
<routes>

<route name="StartExampleAuthentication" url="Example-Bridge-

Forms/Start">
<defaults>

<add param="controller"
value="ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />
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<add param="cancelAction" value="CancelAuthenticate" />

<add param="conversationFactory"
value="ExampleBridgeAuthentication" />

<add param="changePasswordAction"
value="StartChangePassword" />

<add param="changePasswordController"
value="ChangePassword" />

<add param="protocol" value="CustomForms" />
</defaults>

</route>

4. 7£ PowerShell A, REZRKREFMRIERIETL . FEIRFIP, KEH

ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell 28R X9 A/\E : -ConversationFactory 5 -conversationfactory t8[&],

& StoreFront
TEEN#E StoreFront i, HHEEAE=FFMRWIEEH, RAEEEM StoreFront BIZHEE,

ERAARRIEHTS A IIIE

RLPOFEIE TR, FAFE=ZAAEAARTASEIHREFIMEFHNELTRR. RXHNE
nfen@Id A — MBI Citrix Gateway H1TEAIRIE, MR TR IFIEFRE & HEIREIFIR
PR, '”5}:, EeI A fEEAR AR TA StoreFront %D Receiver for Web I S# 1T H R30I, AN HHE
WRBYIEE Citrix Gateway #H1THI B R IIEZ #F8:1d Receiver for Web i B RIEF . HHIIE
FiERZIFANEmBFEE Citrix Receiver 5 Citrix Workspace W BEFHIAF,

REMIIFE
ABIfER% I production.com BY4E = 15iH1%4 /9 development.com BYMIIx 5L,
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production.com 3%

ARBFH production.com IHIGEIT :

« BBE7 production.com LDAP BRIRIETREZAY Citrix Gatewayo

o EITF X BB PIRIEER production\testuserl Bk P 2 # 1T,

development.com i3

A H) development.com IEHIZEITF :

« StoreFront. Citrix Virtual App and Desktops #1 VDA #{iIF development.com 1A,
« X7 Citrix Receiver for Web i s B9 B3 I8IEfEEA development\testuserl H P FIZ15#1T,
o XA MHZBENZBEEX R

FIN FIREIEECE Citrix Gateway
E N AMEIEECE Citrix Gateway -

1. £ Citrix StoreFront B I21ZH| &AM EEE LR Stores, FAFSTE Actions BEHE T
Manage Citrix Gateways,

2. 71“E12 Citrix Gateway”’R&= L, 2 Add,

3. ENEMIRE". “REEIUEMANA M FRNIWIET K,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users.
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores.

Secure Ticket Authority . -
Display name: | ProductionGateway |
Authentication Settings
Summary NetScaler Gateway URL: | https://gateway.production.com |
Usage or role: @ lAuthentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets farm the basis of authentication and
¥ General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
y Secure Ticket Authority URLs: @
Authentication Settings

https://stal.development.com/scripts/ctustadll =
Summary 3
2 development.com/scripts/ctysta.dll -

Add. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: EI hours EI minutes EI seconds

[+| Enable session reliability @

O Request tickets from two STAs, where available @
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP address: | |
Authentication Settings (optional)
Logon type: @ [Domain - l
Smart card fallback MNone hd
Callt_:ack URL: @ |https:f}calIback.pra-duction.com | /CitrixAuthService/AuthService.asmx
[optional)
B ] (o
p=3 3

FIREFRE N DNS &4 %28, UER M EARY DNS ARSS 85 °I UM 55— ME ERY
FQDN, Citrix Gateway A ERAE production.com DNS fRSSE:FEMT
development.com 3% _ERY STA ARS528 FQDN. StoreFront tBiZiZBERR A H
development.com DNS BRS52:##%T production.com 3Z_EMI[EIA URL, &, mILUER
fEKT A9 Citrix Gateway RE#IARSZ2:EEL IP (VIP) BY development.com FQDN,

B Citrix Gateway [BE3@

1. 7 Citrix StoreFront EIRHEHI 2R AMIE M PiEEE Stores, A/S7E Actions B E T
Manage Authentication Methods,

2. B EEMWIESE REL, %% Pass-through from Citrix Gateway.
3. BEHHARE
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources, (i )

Method

User name and password

Settings

SAML Authentication -

Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
(] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar:ld unlns.talllng Fhe EUth[EHtICEtICIF:I metheds and the _
authentication service settings are included in the advanced options.

o R

R Gateway BoE R /E U TIZIZ IR

1. 7E Citrix StoreFront EIEZE4| S AMBIRPI%EIR Stores T, AEELERERPEF—1E
£, 1 Actions B#&H, B Configure Remote Access Settings.

2. 1#%3% BRITERIE.
3. HARIEEH Citrix Gateway FMEERIEE. WRERFM Citrix Gateway, STA EIENFTET
&,

AR IH AR IE & O B9 RSB 8 Bl (/en-us/storefront/current-release/media/stores/configure-remote-

access-settings.png)

FRASER—HE

1. £ Citrix StoreFront BEEZHIGMAEMBRPEEEHT S, FEARERPEE— . =
BRI, BEREEELE

2. EREFHEETEL, ARHERLE,

3. BRBERAM—HM T SHIE. §X¥AES, BEABEAERLE,

SRS BERSE—EMISENRREEE (/en-us/storefront/current-release/media/stores/store-

advanced-settings-token-consistency.png)

4. BEHHAE"
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AR

?ﬁi}\'l‘%;ﬂ-lty EYAHE B&l‘ﬂz EL? I:P (ﬁﬁﬁ) '{klu\o gﬂ%?’fﬁﬁﬂ:b % ﬁﬁ:f Citrix
Gateway IR0 (EPA) B9 SmartAccess IHEESRHE LE T 1%,

B HAMLLEY Citrix Gateway [BEi#
BEERT

g Citrix Gateway & J__IBHJJ:W]JEEEHQHQM Citrix Gateway %3 production.com 33
FRHARIEREIE, 2 Citrix Gateway BB SHWitie AP EAZRE, XEEESED
Citrix Gateway B RFTENERFF.

1. £ Citrix StoreFront BRG] G AN B P IEEFEET <o
2. EBREENNFME,
3. HRMFERTR, REEEMIL
4. EBMWIEREH, BFRCitrix Gateway Eif,
5. BEHHAERE"
“mEE Web hR Receiver ih R & 89 B 1A 10IE A B 77 B R B &E (/en-us/storefront/current-

release/media/integrate-with-citrix-gateway-and-citrix-adc/recr-for-web-site-authentication-

methods.png)

fEMA production.com AR MIEIEERE Gateway

B3R, EER production.com FFPFIEIEERE Gateways

BRREEBE (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-and-citrix-adc/

log-on-to-gateway-production.png)
BRE, RARETAPBA development.com EiE,

BN ERREREBE (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-and-

citrix-adc/recr-for-web-logon.png)
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7E StoreFront PARMZEEH THFIR (FIiE)
HIRBREA, BERAEEITHILARESMAAIRIELGE Cirix Gateway #7551
JE.

MR MARIAF2ERE, WEERREMASEIRNE, HTAFPBAIEIIRT@EE Citrix Gateway &
RNERIE, G, SRFRTHAFERE Receiver for Web b mEt, AP RIRERRICHE =M

i A domain\usernames

1. 7 Citrix StoreFront EIE{ZEH| S EERTER NAME", ARTERIFERS, RHEES
REIESE"

2. 1EE AR AMER ZIAMN TR k.

3. BEHAIILARf development.com FMNAREMEE, AEEREERTEPRREFIR S X
HEo

4. BEHAEE"

fo & 2513 8 O RS 8 B (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-

and-citrix-adc/configure-trusted-domains.png)

A 5 T hIY R E R REEHE (/en-us/storefront/current-release/media/integrate-with-citrix-

gateway-and-citrix-adc/logon-with-trusted-domain.png)
AR

LS MIIELRF, FENERNNBRERERE. NRAF AR RERIEHIKFIRE T FE
BV, NEBEE AR SBRERENEL.,

NetScaler® iEIR{EREE

« YNR7E Citrix Gateway RIEHREPERT Web NRRZFHESER, N Citrix Gateway &iXF|
ML IR SRR 288, RAEEEML_ EZE T M Citrix Gateway B3& SR I0IEHE. T
WIETIGE e, Mt rEmAER.

« 1£ Citrix Gateway FNE FinA R E LN AR ENFHERERERZB AT AR
#9917 M.
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published Applications

Accounting Policy

Override Global
W| Display Home Page

Home Page

https://sf.development.com/Citrix/S | [+

URL for Web-Based Email

Split Tunnel®

OFF v [

Session Time-out (mins)

60 v

Client Idle Time-out (mins)

Clientless Access®

on v | |V

Clientless Access URL Encoding®

Clear v | ¥

Clientless Access Persistent Cookie®

ALLOW v | ¥
Plug-in Type*
Windows/MAC OS X v [

Windows Plugin Upgrade

Always T

Linux Plugin Upgrade

Always | |

MAC Plugin Upgrade

Always | |

AlwaysOM Profile Mame

I . [ T R T -
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

ICA Proxy™
OFF v| ¥

Web Interface Address

LY

https://sf.development.com/Citrix/S

Web Interface Address Type®

IPv4 v

Web Interface Portal Mode®
NORMAL | | |

Single Sign-on Domain

Citrix Receiver Home Page

Account Services Address

BEERR .

e http://ping.citrix.com AERIH, RFRMEH,
o BNEREARBENSE = A MIEEANEREIR. TR B ERYAE LK EZEHIR ML,

o NERFINEREHR URL AL RE % (FQDN), 40 ( http://example.com ), A
T 4851 NetBIOS %&#K ( http://example )o
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TERGEINRRTR, IEENEMERNNBIEEITRI URL, ANZ AT Citrix Workspace 7
RREFEHERENRR, HERWMRRAE AR BEEIAMNBEENEMLE, SRAFAIR
KEXNARERN, UBERHERAIREERIRINIRSSE, WEMENIERFMERIRES
Citrix Workspace T2, XaIHRAFEHRSESENBER N ARERAKEIE RIET.
BTN 5888 HDX BRI EAER. &M F Windows 2503 K E=hikANHY Citrix
Workspace IR NERARERENR, AMERANEREN. [BAMERMFES LiE1TH Citrix
Workspace [ FAFE & [E B {5 A N 2RF1 A ZBIE 4T

SR EFRENREEE (/en-us/storefront/current-release/media/integrate-with-citrix-gateway-and-

citrix-adc/manage-beacons.png)

a0, NRARBERRAIAIE, XRTAFBEESAMME, B2, R Citrix Workspace 3
BEFTERRASETR, FARINARETRRIBREEN, XERERFES Internet 2, B
MIFREIMENGB. FLb, AP RIEE Citix Gateway EZISEAMNARER. HAFIFEEE
HNAEFE, REZFNRSSHSWEER, DURMEEZLIUETHEEBR Citrix Gateway 1&&
FAEE. XERERAFPENNREXNAREFNEZTERILE.

ZIANBER T, StoreFront iRER :
- REBEIRNEBERIEA URL,
« S\EBEIRA
http://ping.citrix.com . WIABAA, HAEEAEESHET.
o IZAINAIE— Citrix Gateway ZBER URL,
EfRcBENS

1. 7£ Citrix StoreFront EIEZEHI S EERPAF NABE TR, RAEEIRIEFERD, 85E
BEHR
2. IBERERSBEIR=E URL,
« E(FH StoreFront 3PEMPRSSES URL 1 2 5% URL, 5% EHIRSS URL.
- BEFA&A URL, 1541 IEEGHRMIL FHiaARNSMER ST AN URL,

3. B A LUAANEREIR R URL, BESRERR, BENEMERFIRFPIERZ URL, A
B 4B, EYRPERE— URL, ARRE BBk WS IEFZ I BIFETR <.

BB IHEEEDFNEIM Internet FETEYS A ANEMEIR R XEEIRRBBNEN HTTP HEAD
BRo ENERRERVALREHRT URL, MAZE =7 Mk,
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WMREBEREMAERR, BEHARRPERERENERERERH Citrix Workspace NAERF. BF
B LGB B Web 3| 285 R HEL R 1K ERIREEFHTEY Citrix Workspace N 2Rl X 5o
SN, EWALUANBEES HIE S 4 FRIt X HFREAENEF,

PowerShell
EIRENHFIENR, 151ER Get-STFRoamingBeacon,
EARINELR, EfEA Set-STFRoamingBeacon,

BERMEM&BERERINE, EFER Clear-STFRoamingBeacon,

SIERTAREHMSNEEET FQDN

REIUBIE— T2 REEH S (FQDN), ZIHB R UEREMN L EIMEWERFIEN AREE, WeIbi@Ed
Citrix Gateway ZFZ215 17,

fign, SERTMUERITT URL ¢

https://storefront.example.com {EZFF ARl StoreFront BB URL, TEMLEAERET,
TN/ StoreFront RS 2R ak fa Eiaan. EMRANEET, ERTAM X,

« https://storefrontcb.example.com EA[EIE URL, 7EMLEAIBES, EEMAMX, XX
ERTFERIARHEEBEMNRIE, EATRERR X _ ERIEREF Ui ESN SAN, FHEFER
BACFFIEF.

fRs3a34HE A URL
FEA URL EHHNED URL, EEH BXEPEMER URL,

FEEER Citrix Workspace N T2 StoreFront {45

K Z LR Citrix Workspace™ AR SEHBERERS, HERMNRAETER - &R At
MLEE B N T NLS

FIAMBR T, StoreFront EAARSERAEA URL fEAREREIR URL, TELLECEH, MEERY URL 1E
WERFINERE B, RLFRRERIERER. Eit, FRIFAREEREE N EHNEREERERIAFRN
URL,

B ECEET.

&6 DNS

« storefront.example.com #4779 Citrix Gateway REHIARSS2F8IAED IP,
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SR DNS

« storefront.example.com f#4f5 StoreFront A E39%28 31> StoreFront fR5328 IPo
« storefrontcb.example.com &7 A % vServer VIP, 15 DMZ F I AMFALE 2 B8] 1F1ERH A

&, BRITIEE.

B X FEEATSEE Citrix Workspace™ W FRTZRF

AL ERAEN, ERAPEEIM X EZER Citrix Workspace A2 .
BREAHRERENMX

. M Citrix F& T&E S
. BRIE zip XH4#] citrix-gateway-plugin.tar.gze €88 —1 HTML X#4F1— JavaScript X4,

=

N

w

. X4 £ #B) NetScaler %Y /var/netscaler/gui/vpn/init BRTF

. [EFAEE GUI E¢i& = £ CLI id&

N

EREE GUI BB

1. & R% Netscaler® EIE GUI,

2. BIBE— R AR PR IR EH BT AN

AppExpert > Responder > Responder Actions

O
o

Responder Actions
Add

(m] NAME TYPE EXPRESSION HTML PAGE RESPONSE STATUS CODE HITS UNDE
(w} NOOP noop -N/A- -N/A- -N/A- [
(m] NAM_plugin respondwithhtmipage -N/A- nam_plkugin 200 609

Total 2 25PerPage V' Page 1 of1

3. BB AEFFIR1E ¢
HRY  {EF HTML TI@EMAaR

70 HIABRER /vpn/init/native-app-mandate.html

4. BIB—" MR AR R SRBS,
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AppExpert > Responder > Responder Policies

Responder Policies @ SR
Delete ‘ Show Bindings Policy Manager | Statistics Rename Show built-in Respender Policies
Q Click here to search or you can enter Key : Value format ®
NAME EXPRESSION
NAM_Plugin_policy HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ HEADER("User-Agent") CONTAINS("CitrixReceiver”) NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS("CV
Total 1 25PerPage v Page 1 ofl
5. BCEMIN 25 REK :
BRME | BT L EIZRIENBT.
KT | HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH(".js").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("CWAWEBVIEW").NOT &&
HTTP.REQ.HEADER("X-Requested-With").CONTAINS("com.citrix.Receiver").NOT &&
HTTP.REQ.HEADER("X-Requested-With").CONTAINS("XMLHttpRequest").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager").NOT
<1 Configure Responder Policy
Name
NAM_Plugin_policy
Action*
NAM_plugin vI Add Edit @
Log Action Name of the messagelog action
to use for requests that match
v Add E @ this policy.
MaxLength = 127
AppFlow Action
v Add E
Undefined-Result Action*
-Global undefined-result action- v
Expression * Expression Editor
Select ~ Select v Select v <
HTTP.REQIS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS("CitrixReceiver').NOT &8 HTTP.REQ.HEADER("User-Agent").CONTAINS ("CWAWEBVIEW") NOT && HTTP.REQHEADER("X-Re
quested-With"). CONTAINS("com.citrix.Receiver”).NOT && HTTP.REQ.HEADER("X-Requested-With"). CONTAINS("XMLHttpRequest").NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS("AuthManager”).NOT
Evaluate
L 4 e \
6. SMEIEREHE NN 25 R EBARSS 250
VPN Virtual Server Responder Policy Binding x
Unbind Regenerate Priorities No action
Q Click here to search or you can en
D PRIORITY POLICY NAME EXPRESSION
G 100 NAM_Plugin_policy HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS(“CitrixReceiver').NOT && HTTP.REQ.HEADER("User-Agent").
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7. BEEEIERIRES,

VPN Virtual Server Responder Policy Binding > Policy Binding

Policy Binding

Policy Name Name of a policy to bind to the
virtual server.
NAM_Plugin_policy
MaxLength = 127

» More
Binding Details

Priority*

100 |®

Goto Expression*

END v

m CIDSE

8. ERNITHRIBERET L, BEITHM X URL UHHIAEERBE Citrix Workspace M TERF R
5, J¥ Netscaler URL 7sN%E] Citrix Workspace M F2FEHEINERETEE Citrix
Workspace MREF RE.

f5F cLI idi@

ZEfFH CLI BB FZ Citrix Workspace MR INRE, IBHITUTIRME

1. BUEHHE HTML XHBYMINERR(E (IERILUE GUI RERiEECE)

add responder action respond_with_html_act respondwithhtmlpage
sample_page -responseStatusCode 200

2. SUEMmLZRERESIALMIER B Web X 52389153K, M= Citrix Workspace N 2,

add responder policy respond_with_html_pol "HTTP.REQ.IS_VALID &&
HTTP.REQ.URL.ENDSWITH(".js").NOT && HTTP.REQ.HEADER("User -
Agent'").CONTAINS("CitrixReceiver").NOT && HTTP.REQ.HEADER("User -
Agent").CONTAINS("CWAWEBVIEW").NOT && HTTP.REQ.HEADER("X-Requested-
With").CONTAINS("com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-
Requested-With").CONTAINS("XMLHttpRequest").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager") .NOT"
respond_with_html_act
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3. FERBEEER VPN E#lIRSS 85

bind vpn vserver vpn_vs -policy respond_with_html_pol -priority 100
-gotoPriorityExpression END -type AAA_REQUEST

OIDC Entra ID {33431

AHNBA{RIECE NetScaler 1 StoreFront, MAERFAILUER Entra ID #1TBRRIE. 7ELEE
b, ARAIUREESEM, WAL E AR Active Directory T BY4E Entra &7,

TR

e NetScaler ADC
« StoreFront 2607 & = kA
* Microsoft Entra ID Ff1EBG LU TR Zz—BItKF :

- cNAREFEER
- NAEFEER
- EREER

BIE— Microsoft Azure Entra ID N FBT2FF

Microsoft Entra ID YN AFEREMENX 7 BN AER, LUE Entra ID BERIRFIE—EAfIH
Z NetScaler OIDC, ItFMEERN BERFHNS R IRIEFFENIER, BT OAuth EBZETNEH
IRIMIER (IdP) RIGIEAF BMHMA SR, FEIEIMENNBEERSEH Entra ID © “ttNBER
EAREERNE OAuth HIZHY 1dP,

1. BFRBE AT NetScaler 8 StoreFront HpI0IERY Entra ID P B Azure 1P,

2. #%3| Microsoft Entra ID FR > BIE > A, AEEFHEIM

3. N FTER, 540 NetScaler StoreFront E{3 381,

4. EZRRIKP BT, EFMULEAL B RPBIKF.

5. ¥EREM URI T, AEZECIENNBRERAEEIEEWeb, AKX IARTHERN URl, FEAREI
\&It;NetScaler Virtual Server URL>/oauth/login, #l%0 https://

netscalerentra.customer.com/oauth/login o
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

| NetScaler StoreFront Authentication N

Supported account types

Wheo can use this application or access this API?
@ Accounts in this organizational directory only (StoreFront Essentials Test CP1 only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts {e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web v] | https://netscaler-entra.citnix.com/oauth/login v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

elfe -l

BREEFIRER

1. AMEAERFGE, ¥3 BE > EBNNE.

2. &R BRWHE, AEEE TREFRIE. CHNAERXERES IdP R&&EH5E
H&o

3. RN AVEDRANFFERATE,
4. QIBHER, ERVEE, RATHEEREIETFTET, FREELEIZEMERA o

‘\X/I;
>

M

NetScaler StoreFront Authentication | Certificates & secrets #

P search x o« 57 Got feedback?
B overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable lacation (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

#. Diagnose and solve problems

a Applicati i i ifi secrets and f d ean be found in the tabs belaw.
~ Manage
B2 Branding & properties

D Authenticat Certificates (0)  Client secrets (1) Federated credentials (0)
2) Authentication —

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

i
Toke fi t .
1 Token conhguration + New client secret

- AP parmissions

Description Expires Value (0 Secret ID
G Expose an AP .
MetScaler StoreFront Secret 21,/04/2026 Erpreeremmerem——— T97e190d-dcb8-460d-b2T8-543 1ed00dc... [ ﬁ'
¥L App roles
& Owners
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ECEBMARFNER
A AR :

1. %3 B8 > MM, AEEEENNAEER.

2. %&#F B > API AR,

3. User.Read #PREERIAZM,

4. 710 openid #1 profile,

5. % #&F \&lt;tenant name> NEBRAR FHiES.

£ Microsoft Entra ID BY API /R, “RFEERARE RN EIERNKRAL TG R EN
R E A KRR I R E R IRTL AP,

i Quickstart
A Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already g

‘z" Integration assistant

X Diagnose and solve problems

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. Th
v Manage

B2 eranding & properties . )
ol Configured permissions

2 Authentication 1 .
3 o Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permis

Certificates & secrets all the permissions the application needs. Learn more about permissions and consent
1l Token configuration + Add a permission
9 API permissions API / Permissions name Type Description Admin consent requ... Status

@ Expose an API v Microsoft Graph (3)

Hi Approles

openid Delegated  Sign users in No @ Granted
& o
& Owners profile Delegated  View users’ basic profile No @ Granted
g, Role ) . ) —
&, Roles and administrators User.Read Delegated  Sign in and read user profile No @ Granted

W Manifest

> Support + Troubleshooting .
9 To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

AZi& Citrix DaaS WA XML {51

ZNERT, Citrix DaaS EHRAFP K Active Dlrectory EEMERIFITEMIIE. FH EntralD &
RIGIERY, StoreFront REFZXLLEIE, Eit, ATV DaaS & NEE StoreFront, MEE
BEHRWIE, BmINBINEERZEEAIRHEIRS AR F DI,

1. & Citrix Cloud %] DaaS Z#l&.

2. BEIGE,

3. BAXML &

Enable XML trust

When enabled, the Cloud Connector trusts credentials sent from StoreFront. Enable XML trust only when you have
secured communications between the Cloud Connector and StoreFront using security keys, firewalls, or other

mechanisms.
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4. (ALASRE) ATIERREM, EEIU7E DaaS M StoreFront ZBIEAREEH. B XIFHE
&, BEE Citrix DaaS™ XHEANEELZ %R,

BOiE NetScaler B2 IFACE X1

ATNBNAEBERTSERM x VPN EEIIRSS 8509 NetScaler SR IIEARRBEX 4, AT E &40
ADC #{a¥ A EE [ESEE OAuth IdP  (f5l40 Microsoft Entra ID) #{TE R, UKRIAWGIES S
RIEFEIR OAuth ShE, BISE Tinm. BFHEE. SEEUR ADC AN\ ShEHIZEVAFE

/CNO

REERIEY BHHE P IRZE A Microsoft Entra ID AW R. ERI LGB E] Azure M H
B9 Rz A EMBE H BB T RS RUET R R EHF D IRIER R

IR B LRI ELIIRS 25
SR IIERE AR SS 2R A P B2 50IIE.

add authentication vserver EntraId_Authentication_VirtualServer SSL
0.0.0.0 443 \

-state ENABLED \
-authentication ON \
-td 0 -appflowLog ENABLED \

-noDefaultBindings NO

B OAuth SREEHIR(E

OAuth 21EF5%E T NetScaler ADC #1{fa15 OAuth IdP (40 Microsoft Entra ID) X H. ItHIRIERIF
Citrix Gateway AR EERE IdP #HITERHLIEREIR OAuth T, EFFf userNameField 1%
BN oid , XfEFM X TEM StoreFront #I1THAILIERTR OID {fEARAF %%, StoreFront 3EIE
OID BE5E@IdEHK Entra ID iFa]SERENERLTE, TS MIIERRK,

REEFINTBHNE iR ID E P imEH.
add authentication OAuthAction EntraId_Oauth_Server \

-authorizationEndpoint "https://login.microsoftonline.com/<TenantId>/
oauth2/v2.0/authorize\?prompt=login" \
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-tokenEndpoint "https://login.microsoftonline.com/<TenantId>/oauth2/
v2.0/token" \

-clientID <ClientId> \
-clientSecret <ClientSecret> \
-Attributel email \
-Attribute2 family_name \
-Attribute3 given_name \
-Attribute4 upn \

-CertEndpoint "https://login.microsoftonline.com/<TenantId>/discovery/
v2.0/keys" \

-userNameField oid \
-allowedAlgorithms HS256 RS256 RS512 \
-PKCE ENABLED \
-tokenEndpointAuthMethod client_secret_post \
-0AuthType GENERIC \
-grantType CODE \
-refreshInterval 1440
add authentication Policy EntraId_Authentication_Policy \
-rule true \

-action EntraId_Oauth_Server

authorizationEndpoint TEEWFFFESE prompt=login , UEAFE=HES
NetScaler 3/51a] StoreFront B8 BT IH1T B DI85,
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bind authentication vserver EntraId_Authentication_VirtualServer \
-policy EntraId_Authentication_Policy \
-priority 100 \

-gotoPriorityExpression END

LI B MR IRIEALE N 4
add authentication authnProfile EntraId_Auth_Profile \
-authnVsName EntralId_Authentication_VirtualServer \

-AuthenticationLevel 0

2% VPN EBRSS 2R H 4E S0 IIEACE X

SR I NetScaler Gateway 5 StoreFront S£6% FPRVSIE 1. 2 Ml 4, EAFIET B EIENS MR
IEACE X o

HE, WREBLE—1EEW Citrix Gateway, MAILUFFHNSFMIIEREXHHERE, BT
ORI NS MNIIEREX o

set vpn vserver <StoreFront ICA Proxy vServer> \
-authentication ON \

-authnProfile EntraId_Auth_Profile

HF StoreFront RS &RHAY Entra ID SEEAGRE

Citrix Gateway IIFFAFP S13fE, %7[A StoreFront {5138 EHBRIESR, LUE StoreFront REFSLYIE
FEBETEMEIEHERARRZNR. BRIABERT, Citrix Gateway {X %k 1% Active Directory FBF %4
MEDS, 7E Entra ID SMIIENERT, B&fEE Entra ID iHRSHE, UE StoreFront BT fEF
Microsoft Graph API B ER. Alt, BAIARIM— 1T EEEE, & Entra ID SERMEIER
StoreFront ¥3EAF SR HIARS. WREE Entra ID HRSHEREEARER, WERFHEK, 0F
EEREERINERAEERER, NHHEERE,
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enable ns feature Rewrite
add rewrite action EntraId_Oauth_Insert_AccessToken_Header
insert_http_header X-Citrix-0IDC-Access-Token

"AAA.USER.ATTRIBUTE(\"accesstoken\")" \

-comment "A rewrite policy to add the OAUTH access_token to subsequent
user authentication requests"

add rewrite policy EntralId_Oauth_Insert_AccessToken_Policy
"HTTP.REQ.URL.TO_LOWER.ENDSWITH(\"gatewayauth/login\") ||
HTTP.REQ.URL.TO_LOWER.ENDSWITH(\"citrixagbasic/authenticate\")"

EntraId_Oauth_Insert_AccessToken_Header \

-comment "A rewrite policy to add the OAUTH access_token to subsequent
user authentication requests"

bind vpn vserver <StoreFront ICA Proxy vServer> \
-policy EntraId_Oauth_Insert_AccessToken_Policy \
-priority 100 \
-gotoPriorityExpression END \

-type REQUEST

1 StoreFront FEJE Citrix Gateway
1. 1€ StoreFront L7510 NetScaler Gateway 32,
2. BZiE Citrix R X.
o FERFIGEN H,
« IBE—PMEMMENE URL, StoreFront 5 Entra ID SR RIFEE LI,

3. ARA Citrix DaaS FHJFEH Store (/zh-cn/storefront/current-release/stores/remote-access.html)
FCE M X LUHITIZAZ 1A 10],
4. BB EPINIES E"(/zh-cn/storefront/current-release/stores/authentication.html) F& L :

a. 2 M Citrix Gateway E3i&, b. f2& Entra ID & & (/zh-cn/storefront/current-release/stores/
authentication/gateway-pass-through.html#entra-id-using-oidc). c. BB ZREPIEIE(zh-cn/
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storefront/current-release/stores/authentication/gateway-pass-through.html#delegated-

authentication).
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RELRAFP R

R R LUTE Web 532858 Citrix Workspace N FREFHEEN BEE, 15257 LB AR

o

StoreFront {2t TR AL :

BLARLY

MR P {&Le5 Citrix Workspace fR1F—%. ©EM T Activity Manager, BT EEBENSIEFHIGH
EERINEE,

AR EBLITIRS

- TAECZAERNESISENAREFUKEATERAT URL REH T

« FEfERA StoreFront™ Client Ul Customization AP1 &3 JavaScript #1 CSS #1TRE B E Mo
B2, ILUERAEERIZEHISTMIFZEENX, MBS T 3 JavaScript 3 CSS BIFE K,

BXIFAMER, BEH WAFR

LHYALY

X5 StoreFront RHARRA—BIEIAR P AL, EJLUAEHE JavaScript 1 CSS BEXBAFR R
Ho

BXIFAER, BSH FHAR

BARMX VPN

MNERAFEIEEBN TEF % VPN (CVPN) B Citrix Gateway i8] StoreFront, MERREEDH
BRAmE, MmARETR StoreFront BIHR E. EXMIERT, StoreFront FEIELE Ul BEEIZRBERE
.

ZHYATY

ANNBRAFNFEERZRARARENAEEH 5 2R E,
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BER
RERENSARIESEURETERT LAER, AFTEERER.

cifnx | StoreFront

MRRE T ZMBMIGIESZE, WHAFLLEZRTIMBIEMZ R IIES E.
Citrix Workspace N FBFZFH 7
AE

AT{GERTFEE Web FEERiBRINAEE, HEBNEAINEE AT Citrix Workspace B
BREFPITANILAFEEN, S BAEERZaScEA2E, EFBATERE.

IR BERZE Citrix Web Extension FE#%:ZE] Citrix Workspace N B2, (& Citrix
Workspace Bz B2, MBIt P B, AP AU ANERILEEREEHEIEDL,

HAPEXEE Web L2814 RN AEIESHERE Cookie f5, REFIMDMER Citrix
Workspace REFRE.
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Welcome to Citrix Workspace app

For the best experience, launch apps and desktops in undefined. Click Detect
Citrix Workspace app to get started.

citnx | Workspace Detect Citrix Workspace app

If you do not want to install Citrix Workspace app you can launch apps and
desktops in your browser, with fewer features.

TR AT A Ttz — :

- KN Citrix Workspace RZFBTERFATE A M ZEERT Citrix Workspace N2 B IRo
EiERIETU GRS R AL,

o EEEER Web JIREIBBLUAATT R HERPEEIRIR. HETNERNETIRE ik AP EE e
R

LA P IEERN Citrix Workspace RZFTERFRY, Mih= 2R Citrix Workspace N FFEFHNER
2 1ES X FTH Citrix Workspace Launcher, &2 Citrix Workspace N Ff2FEH—AH, 40
R B % Citrix Workspace NETER, NEN KSR AIEEETR—EE, RAEAPIF Citrix
Workspace Launcher, B %J0%3FFTFF Citrix Workspace Launcher. ¥JFF§E#. FTHSAL
T (EFRECRTANER) o BIMINERERRZ R domain 7E X BB N AR Tt e5E
B (LR, EFBUATXNE) , MERSREMRENBEILE, ATURERE NN
2SLUIRLRFTFT Citrix Workspace launcher M AE REMIET. B XIFHAEER, 1BBIFACItrix

Workspace launcher,

& P Isie NI R 38 H 25 O M R = 8B (/len-us/storefront/current-release/media/end-user-experience/
unified-ui-client-detection.png)

WRICMR A Z IR Citrix Workspace RZFAER, M IWHERBEERT— 1 Fe. HAFME
BEEHERN, ERERNRINER, A Citrix Web ¥ B} Citrix Workspace BEI2SEAMZE
M Citrix Workspace N BIERFHITHER,

SNRAK % Citrix Workspace MATER, HERFBUET Bahds, MARIERE, MII1BLITER
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« T#i - M Citrix P4l StoreFront fRS588 F& Citrix Workspace N ATERF. EambiEm, 52
% F0¥FF P T & Citrix Workspace N 2R

o BREM - SR BXRENAZ 2R Citrix Workspace N BIEF.

« fEF Web J%128 - Bkid Workspace M AR, HIRLTE Web BB HPITHZRR. EER
LI, BN BohE RE N iEAPERE.

o BN - 1R A RE T ALK Citrix Workspace EE255 Citrix Web 3 BHIIBAR Citrix
Receiver, MAIAERALLED, WRMILERLED, SIS ELENAEFHEmET, (]
RIS 22 T E—"1X % launch.ica, fTRILAfER Citrix Receiver 3T ZX 4. LLENAS
HIheEZ 2 MK, FRLERINEER ZRAITED,

ETLETF

“FE R+ B REASENAREF AU AR SRRt BREFNRE. XENNAEESA
Wi ke, FaER ER R+,

F LA EBIRE B B (/en-us/storefront/current-release/media/end-user-experience/unified-ui-
home.png)

Rz 2R %=
‘R EREE S FNE :

- B - ETRFTBARNAER.

- Wik - ERFEREBI N BIER.

o K5l - BRERINRXESF PNV AER. ENETRARERT £5IRE,
- £68 B RENARERE.

“I BRI £ B R & 8 B (/en-us/storefront/current-release/media/end-user-experience/unified-
ui-apps.png)o

“SE ST
“REETNFEERTFRE

- B - ETRFRERHE,

« W - 2R P BRI S E.

R TR FF M SR ERE IS
P ERUE B AR SR,
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Wi
INRWEEREREA, NARAERIRIBM B EERENRLOF RIS ARGE R

EZEtR(/en-us/storefront/current-release/media/end-user-experience/unified-ui-favorites.png)
EEWRAERNEE
AP RIUEAS T ER FANERIA R RN BIZRF R BEMRE.

[ FAEF 415 B AR E & B (/en-us/storefront/current-release/media/end-user-experience/unified-
ui-details.png)

BIBEIR LA TR

- 1T7 - BRI ENERRINAREFEREE,

- ZAMNBIGE - NRTBE AU, F=2|EIMER, HEBEER T WEXIEE, WFHZNA
2R EIRIBRER,

o MG MIER - a0RITE BUER. F=2|EIER, FEBESRT WX, WFHZNA
A2 S SR E IR S R AR BR

- EFED - WTFAEFEINENRRE, HRMERNEFEHHREH.

2R
AP AURERAREROA L ERIE. ERFAENARER. SEMES

IS

B

RERP(TEEE RN 5525717 7 5B A) Ao

ﬁ.ﬁ
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Joe Bloggs

Account Settings

About

Log off

REXRPETLUTRI

« EKPIRE - FTIRETHE,
« XF - ERBEXNAREFIER.
o - FHEMLL,
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\
KB

£ %
mnl

HOME APPS DESKTOPS

Settings

Change password
About

Log off

Reconnect

Disconnect

vanced
Activate Citrix Wor
Downloads a file that adds

kspace app

t workspace to your local Citrix Workspac

Change launch method

Opens a page that chacks 1t

Current status: Apps and desktops open in your local Citrix Workspace app
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o
<
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~
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K
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Change Password

User name: example\joe.bloggs
Old password:

Mew password:

Confirm password:

<£ s ]

xF. RHEE=FBRBFERE,

A, FHAR

RIFATERF

EE. MEFFEEHFEENSE. ERBREEDNIAT, BRI R,
WiFFER. WA SSEFEY. ERBETRMIAT, BBHITERER,
=R

AGE Citrix Workspace R, TH TN, 1Z XM RILR B EEZRINEI A Citrix
Workspace WNATEF. EfE-S ERIED, FSREBERAEIKE.

BREDAE. ITH—IE, RERMEELRZET Citrix Workspace N AEF. XERIFRAFE
B A ZLER Citrix Workspace 2R E R IREMTE Web X 5233 E iR IR BlE# TR,

AH
A, BITAREXREHBIIH. XHEAFRMNNABEEHE. MRMIEZREFRRE, W
RIFRE, SRRITUTEEZ—

o BIFRER,
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- TS RFENER
- RERRER,

ERHHT Web NARFRE (FIRR)

NREEREBAINER Web NARER, WAF AN AEEMIEZRHHI Web 12
o

{#5M Google Chrome Ri&EH# Web R
B AT T BRI

1. 7£ Google Chrome X %28 F &5,
2. EIEEPEZENTER

HILZE PWA RYIET,

Install app

@ StoreWWeb

Install Cancel

3. % RE WRKEENIRSEM Fia"Re

WMERAFEZ StoreFront™ FEE, M{TIURMEZES I EEML, SRXZEHSER —
%75 <Store website name> HYPIEAI, FILURBIEEEE Mm%,

{# M Microsoft Edge ZZ&E##HT Web N
PRI LRI N S B RS IS i

1. 7£ Microsoft Edge NI 28-RTHEIE.
2. EIEEFEZENTER :
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B
I,

@ Install StoreWeb app
Publisher:
Use this site often? Install the app which:

* Opens in a focused window
* Has quick access options like pin to taskbar

* Syncs across multiple devices

3. EF RE, FEEMNIEKEN TR -

&

StareWeb

MERAREZ StoreFront &, M1 UBRMEZES N EENLL, SREZEHEER—1%
70 <Store website name> HYIEAT, AILUBIEZREEZm%.

BLAALY

AUNBEFPOAERNAAIRIANMEEBERE, RANERTAERURKE, EEHTE, 1B
£i5 Ul (K5,

Citrix Workspace N TR ER RS

WRAFTE Web XY 2RFPITHEE, BEEECENFTE Citrix Workspace N 2R, MAFF#5|
SZEMEE Citrix Workspace M TEF. B XIFMER, 1F&H E3K Citrix Workspace N T2

o
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Citrix Workspace N FAFZFFH0 7

FFERIE Web X283 ITHEME, SiER Cookie [, MIIATAER BRMOAMEA Citrix
Workspace NREF ' RE, I=TAFPII Citrix Workspace N B2, P BRIEEEE R
ZERE, BEABURTFERE. BXiFHER, 155 Citrix Workspace N BEEFQN RE.

L 1E NetScaler Gateway #{TE A IIER, RESESMRIIEETR. HAFPEER
Storefront #H1TE R IERY, BREMRESESMRIIRIER, RIEEBERE BREIRTEE Citrix
Workspace N FAER.

INRBZE Citrix Web Extension F123MF) Citrix Workspace N ATER, MaBT IS BHEIAE
Citrix Workspace N #EFHExI. AR AIUM &E NHEEHRESN A E.

S3583E

RIEECER) SMIRIES A UREERARRER, APARFEREER.

£ DO @ CirixWorkspace x I - o x
<~ O ) httpsy// v/ Citrix/StoreWeb/#/login LR O AT o
@ Citrix Workspace
User name:
Password:

Switch to another authentication method

cifrix

MRESMEMIIESETA, B ALERTIREIRRNSHIIET .

ExE, R BEE, APTREED —FRUITEEZ FEBRERTER.
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Terms and conditions

By pressing Accept, you indicate that you accept the terms and conditions.

BXRUNEEBRIFAER, FEE ERENIEE,

BEREXIEIE
RYETREREAR ER— P HIEE. B XFRES, BEARESREETHEE X HEE,

Important notification

You can use this prompt to display important information such as upcoming maintenance.

BARYIERRERRZAERIZER. EAUEERRNETRME,

BXAF &R

BXAIR Ul B, REcRAFER—MEEED, iU EEFEI— M ERENTBRKEZ TN
FiEF.
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LAPHE 20 2N EERBERSEAN AR ANEBE TN, MBCEE XA AR, ik
Y IEFmENaRMANZ e (Mac. Windows. Linux 1 ChromeOS) WU&#EhigE (0S M
Android) » BERRBNHNEARETET, BBRANEXAFRERMEHLERE.

HERERFNAEFERNTEXAFRRENHE R+ L, AEERT Citrix Virtual Apps and
Desktops™ B DaaS 5 UK Web #1 SaaS W AFERFHI Secure Private Access #£#l& L& B,
BRI AT BINERH R §1%E, HENSRENNRERSRINERH IERER § 1®IE,
R PR DU EM N RER AR INE B, FrEIRE N RERE R Bl nE Wi
RBREED L,

Personalize your home screen
‘Add your favorites to your Citrix Workspace home screen.

Q search Workspace

Recommended Al
(] G Google Chrom.
Deskiop App

pppppppppp

Personalize your home screen
Add your favorites to your Citrix Workspace home screen.

Q search Workspace

5555555 Workspace Recommended All
=yt [0 i calculator 0 [l CLDBLR2016VDA
& Desktop App Desktop
O [l CLDBLR2019VDA [J -, DiskCleanup
Desktop ~ Desktop App
DDDDDD
® (& Google Chrome B & GoToMeeting
Desktop App Golovesin; Web
(/] ‘] Notepad (] n Office365
“J Desktop App Web
[J =Zy On-Screen Keyboard (] ’ Remote Desktop Conne...
Desktop App 2% Desktop App
(m] @ Resource Monitor (] Settings
" Desktop App Deskiop App

,,,,,,,,,,,

] 32 Snipping Tool

Add to Favorites

Skip

BRI
MU BRREESMEENMNESR EETR—R, RIEBPRCHER, SUERSETERER

2B
- NREBESIMNNARZEFFRERT BHSHEEFRE, W KRER FHNBEFAIZIERZM.
« IRKRLAF BARFHERNBIZFFNEBEFE, NS RITHF Workspace NABZFITERE
TMEC RS, JBRXMER

o REAFAF—TEHZS M ARER NN BRE . XAIUME M CREESRE N
FATE BT I,
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o BIEAAMSE—IHZ NN BARERRAIZIRET . B XIFHAER, 1ESRCitrix Virtual Apps
and Desktops B2i&E,

SHER+

EREAE

MRAPABENZERDT 20 1, MWERINERT, IS EARNTEET ISR REAE"R
. FMENAREFNEEHERER—NEL, FItESL, tIHNKEXIELEETR, ARER
FRIRFHTIRIPRE E N AR,

@ Citrix Workspace

Good evening, Pada" s
Wednesday, May 10, 2023

x4

x4 A4 A4 A4

5 | = E

Calculator Citrix Health Command Prompt shieldiOS_win2019 WordPad
Assistant

Desktop App Desktop App Desktop App Desktop Desktop App

BRI AEIERRENRR B RSMET+F, XHERESEME,

SEEME

MRAFRABNRRET 20 1, HENABEMLREN BGRXERSMENF, IETRE=
MEDF L ER. M FEEF'SWJ%EO RINBRT, BRERNSBFAEIUET+ WIREE) , &
N &# AR ARFETF, ERMUEEEIUATNFEE B RURIRINETF,
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FILETF

FEETLETF L, 2FNARFNKEXNAEFZERETR, ARRATRAERANNARER.
MBI AREFNELEREMER, B ITERE MR PHIER.

R FAfRFF i £

FNARFED L, WEXSERER, ARRRFEINFIINMEENARERF. RERE
REQIEEFFH RN ARRFMMEIX LS, WREREMHEG, BRRILUEERMIEEEERNN
FRiZF3E5,

(©y Citrix Workspace Q Search Workspace ﬁ

Good evening, Potl Winiss (=) submit Feedback

Tuesday, May 09, 2023

Home Apps Desktops

0N PAg % R
- X

APAC Managed Ariba Guided Buying Confluence
Desktop

© Citrix Workspace

ing, Mol BEE T
023

_ APAC Managed Desktop
4 Dasktop

Ariba Guided Buying
& Web

BRI AT T NAREREX — 1%, ZEFRTRELAFR RS LBRNXXGREE, Fla0, Z7E
— NN HERENXH optimisation tools/Cleaning MINAIEF. ITE, BN BRRF, &
KRAFP BRI TE>FE, HPREIEB— 1, B BHFHG. AXEEAR
HNEZER, BESRNEARER.

LUEEAYENEAXIBEBHEFRRELNAZTEN, BRRESBIEREANEITAE, H
RSB REZ THRET, SMEEBHEEERESRF,


https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/applications-manage.html
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@ Citrix Workspace

Good morning
Thursday, August 17, 2023

Home Apps Desktops

All Accessibility

Admin Tools > Tools > File

w

FileExplorer

Desktop App

TEBFES

Q_ Search Workspace

Admin Tools Command Line

Database and Connectivity

Diagnostic and Troubleshooting

More(11) v

TAXHR, RIBEEREE, XEXHRAGESESFXHRINARERF.
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L

Q, search Workspace

Access 2016 cen
* Desktop App
o

Anaqua
+ Web

»

Ariba cen
+ Web

Ariba Guided Buying
& Web

~,
~

Artifactory -repo
& Desktop App

Bitbucket -code
+ Desktop App

Case Tracker
& Desktop App

Chrome
+ Desktop App

Chrome
+ Desktop App

Citrite Concierge
& Web

Citrix Account Unlock
& Web

Citrix Blogs
+ Web

@@Qﬁ'm@© O 10

- - Oe

EFR X G, FRIEEERFHMSRVECE B B3N AR FRYSR.
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{ Command Line Q

PowerShell ISE
Folder

g Windows PowerShell

~+ Desktop App

g Windows PowerShell x86

+ Deskiop App

A - -

SEETF
SEHEF 2RFrE A AR E S E,

o0
@0

W55 I N A2
BIANBRT, B AL SRR AR FET R ORI K

BRI UUER X #F keywords BBBUTHEA :

* auto - VAEFZBHEIZEANWES, ERFRTLUSERIER.
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- mandatory - N iR S WiEE, B TENERER.

BERAWERX, BEEH BRIERREFR. NREAWER, FrENAREFEREREETNET+
Eo

ERNARFNSHE
FPEILARE, BeNHARRLRRENRE. KRR ETENIRIT.

@Citrix Workspggg Q fild X
Applications

Good evening, Pad a5 7¢ [ Splunk ShareFile & submit Feedback
Wednesday, May 10, 2023

Suggestions

Home Apps Desktops

DA ngdows Explorer
esktop App

Quick access ¥y [ Fieldglass
= web

% ¥
L

ccccc riba naqua APAC Managed
Desktop

Ariba Guided Buying

eeeee Veb eb Desktop Web

N EER

FFEILUER TSR SERAE,

2 R 72 Fr B

RIS R TE Studio HERBRIARFRI, FFS NS SRR AR,
BEETRE (BSER ERUTETR.

- STANRAERF - BoSEMEEIINARER,
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o ZAMNBJBORISK - ARINEIGER, ERHEREEIUETF L, X5RTERERERER. XL
R INEEE AR F R A

o MBS HIER - HHEREBNNAREFETR. XE5RTEREIRAREE,
- BRIFAER - T2 S AREFHBIRAEHE .

R HERENG

Rk 2 7R7E Studio FECERI R @ TR

WFEREENEE, F2ETRBRERS. BXEFHAEER, BRHAERRS.
MREEERFHAEZmEN, MERERUTER

« BABSEIRE.,

« REAVRIERT.

« AP EREER| S ERYBYE,

- MRIFFLRE LETRE, WEREHRIERSTIE,

I EETE Windows 11

Power WVDA-II e
WSUISTGVDA-PM2

Opened 41 minutes ago

HNE ERE ST S (BRSELN) NAPRMET HRE X RERRIR, iRt £ TX
8 X B0

XEEARIERTRE T ¢

- {JARE - BoRNEFTEEIEH. IREEE XVHLTFRIPRES, WREEHEE, AREHE
Bah=iE.
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o ZAINBMRISK - ANBIWGER, FHEREEETF L, X5RHEFRERRBRER. XY
Wi K INeEE R R F AT Ao

o MNIEGESEPMIER - 2 RAEMIBUERIRE. X582 HEFRERBRRER,

- BRFAER - fTA—THEED, EPSKENER, MTFENENKRE, T3 RERYIT
BHl%T.

« WTFENERNRE, JiREMNNEREERE BXFARER, BEHEREF

b4
FFBITE Ul 5 it iE B E S BRI IO Sl P 1R

Settings Advanced

Advanced
Change Password

Change Password

Apps and Desktops Launch Preference

Current Method:
Apps and desktops will lLaunch in your Citrix Workspace app on your device (Recommended).

Verify connection

Download Workspace Configuration
Add the workspace URL and other configuration details to the Workspace app on your device.

o You must have Citrix Workspace installed to use the configuration file. Download Workspace app

Download configuration file

Download and open the file, then click Add to update the Workspace app.

EE

MRAFPERARPENERESMKRIEER, FH StoreFront BB NIRRT ERZE, NAF
SENEHFE LD, MRAFPEFEILES, WSHEM—1TEQ, M UEEF A IBREIE
=
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Change Password
User name:
test\joe-bloggs

Old password:

Mew password:

Confirm password:

—

R 2R MR E /B 5 E %

fEEFE Web Y% 286, RIS RNV AIERFEE Web X33 E5h. 1E Citrix Workspace N FAIEF
hER, RE@EE TEAFAI7E Citrix Workspace N FIZFEFITFH ICA XHERER,

FA P E] LUSER IR IEERE LT FF Citrix Workspace W FAZFINIR R,

T&# Workspace EZiE

HEA Web XEE2REY, BAPAIMUTEH X4, ZXHBFEE Citrix Workspace N T2 L%
FNAEE. EERLLINEE, 155 [IFRZ AP T# Citrix Workspace R 2R ECESX 4

B3R Citrix Workspace N FHTEFF

—BEERERTZEXK Citrix Workspace N EF, RZLBAPFHEEEN KPR Citrix
Workspace Web & F i,
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HAP @I N SRR ARE URL Kipie Web 2R IR, MIISFRIUTML, RRTH
K ABERF,

@ Citrix.

Citrix Workspace app required

‘Your administrator requires you to use the locally installed Citrix

Workspace app for authentication and store access

Select Open on the dialog shown by your browser. If the dialog does

not appear, select Open Citrix Workspace.

1. B $TFF Citrix Workspace,
EFIHINSIEFIA, HE Citrix Workspace M AR BB EAMEZEERAFIEE L,
I FTFF Citrix Workspace BEhas 187, EXRBAFPITHAAVINBARER.

2. B3 FTFF Citrix Workspace R T2,

MRAPREBRIIRT, HEE S5 WRRERERTPR FTFF Citrix Workspace MR, MR
SRMLUT RN LR S
« E1EAW Citrix Workspace N 25 F5) & HIFARINAIEE URL.
« AT % Citrix Workspace N AR T EiEE. ERCE NEEE, 1ESfCitrix Workspace [
FRiZFERE,
- RARFIEFMAVEEHE, HAPRME T ZEMITH Citrix Workspace Rz 2RI iR,
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@ Citrix.

Citrix Workspace app required

Your sdministrator reguires you B0 use the locally insiafled Cina

W00 S50 I Buthonlication B S1660 BEEaiL

Saloct QOpen on the dislog shown by your browsar, 1 tha dalog does
ol sppear, olect Open Citriz Workapace

Alraady have the Citrix Workspace app installed

Copy your stone LIAL, open tha Citrix Workspace BpD on your device, and then
st tha UL whan promgt ed.

]

D't havess the app? Dot 1 Cilrin Wiapsso sp0 bor msz05

Harving budi with installation of epesing T Fosd s our stop-by-itep pada

If issases persist, cONBCT your System sdministrabor.

= g

SNRAFE iPad _LfERA Safari Xikds, NHHRTENHES Mac REIXDFHK. Fit, BFRL
B RIEEMEA iPad SEELIR S B RIS,

Linux #1 ChromeOS A3 BEANEE, Flt, XEig&E EAZHIL FTFF Citrix
Workspace Bz&lg: 2. EXMER T, BRFEFHEANNAREFPHNNEE URL. B
XIFAER, BBHAFANESE,

B RhZRN0 L A P fE
TE3Z55RY Citrix Workspace NAZFhA L, ERBIAINAREE. SERANT :

BIERG HBMRAE
ME 24.9.0 XKEBEEARA
Mac 24.5.0 HERRE
& #i0S 24.9.0 REFSRA
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p=3_

Linux #1 ChromeOS FEARZFRNARIMNARERE, FH7E Windows 1 Mac F&_ EEBIRA
ER, EXMBERT, BREEEAVINBAREFTFHAININARE URL, BXIFHER, B
BiRFohARINN B ERE,

A\ Add new store?

Ensure the store URL is from a trusted source 10 avoid
SEcurity risks.

gl —

|m Sy

B AN A FRE

BifE, ANNARFZBHRENKSSEFRMANNARE URL, HERSMNRIETTEHABAE
FRo BIIHITEMIIEE, AR RIERIAA Citrix Workspace N2 FRIE T,

FRIANN N AP IE

WMRAN R BIERF TR F 2 AR AREE X IE >k B ahIAN A RIS URL, AP eI AF oL
FREEIEZRNNR Citrix Workspace N FTER.

@ Citrix.

Use the Citrix Workspace app

The Citrix Worlspace deskiop app |5 required 1o access this sione.

Seloct Open on the dalog shown by your browser. I the disleg does
nod sppsearn, sebect Open Clbrla Workepace.

Dipen Cilrix Werkspace

Already have the Ciirix Workspace app eatalled?

Copy your ione URL. open the Citrx Workipacs app on your divico. and then
Pkl ha AL whish promgtiod.

o =

Don't have the app? Doaniosd Criris Workspacs 3 o mpc (5

Harving issues with installation of opeming ? Fosd o our step-by-step pude

1T inosth pepe il , Eonlac] your syslam sdsanintiater
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1. MAHIREIMDIE SIS URL, FRFEASMGEIIGDEER Citrix Workspace TIH.

Welcome to Citrix Workspace

Enter your Store URL or email address

2. BEREE,

IERBEMHIEE URL f5, Citrix Workspace NARZFREREMIIIETIE, fAFPER. HRI#T
BHIERE, BPRIMUERIA Citrix Workspace N FBIEFHIETT,

Citrix Workspace N FATEFFHT

MEF Citrix Workspace FRf
T Web X% 2814 RN FAFEIERY, Witr]aes 2R XODMER Citrix Workspace &, XiEH T
TER
« APERIEE Web JISREERITHEAREIE, SIEER Web X% 88 P RYIE S BURSHTF R AR
J&o
- BENENEIN i E F“ZE Citrix Workspace M RFEHFTH =L BFIER"

« FNRKZRLE Citrix Web Extension, & RKME] Citrix Workspace RZFEFEF. IR Citrix Web
Extension 12 Citrix Workspace N ERE, MEBLI LS BEHERIATE Citrix Workspace N
EFRHE.

o IGRBVIRERFALIF Citrix Workspace BE25.
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@ Citrix Workspace

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser

BRAMRITUA T itEz—

- MNRAPFELEARMZER Citrix Workspace NFBI2FHREENEIR, BERWM Citrix
Workspace R BEFs BIUXEMMIRSRERK,

o EIFER Web B UBAENNRBRPEDNRFR, NH BEohEIED &EN LA &R,
ItEiE I AT A

Citrix Workspace N RTEFHNIRE

L P EE KMl Citrix Workspace MR By, MitaE R Citrix Workspace N 244N R
. IHRE==1A$TFF Citrix Workspace B2, E = Citrix Workspace M FRFZFRI— 1AM, 1
R B%RLE Citrix Workspace T2, MAIRKSREET—FHER, ERIBTT Citrix Workspace BE)
g%, P EE¥TFF Citrix Workspace Brigs s I8 (BURTHILER) o BItEIREERE
S domain £ XXM AR PITAICSEHEE (SALLED, BURTRILER) , B%RSRE6h
ZREEEIICER. APHBAIMUMN EBRRE 1R LTED,
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z‘ 0 @ Citrix Workspace x IS - = *
< @] (51 httpsy// JCitrix/StoreWeb/#/home Ay e e &
i [——)

This site is trying to open Citrix Workspace Launcher.
wants to open this application.

D Always allow storefrontlbeuxaeaad.com to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace is
already installed.

Select Open or Allow on the dialog shown by your browser. If the dialog
does not appear, select Download.

[[] | agree with the Citrix license agreement

Detect again  Use web browser  Skip detection  Security details

cifrix

WNRIEME) A ZLER Citrix Workspace TR, N/ IWHERSKREERT— 1 RHE. SHAFKE
[EEThZIRRY, ERERA Citrix Workspace EEigsE At Z &Y Citrix Workspace N AR T
HilRo
IR K ZE Citrix Workspace MATERF, ERFPEUET Citrix Workspace 25h2s, NM{1AIgER
BUTFEDm -

« T&i - M Citrix P42 Citrix Workspace N BTEF. BRCELED, 7EZ(A Citrix Workspace

N FfEFERE,
o BRI - S BRI AR ZEER Citrix Workspace N FETER

o {8 Web %28 - Bkid Workspace R FBTZFHM, 1HL27E Web JIB2RPITHE R, XH B
BEED IRE N WLAFIEE B, AF A,

o BN - R AP RE T A Citrix Workspace EEH258] Citrix Web ¥ EHIIBAR Citrix
Receiver, MALASEALLED, RMINERLEDR, StESELNAEFHEmET, il
WBAETH - .ica XfF, MIIEILUEER Citrix Workspace N RBIEFITHFZX . ERE
SHINENRZEMMRME, FRLENEER 2 %,
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EE)ETRAR
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NTLM, %03 StoreFront BiEA A HI%E2s, NIKREREEEE] NTLM,

O] USRS 2R EC B {EAR NTLMv2 H3E4 NTLMv1, 152# Microsoft X1, 7 Windows
Server 2025 XEEIRAF, NTLMv1 BB, ELLIALKREA NTLMV2,

StoreFront ARYIE+

ARSSERIEF

RS 2HEFBATF StoreFront FRYITENARMRFIERERZ S (TLS) TR S, MIREAEER ICAX
H&4, StoreFront Fa]UERIEPRX ICA XGRITHES 4o

AXEMEER, HBHE BRAFAP S StoreFront ZIEHE(S F ICA A%,
THEREEIER

SRS MFEHFEZIE P HITOEEIE, StoreFront 8IS MRS HFHENSERS
FTRIUEFH, StoreFront £ BEHIEB AN AT ERAEMERN,

374


https://learn.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/network-security-lan-manager-authentication-level

CITRIX® STOREFRONT ¥#ihkas

Citrix 3Z{JBRSSIEF

StoreFront £ BE X Windows iE$F7Zf#& (Citrix Delivery Services) FRET ZMEF, Citrix
Configuration Replication Bg55. Citrix Credential Wallet BR3#0 Citrix Subscriptions Store BRS31# 8
XEEIEF, BEEPHIE StoreFront RSB — X LEIEBRIEIAR, XERS KM TLS #ITZR
2BE, HFAXEIEBREN TLS RSSFIUEBER. XEIFHEEEIE StoreFront FEE %=
StoreFront BY8IEERY, IE7MELL Windows JEBFEHNAR,

REZLHIED

StoreFront 1£ <InstallDirectory>\Scripts X{4FHEZ L PowerShell HIA (.psl). FXIARY
StoreFront ZEREAXLHA, ENELTHENFIENESHNEREES R, XLEHAEES,
¥ StoreFront z1F PowerShell H1175RE&, FATEIER AllSigned k&, (FRZ$F Restricted 3
B%, EAEFLE PowerShell BIA#11T, ) StoreFront RS PowerShell H11TERE&,

RE StoreFront FREREENAHE FHEPLEABERIES, B Windows RILB RS
BIEFRNMNENZEZMER. 3 PowerShell BIALIMREGETT IRITAITE , MEREXME R, @IR
Ve MASBITIRD, MEIERRRMBRREERER FES, F B StoreFront PowerShell fiiZ
REERT. ) —ERBERIEBRNBZEENLHEFHES, Windows HABREEBN
Hi. 7% StoreFront fE555ek/a, ERIUM REER AT E FETMFRILIES,

StoreFront Z£fE 5

WNRIETES StoreFront HHERY Web 33 (3% MiwE) H, 1E StoreFront fRES25 EEBEEA Web [
BER, MXL Web W ARRFEFIERZEXEERATEERFE StoreFront SREMZ LM, MIREE
FEEENZLRE, Citrix BiINIERF StoreFront SRE1EE2IHAT Web 1FH,

ICA T#

ICAX 4 EEEEE VDANER, HEEBELTHEH—F BHRIERIT B A5 REXLE VDA, Alitt,
EHR ICA XEHZRIRP, WTFESRE, RIBEE, ICAXGTES THIIBFNIEE. BINE
2 ICA TH, EXFMER, BER B8 IE,

ICA XHE%#

StoreFront 121 T FAARSS 28 LIS E LI ICA X HITHFELAET, MUESIFILIIEER
Citrix Workspace N AEFRATTUFIEX HFEERBEZEENIR. ICA XHRILAER StoreFront
ARS8 LEITRRERA TN AERIRBA B AHITESR, 948 SHA-1 fl SHA-256, B XIFHER,
EEIH BA ICAXHE %,
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R RREFFRIP

BRI ER MARFRP R LERSHANRERICRS. T ESREE, NARFRIFFIALTE
BRE. EERTE, B2 NARF R,

AP EE

BRI LU iF@IT Web %3 33{F B Active Directory I IR B RNB R EXRERE, LILEEEMN
BEBNEZLIEN, B, XRFRRNELYEREBL T AILUARER S MRS T
I AR A. MNRENAREREHKENTE AP EIEERBENEAREER, BRESEEA
R SR UM R BIMENEBIAE. SRS BIIEARSE, RARBERMEIEAFERERS, BIE
RIBEdH, BXEAESR, AR RAiFrAFREREE,

BEX

ATIRZEME, ARREREIMAEIERBEMRSSHHA, BEBEXY, EREIAKE
B custom XK, U1R StoreFront EBEN HTTPS i&E#, EMMRIEM BEXNB AR ER

PEREAMER HTTPS,

TRk

it Web IS SREENAREEMILEY, StoreFront RIREIMNT 5% 2 X ARk, XLEARLI

Web %S 2500 7 FR&,

kBT

content-security-policy

X-Content-Type-Options

X-Frame-Options

=1

frame-ancestors 'none'

nosniff

deny
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X BT LARA L B ik sR 7R AEZR R
#R A StoreFront FiL, MM
B AL R &, L5,
HTML BIESZ— meta
%, Hpag—m
content-security-policy
» AT IRBIMARELUR
XSS Wi

XA LS MIME ZERYIRIE,

XA LARR IE B RS EAESR A
#x A StoreFront Wik, M
BRAEMFRE. EE®

content-security-policy


https://docs.citrix.com/cn/zh/citrix-workspace-app/app-protection.html
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L BFh & PN

F] frame-ancestors
'none' FHA, BMRELR
%#F content-security-
policy HYIAARXILEAFIERE,

Strict-Transport-Security ERIAKIE, BaIMUECE. B X FHER, BB HSTS,

Cookie X ¥

StoreFront EFZ# Cookie, MiLE{THERAY—LE Cookie #0F :

R1E COOKIE Hh
ASP.NET_SessionId BREAFRIE, SEEMRIPKS. BIRE
HttpOnly o
CtxsAuthId R IESIEEERTE, StoreFront TEERIL

Cookie IRETAA P R G E@EE BRI, EBIE
& Httponly o

CsrfToken FBF@:3 454 Cookie-to-header token I Bh
IEEB L RIEKR NG, BRSSER1E Cookie i E—
Nk, BFUEM Cookie FIEENSHE, HER
SIEKRPHSHEESETIFFREIIRLT,

It Cookie B3RFIEE Httponly , UERF
i JavaScript AJLUEEE .

CtxsDeviceId tRIRIZE. BIRE Httponly o

StoreFront iIXiE T IFZ HAth Cookie SREEERHAFPIRE, EHF—LFEEHR JavaScript 32H, FUILKRIKE
Httponly . X%t Cookie A EFEAIEH MR EIESHEMAEREEMEXHNER.

NRFFim@EE HTTPS E#, MESIESEH Cookie IRIKE secure B,

H1Z£ER

p=3_
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SR rTRERERY e, MARFITER.

AR P REH T AMRRE TR LN StoreFront ITRZ &1, LdEERE T ERZ 23
RS PR — L& M.

MNRZEZLEIZR StoreFront Z[BIIFEM %, MA4FELIMATEES W % MIE StoreFront A& +8 X,
ZEHABIREEEARAX DXL (Flan, TLS EBEE) . Fit, Z2RERETHNFEARERFIRES
FEIRS,

{FH HTTPS %3P StoreFront

Citrix 52ZUERINER HTTPS {R1F StoreFront 5P IREZEIMERE. XAIHBREFigS StoreFront
ZIERENZEIEMBIER I MR, o, 4 HTTP EE S I MK E (HlindiE AR

StoreFront &R HTTP #1TEE,

RBIERVECE, AP AILUBIEM X 3 fa 2 #8815 10 StoreFront, ERTLATEM X 2 fa & Fr2s b £
LE HTTPS &E#, B2, EXMIERT, Citrix MARINEEMX. fAEFE2RM StoreFront Z[El{E
FA HTTPS BiIR£i%EE, £/ NetScaler 71z T80, B XIEBEK, iH5EH ADC &% LBIAR
SR BT FFREM,

2N StoreFront KECE HTTPS, ERETRUTES !

4\ StoreFront using HTTP not HTTPS.

BRI AIUS

« 1R StoreFront (/zh-cn/storefront/current-release/manage-deployment/base-url.html) & &7
DNS FE&krh, EX@Rina @& B%AI (SAN), 7E StoreFront ARS3 28 5 E £/ T1 & 1785
BY, BIIZIFARSS 88 FQDN Ff i F#i88 FQDN ZBIEA SAN B EEN. XA FEEZHEED
¥3TERY StoreFront AR5 25 THEHFFR.

o« {ERIELHALM enterprise root CA B¢ public CA &EiFH,

« MR @I 32580 X 1518 StoreFront, MIEBRFHEATTFEIRIMXEE. NRA
FIE#EEE StoreFront k5588, ME A IRMAEIEIZIER.

&7 Windows BY DA EBEFEFEIEHNFAIULER,. BEEEERENIES !

1. 177 us E8MRS (1) BB,
2. 71 &m0, mEIRSES.
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3. 117 BRSSERIEH

BEXBEBIIPNESER, 78N BEIER.

79 HTTPS E2& IIS

ETE StoreFront fiRZS23 £ HTTPS EZi& Microsoft Internet Information Services (1IS) :

1. TEEMBIRPRME S, % Default Web Site (SR BIFIL)
2. ERFEEP, 2E Bindings...

@ Internet Information Services (IIS) Manager

&
=7
®

&~ = 0 » storefront-eu-1 » Sites » Default Web Site »

File View Help

: fault Web Si e
i Default Web Site Home
<- H 7 e e B0 Explore
... Start P . . 8
4 gj ey Filter: v ¥ Go - Gk ShowAll | Groupby: Area -E- Edit Permissions...
w .83 storefront-eu-1 e
12} Application Paols ASP.NET B
= e
Jas Baey— o L © 9 3
5 € Default Web Site '_ﬂ N~ jr) 4 05 353 =% @& Basic Settings...
NET NET NETErrar NET MET Profile  .NETRoles  METTrust .NETUsers Application /iew Applications
Authorizat.. Compilation Pages Globalization Levels Settings View Virtual Directories
a3 = e o
|ab| o =* -Iqs) | = lanage Website
Connection MachineKey Pages and Providers  Session State SMTP E-mail © Restart
Strings Contrals P Start
iis - B Stop
- X =l = Browse Website
D & % @ § 6 |
32) /] = ge] " JE Browse *:80 {http)
Authentic... Default Error Pages Handler HTTP HTTP ISAP! Filters ~ Logging  MIME Types A dvanerd Seines
Document Mappings Redirect Respon... S 9.0
g a=" Configure
i
ﬁﬂ i!’i o= % Limits...
Modules Output Request  S5L Settings HSTS...
Caching Filtering @ Help
Management ~
Configurat...
Editor

< 5| [Z]Features View || 2 Content View

Ready -
3. HEEOHR, BE Add...
4. 1f Type THIFIE&RAH, £ https

5. 1£ Windows Server 2022 B EhkA L, £ Disable Legacy TLS UEZRHEF 1.2 B9 TLS,

EHBY Windows Server kA, #EBILUER Windows ;RSB ZBIARR TLS kA, ES

i% Windows Server Documentation.

6. EEZBISANIER, RHE"
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/certificates.html
https://learn.microsoft.com/zh-cn/windows-server/security/tls/tls-registry-settings?tabs=diffie-hellman
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Add Site Binding ? ey
Type: IP address: Port:

!https v| |AII Unassigned v| |-‘1-'13 |

Host name:

] Require Server Mame Indication

[ ] Disable TLS 1.3 over TCP [] Disable QUIC
Disable Legacy TLS [] Disable HTTR,/2
[] Disahle OCSP Stapling

S50 certificate:

e T e BiEEE VI [ SEEECt... [ Eiew...

OK Cancel
7. BHIFR HTTP 3518], I5&ERE HTTP 8 & Remove,
Site Bindings ? x
Type Host Mame Port IP Address Binding Informa... Add...
https 443 *

3 Edit...
Remove

Browse

Close

8. B base url L&A https 7%
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HSTS

EMfEERSZSHR/MERT HTTPS, ARPNEFIHEENABRZ IR, fMl, PEAKEETESR
HRR StoreFront fRS528, HiFIwAFBE A HTTP LEE‘JHMEHE%E‘EO Ale, TRILURRERE
B, FInRAFRNER. BRAEESHRFERRAFPINESEAREIHEL HTTP ihRRS SR, EalUfEA
HTTP Strict Transport Security (HSTS) S2¥ LR E’\Jo

ERB HSTS I5, ARFB2=ME Web JE2sieR, MiZMuhaYiE KN IRLLEE HTTPS #17. MNRARF
A HTTP 3418 URL, 2R EShYIEAER HTTPS, XBR T Z2EEMNE P IRIEIENL
B IS FRARSS 2R IRIGIE. Web %28 S 7B & AYEARR AR HF LI IE

p=3 g

EF HSTS & MmE—_LRIFRE ML, Fla0, NRMLEE&ED https://
www . company .com/Citrix/Storeweb ifial, M HSTS HKESFN AT https://
www . company .com FHIFREMLE, XAGEREEHFENLS

BEZMBRA HSTS BNk, ENOER—TIEI, LR RigERERRk.

I 1 - IS

£ Windows Server 2019 &ERhA £, EAJLTE IS FECE HSTS.
1. ¥T7F Internet ER2ARSS (I1S) EEIE,

2. i%#% Default Web Site (SHAERZBIFLE) o

3. EEMBEIE' BT, BE HSTS...o

4. EEBA

5. WARAHAMR, #40, —& 7 31536000,

(A3%) %R HTTP EEME HTTPS,

7. RHPE

o

HSTS KB RE&E (/en-us/storefront/current-release/media/secure/iis-hsts.png)

%I 2 - StoreFront™ EIBIZEFIS
3 F BN RS ML

1. EENABEE, ARREEERL .
2. EEMLL, ARSHRE..
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https://developer.mozilla.org/zh-cn/docs/Web/HTTP/Headers/Strict-Transport-Security
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3. KE'BHIgE LT+

4. %E BRAMRERELS.

5. F FRERRSRIFENE BN NPEE.
6. BEHME"

7. WECERE BIRSHRAPHIEMARS .

3%EI0 3 - NetScaler® faE 2

INRIRTE StoreFront fRZ 2381 E A NetScaler 71 & F &35, MRl UAEREEIIRS 25 LACE HSTS,
BXFMER, 1F5IR NetScaler X1,

T 4 - NetScaler Gateway

IR AP EE NetScaler Gateway E3EEF] StoreFront, MBIILTE VPN EBIIRSS S5 EACE HSTS, X
PEMAIFLE, EHERT NetScaler ¥ RFR 2 LUK StoreFront L ERITIE,

IEBAIEYIR (CRL) &
b))

1EEI LUK StoreFront BCEE N EA B & HAVIERHIETIR (CRL) KEE CVAD fIHEHIZRERR
TLS IEBAVRS. EUTIERT, ErRIERERHFEIIEBRILRINR

o BINNFLAEREE

- CAEME

- XIXEEXH

« JIERBEMEAN

p=—

A EFXAE StoreFront 5 Citrix Virtual Apps and Desktops 331412228 2 [B]{ER HTTPS &
BH&EMA. BIRMMHEHIZRN HTTP ERAREIES, REItIAHERE Store B9
-CertRevocationPolicy 1% & T o

StoreFront 323 CRL 7% = (CDP) JEBY BNAMZERIE R 53k (CRL) #HITIE
PREKNE, StoreFront {NZ1F7EE CRL | AXZFHEE CRL,
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CRL 3 2= (CDP) ' B

StoreFront F2EFERERHEIED (HEFFSFITEE A CRLH) B Citrix Virtual Apps and

Desktops 3

BHREXHED URL ARIE AR CRL,

R Consolel - [Console Root\Certificates (Local Computer]\Persenal\Certificates]

& File Action View Favorites Window Help

RATEFIZIPRZR TR, ERNHLLIEBEMR BT, StoreFront WAZNEER[ER CDP IEHY

CRL % 7hia)k3

T {E StoreFront E'T%i’@fﬁfw?']’"xﬁﬁ%fﬁﬂﬁﬁta RIS,
CLR B A=Y EBREM, L%

Revoked Certificates Properties

15485 CA LRI CRL &*iElfR.

EEIENAREMIZERNBRE CLR &K hEMR{E,

=

CRL Publishing Parameters  View CRLs

X

A Cedificate Revocation List (CRL) describes cetfficates that clients should

consider invalid.

CRL publication interval:

Next update:

[_] Publish Delta CRLs

Publication interval:

Neat update:

IEI Hours W

27/06/2019 16:28

Days

383

=2 AE 4 2 XEEBE
[ Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te...
v & Certificates (Local Computer) Fl*. .com -DCO1-CA 29/04/2021 Server Authenticati... wildcard. .com Web Server
v [ Personal i XenDesktopSSL.  .com -DCOT-CA 18/06/2021 Server Authenticati... ddcrevoked, .com Web Server Ex...
s @ #u:::g':::fmiﬁ:aﬁm Authorities 21 XenDesktopSSL. . .com -DCO1-CA 18/06/2020 Client Authenticati.. <None> Computer
5[] Enterprise Trust
> [ Intermediate Certification Authorities R | Certificate x
> [ Trusted Publishers
> [ Untrusted Certificates General Detalls | Certification Path
> [] Third-Party Root Certification Authorities
> [ Trusted People Show: | <All> e
> [ Client Authentication lssuers
5 [7] Preview Build Roots Field Vale ”
> [ Remote Desktop Enhanoed Key Usage Server Authentication (1.3.6....
5 [ Certificate Enroliment Requests Key Usage Digital Signature, Key Encipher...
5 [7] Smart Card Trusted Roots {55 Application Policies [1]Application Certificate Polic...
» [ Trusted Devices Subject Key Identifier cfe2751352010b 1174a2...
» ] Web Hosting Subject Alternative Name Other Name:Principal Name =X...
+ [ Windows Live ID Token lssuer Gil Authority Key Identifier KeylD=6e 1a 43 2861b562 ...
CPJ. Distribution Points [1]CRL Distribution Paint: Distr...
el austharitu Tnfarmation drress  [1lautherit Tnfn drresse are %
[HICRL Distribution Point
Distribution Point Mame:
Full Mame:
URL=\\dc01\CRLDisty  -DCO1-CA.crl
URL=http:ffarl. jaidistf -DCO1-CA.al
Edit Properties... Copy to File...

YRAE
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EPFIE CRL £7F

Windows REAEMLEEN R FIRTEAMETF CRL, EAMEEFR CRL A, A2 FHEHN
CRL,

StoreFront X IEFHm#HEFIR (CRL) BYiAIA]

IEBRBEREKIT StoreFront i518) CRL BIEE ). 1B1FAHZE (& StoreFront #1{AIBXR & CRL B9
Web ARSZ2REIFBIMA MK (CA), LI StoreFront a{A#EU CRL B,

Rff#EmlaE ENREREL CA MIRBIES

EFERTAE CAFIES, StoreFront EEIFBEIERIEI CAFIE A CRL, StoreFront RJLATE
IRRVA LT AR E G )XLE CRL, BXxEER I CAULTH COP I EBHELR, 1B5B8A
Microsoft X1, TEACE CALUEE CDP ¥ Bal, X{I#EFISS EFEENEAIER S EEHM
Ko

StoreFront # Citrix Virtual Apps and Desktops fRS3 258 £ I F %A Internet 5 RIINPRERIFEEFLAE M
&, EXMERT, NERILE CA.

RiEHgE ERNER AT CA RIS

StoreFront AR5323#0 Citrix Virtual Apps and Desktops {3 #EHI23 eI AEEA N CA IR BIIEH,
StoreFront #ZAENE @IS Internet £/ CDP # B 5| URL BXR 2+ CA BY Web RS, IR
NP W ARG, StoreFront ITiEfEA CDP URL & CRL Bl4, N StoreFront I3EH 1T CRL

&,

ERIEP MR

E(F A PowerShell EEHRIRIZE, 155517 cmdlet Get-STFStoreFarmConfiguration FHTE4ER
WRHPEERM CcertRevocationPolicy o a0 :

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

(Get-STFStoreFarmConfiguration -StoreService $store).CertRevocationPolicy

ECIEIE T A RS

E(FH PowerShell AN ABEEIREIEPREKE, 1BE1THS# -CertRevocationPolicy HY

cmdlet Set-STFStoreFarmConfiguration o

CertRevocationPolicy EIMAILUEE AL TE :
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wE R
NoCheck StoreFront A EIR(JHERIZF EIEFEI B EIR

o StoreFront M EEAE RHIEPBIIR

FEERIZRPIER. XBRHINZE,
SR 4G XERETEMIED, StoreFront ZifBETEXR
AT 2R EIEHAY CDP i EH5 | BAY URL
SRIREY CRL, #ASR CRL AAIA, & R{TH2EH!
2 LRI EM B, StoreFront f¥E7&
MR AFHEHI BRI, MRIEPBEFERN, URL
AIIEMAES Web fRS5E: ; (RIEPEHLH
CATAR, MBIXIEMAE Internet Web ARSS
2o

>
I}

LERE StoreFront ZIXEXR (I HEHIZRIEFHI CDP ¥~
EBHRAHH URL, #0R StoreFront JToiEMXLE
URL 3REY CRL BlA, BARIFMIGHEH2R
WEER, R StoreFront FINFKEX CRL F#H
RATHEFISFANEREM B, N StoreFront &
SMEZR, RIEPEEDN, URL ATUIE
MR Web RS2 ; IRIEPBEHAT CA M
K8, MEIIEMAHE Internet Web BRS3 280

FToML& i 1m] NEE XS AZ StoreFront fRZ28 EHY
Citrix Delivery Servers iEPB7ZiEFHI CRL,
StoreFront A 2=IHEXFR CDP I BHFIEENE
fa] URL, #NER StoreFront Toi&FKEY CRL B9
HIBIA, BRI EHIZI M Z TR,
40 StoreFront M Citrix Delivery Servers
IEPEMERIRE CRL FIAMBI A, HEITHE
HIBFHVIEBEM B, N StoreFront Rz

2R
Al /)?\o

fan

$StorevirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -VirtualPath $StoreVirtualPath
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Set-STFStoreFarmConfiguration -StoreService $StoreObject
-CertRevocationPolicy "MustCheck"

MREBZNNAREE, BEMBNAREIE LE S thid#2, -CertRevocationPolicy &— R FEE
RAILE, TREMA $StoreVirtualPath F¥ERE B A R EEC B FIPFTE R 1528,

1£ StoreFront [RZ28 _ E{ERAEAMS AR CRL
TIRERAMSE AN CRL, 1B Citrix® AEIGX M EEROT -

o EARBEPUEREF, SNIEUEEMELR, RN RZ StoreFront ARS5254H,
o ERBHEIEBE, FohFEHE StoreFront fREZ28 LM CRL, WRZETEEN Active
Directory $HF A CDP " BB 4% H CRL,

IR -CertRevocationPolicy 1& & A1“NoNetworkAccess”, HBEHEIEN CRL Bt D LBIFrE
StoreFront k5545, MATLAERAAMZ IR EHHI CRL,

ERAXIS AN CLR

1. ¥ CRL £ #F) StoreFront fr5585HY R E. 20 StoreFront AR5 8BRS ERAEN—EL D, BRE
£ HIBILAHRIFRE StoreFront ARZ5 2R,

2. T MMC BEES 7T, ARIEE X4 > FNMBREERET > iEH > HEHIMF > Citrix
Delivery Services JEH7EfE.

3. ARBETHEE REMS > 8A, AENNE CRL XMHHIZE EEMAENXY > 117 > HRE
IFBRALL T > Citrix Delivery Services,
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i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]
ﬁ File Action View Favorites Window Help
e 2@ 0 c= HE
“| Censole Root Issued By a Effective Date  Next Update
v G Certificates (Local Computer) -DCOI-CA,  com 04/07/2019 04/07/2019
w | Personal
_ Certificate Revocation List
[ Certificates
s || Trusted Root Certification Authorities
| Certificates
» __| Enterprise Trust
| Intermediate Certification Authorities
» || Trusted Publishers
» | Untrusted Certificates
» | Third-Party Root Certification Authorities
| Trusted People
| Client Authentication |ssuers
, || Preview Build Roots
~ | Citrix Delivery Services
| Certificate Revocation List
[ Certificates
| Local NonRemovable Certificates
» | Remote Desktop
| Certificate Enrollment Requests
» 71 Smart Card Trusted Roots
| Trusted Devices
» | Web Hosting
~| Windows Live ID Token lssuer

i&Z PowerShell AR 1TI¥ CRL ZRINZA Citrix Delivery Services IEF#Ff#
1. &3 StoreFront 7 .CRL X4 & IR %A1 BFAMEME,
2. ¥TFF PowerShell ISE ##i%#F BB R B M3E1T.

3. BITUTEaS !

certutil -addstore "Citrix Delivery Services"
"$env:UserProfile\Desktop\Example-DCO1-CA.crl"

SNRAL, FHREIUTAR :

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.
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IEEILUCR e ARG, BIRAB R CRL 7 R B)EREFRIFAAE StoreFront ARS5 85,

fER (T REHIER#H1T XML B4 5830

&R LUK StoreFront BRi& /5 P BRI IEEFEL Citrix Virtual Apps and Desktops 32131128,
RIS ERIEREM M, WA FITEER StoreFront, H{THRAER, RAMNRRA
T %t Active Directory BB #1TE R L8IER Citrix Virtual Apps and Desktops 32 {41228 ERYIERE
WHiH, WXLRPRNEERSER StoreFront

AP BRRIEERA T2
1. BB L—T BEFFEUHTIERRENET PR EFEELGHITIER B H
2. &R BT XML IREZE D I0UE PPTRMF IR, MARH1ZEHIZRECE NER HTTPS,

REATIEBRHEREN XML S 3EIERS

N YIRIEEREDEA XML SR I0IER FEE XS I,
= g

StoreFront 3z F MM FERI B S M IIEARSSRE, HEFRSEARFHES R DIIERSS I8
B—X—BRG, EXMERT, ERANFIEFERES BN NIRIERSAITATRRND

o

ARIEB R HERERENSMIIERSTIRENERRE. &, WRFABEERNSHILIE
ECEEAER, WeEINZ T EEERENHZENFMNINIERS.

B9 I0IEARS PowerShell cmdlet 727 Set-STFStoreFarmConfiguration FYEXI, FILE
EMHMARRY PowerShell 777%. EARTERRD FHTNERIER RIEREILE,

1. ¥TFF PowerShell ISE #Fi%#E U EBRFDEIT.
$SiteID = 1

$StorevirtualPath = "/Citrix/Store"

$AuthVirtualPath = "/Citrix/StoreAuth"
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2. EERT XML HRIIEREERS . SMIIERSMATZERIZE™, HARZAZER SR ENEIE
foiE.

$StoreObject = Get-STFStoreService -SitelId $SiteID -VirtualPath
$StorevirtualPath

$FarmObject
"CVAD"

Get-STFStoreFarm -StoreService $StoreObject -FarmName

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -VirtualPath
$AuthVirtualPath

3. IERHHIIEARSS A CertRevocationPolicy B 1% B

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService $AuthObject
-Farm $FarmObject

4. BINEBEIREERBIESHERT.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVirtualPath

$AuthObject.FarmsConfiguration.CertRevocationPolicy

FAHARY Windows BEEBRREIR

B CRLIEER, HBIRATE StoreFront k5528 £AY Windows BEHEERPIRES.
BT HEHERS .

 1f StoreFront fRs588 LA B1T
o #A eventvwr, A% Enter,

- E'NARFMRS HERK Citrix Delivery Services Eff,
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BIRTA | BETERREE R HIEBRN (GG

An SSL connection could not be established: An error occurred during SSL
crytography: Access is denied.

This message was reported from the Citrix XML Service at address https://
deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the list of active services.

BiRTA  MRAFPE XML BAEIERKIEESER, WEEB Web hik Receiver BIFHIR

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.ExplicitAuthentic
ationFailure,

Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,

Culture=neutral, PublicKeyToken=null

General Authentication Failure

ExplicitResult.State: 5

AuthenticationControllerRequestUrl:

https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/LoginAttempt
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ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.GetExplicitA
uthResult (ActionType

type, Dictionary 2 postParams)

ICA® NH&HFE4

StoreFront IRH#F % ICA XHRNED, MUEZHFIEINEER Citrix Workspace N FAFERFhRAS AT A
WIE R EREZEENIR. £ StoreFront FEAXHERE, AR EINBEFEERA ICA
X4 FHEA StoreFront ARSB 2R T NIEBFEPIVERHITESR. ICA XHRIUAER StoreFront ARSS
8 ST ERAZINEMIRF B EHTE R, FXRIULINEEHREE ICA XHERNE P i
RRBEFER. NRELIERRY, ICAXHFFELBERFERNER TEMHLIET Citrix
Workspace N 2R, HEEBNRERTEZRELIXMH,

E AT StoreFront By ICAXHE%, IEBLNA ST AHEIFHIETEIRN. MRIEPELSERA
R, N RRiFZERRTHRFER. MRAIY BRERRET B, WSIFHIRENNEE
Bk SS 2R & 10 Ik,

T ICAXHE S, Citrix® BIER N RHIEBMA SIS H R IEB UL HIAREBI S
FHE SSL BRIEH, MNRETEMEBILNADRENSERIES, WeIXERME SSLIEH (A
SNARSSERIED) , BECIEHIRIEBMANANEBHFED RLEAF IRE,

ICAXHEZLIRINER. EEA ICAXHGES, BUMREITPHEBEFRHUERIZIER. FRIER
FHEEATF Windows B Citrix Workspace NARZFEENEKRIEH, BUEE ICAXHLER ; B
XPFMER, BB ICA XHES,

=

StoreFront 1 PowerShell =515 REERIBYFT . 1EfER PowerShell 5|5 &2 StoreFront
BCEZH, 1854 % A StoreFront BIRIZHIE, B, EFTH StoreFront #HI& 281, 1B*
FFRE PowerShell 24,
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1. 7E&8) StoreFront fRS585 £, 117 BEHENIES,

2. FHERIERARIER) Citrix Delivery Services iEH7Zf#,

3. fIFRIES, 3 IFAER EIFHIERIEL.

4. {£F Set-STFStoreService PowerShell cmdlet ATEERE AT !

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true
-IcaFileSigningCertificateThumbprint [certificatethumbprint]

Hep Bi&EAERINEREIENRE (250 o

MREFER SHA-1 UANBHREZE, BIRIERZERINEH -IcaFileSigningHashAlgorithm
TFHEIZE S sha256. sha384 5% sha512,
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BEM D Hh

StoreFront £ % 7 7% HEXHFENEIE. 7SR T T,

& ET:BUN
HEXMH StoreFront REIEZMARNBEEXHUBTF

pli=]:

EHHEE StoreFront [ EEFEHMEIZE A Windows =
'fq: E JCANO

HREITEES StoreFront iId R4 REITEES, EATLUERAMRE
B EE XL #ER.

=B StoreFront JFZMACE S B & XEF) Citrix
ClOUdo

Citrix Workspace [ Fi2F 21 BCi& Citrix Workspace T2 LU IR &%

) Citrix Analytics

Citrix £ 3517 Citrix Scout LUKE HEXHMEMRAE
B, RERERRATIAR

BHE
RERE

% StoreFront Z&EENF AT, StoreFront ZEZRFRTE C:\Windows\Temp\StoreFront B R &
UTHEX . XHaRRTIZENNAHHE N EE,.

« Citrix-DeliveryServicesRoleManager-*.log—1E X B X 24 StoreFront B 81,

« Citrix-DeliveryServicesSetupConsole-*.log—fE§# AR % StoreFront AR B R 35 FAEN
StoreFront B 81,

e CitrixMsi-CitrixStoreFront-x64-*.log—7E 3 B T\ 3 53 BA Z2 = M EH1 2, StoreFront BY 615,
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PowerShell FIEEEZHISBAE

1Bt PowerShell Sy EIBEHI ST EE NS
StoreFront\Admin\logs ., HEXHHEEHH
B

I2RT7E C:\Program Files\Citrix\Receiver
BREMNER, UAEBFX2maRFE5IETE)

ﬁﬁ E Il.a\

StoreFront FFIZ¥THEE A c:\Program Files\Citrix\Receiver StoreFront\admin\trace

& v | trace
Home Share View
&« v 4 » ThisPC » Local Disk (C:) » Program Files > Citrix > Receiver StoreFront > Admin > trace
-~
I Desktop L 4 MName Date modified Type Size
¥ Downloads * | AGServices000.svelog SVCLOG File 4KB
= Documents » ] ConfigurationReplication000.svclog SVCLOG File 0KB
= Pictures g :] CredentialWalletD00.svclog SVCLOG File 0 KB
StoreWeb j DomainServices000.svclog SVCLOG File 0 KB
] PeerNameResolutionServiceD00.svelog SVCLOG File 0KB
I This PC - ) .
| ReadMe Text Document 1KB
I Desktop | Roaming000.svclog SVCLOG File 295 KB
5] Documents "] ServiceMonitor000.svclog SVCLOG File D KB
¥ Downloads ] Storeb00.svclog SVCLOG File 0KB
D Music ] Store2Auth000.svclog SVCLOG File 0KB
= Pictures | Store2Web000.svclog SVCLOG File 0KB
. || Store2000.svclog SVCLOG File 0KB
B videos e .
|| StoreAuth000.svclog SVCLOG File 0 KB
& Local Disk (C) :] StoreWeb000.svclog SVCLOG File T9KB
inetpub ] SubscriptionStore000.svclog 16/10/201808:32  SVCLOG File 0KB
Logs
PerfLogs
Program Files
3FF StoreFront 2311 EEhRA, FRINER TFRIER Error. Warning 1 Info &3IEVES. 7EX
L h=E S A PN
SZHIBERT, XSS EBIEDRKIZETERIR,
- ==
AR

£ StoreFront™ 2308 B EhrAAH, FIABER FXIER Error K3IHYH

/|_.\0

Z{EM PowerShell BE X BEIZR, 1EE1T cmdlet Set-STFDiagnostics o

+ StoreFront AT IREZEZA—1BEIHH El,b\BUfFo
FH StoreFront TE/B5FRIBEEXHFZHIAE
ABENKRNHEE, FJUFER -FileSizekb %D

FINBERT, 8T EEXHRAN 200MB,
ZEARZETHEX S, IRFEHEXE
-FileCount B¥H1TIE(E,
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o BEHIZEMIFMEERF, BERASE -TraceLevel , IFBIEAN off . Error .

warning . Info 3¢ Verbose o

s BHMERSZEEDERICREE, BERASE -All . E0JUFEA -service [Service
name ] t%AHEQQEXEIu\Taio

ﬁﬁ E IL:\

EoI B BENIFA B EICRUE FHRER R, XE Citrix® TIFERNF FEXF M, X]
ltee, RILESELRTEME, ENRF TraceLevel 1REJH Info o

&
Hp

g?‘ﬁﬁﬁéﬂﬂauﬂii

1. FREEXMEIE AR E5) Windows PowerShell

2. MIAGSD .

Set-STFDiagnostics -All -TracelLevel "Verbose" -confirm:$False

p=3— g

WNSR{FEH StoreFront 2311, MATZIIEEL -override o

XFFAFERSERFA BERICR, MEFRTHIA. WALGSE, Storefront IR55 1
BHE. FfF PowerShell IR fFREIEIERS 2R EREFRE . EXERSERN
[EzhERiEl, AP RFTIEAIR) StoreFront ARSS 250

3. EMRFEAER BT
4. FFERRSHBARIERESIREEIZIAE

Set-STFDiagnostics -All -TracelLevel "Info" -confirm:$False

p=—

Qﬂ%ﬁﬁﬁ StoreFront 2311, mu%fﬁi/d\\ﬂu%ﬁ -Override o
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11s B&EXH

HINBERT, ISESFEMERHEEEA %SystemDrive%\inetpub\logs\LogFiles » B X i
28, 1B5&% Microsoft X1,

FEHEE

StoreFront XX A IRUEARSS . W AREFNMiL#EHTT Windows B4 HEIER. EREVERISEHER
B A StoreFront AR BEE, AIUEREHEERT NAERFARSBRE > Citrix Delivery
Services’=‘Windows B7& > MARF TEE, ErbUBIRIESMNIVERS. NS MiL
NECEXHRIEFHI RN EHNEE BERBHE.

B BRI

1. FFRAXAREBEIRIT S MRS . NMARED Receiver for Web i m Y web.config X, X
L7 H@EE D SMIT C:\inetpub\wwwroot\Citrix\Authentication\ . C:
\inetpub\wwwroot\Citrix\storename\ #1 C:
\inetpub\wwwroot\Citrix\storenameweb\ BEZH, EHM storename EIENHREEN HE
1ERE RV,

2. EXHPREBIUATTER
<logger duplicateInterval="00:01:00" duplicateLimit="10">

BINBRT, StoreFront EBENFEDHHRIE & HERBHIRHIN 10 1

3. B duplicateinterval BHRE, LISERMNE & BEZXENEER QUMY S8 L
fiI) o M duplicateLimit B4 I&EEIEEEERAMSTICRNEE XBEHK, UABER
o

ﬁﬂZi‘EIMI?Eﬁ%'JE'L FER—FRESHR, BrRGH—FSrBEEEERE. HEREILERGE, E
/L,\]Eai'l__f |7_§ #]Eai 1|:| N HE ﬁ ?ETT@*H]%IJEE E/L,\?KEO

MEREIT AR

StoreFront BEA T 2RIt g, BEEHITHESEE, BHRITUTERE !

1. WFR" g, FTHMREEIIER". XA MUTE Windows BET B "X H R THE,
2. EMMED, EFEMTE>4EEENE"

3. EEIEE EM+#& (‘™) -

4. JEEFEELEENITREE. ST UEL Citrix® FFKRIZFEH THEo
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N
N
a2

StoreFront 2K StoreFront ELEFIE R EHHRENEIE & XE) Citrix Cloud, X LEEIE BT A3
89 DDC FIiFaIEARSS 28, T0ET miEEI & XE) DaaS, A XF4ER, 1EEH Citrix Virtual Apps
and Desktops 31,

StoreFront™ &

B
Pk
FER U AN
hig s PRI REY=EE R L) PN 1.0
id FERAEFRME—IRRR d4ce7919-5d80-44de-
a8fa-102923feOead
i) CAS BFiIR5| =EREHH =
E R L it
st £ Broker A& EHBTHIRY 2011-08-12T20:17:46.384Z
ElE54
4 FREHNRIBF RAIERE OnPrem.StoreFront
prodVer StoreFront ki 3.30.0.0
BROE
FER T U AN
hig s BN HAARA 1.2
serverName StoreFront 3&31TFRTEARS A E storefront-01.storefront.local
W%
deploymentld StoreFront ZPEBIME—FRIRRF fA7ac10b-58cc-4372-
ab567-0e02b2c3d479
installedWithCVAD $§7R StoreFront 28/ 5 CVAD &
—RARE
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&2

cpuCores

cpuModel

ramGb

numServersinGroup

Mi&

rfWebSites

(S

authServices

IsPiiScrambled

baseURLs

serversinGroup

osName

osVersion

wasUpgraded

it

CPU &2

51T StoreFront B CPU

RAM 22 (GB)

RS aRAPRIRSSHHE

StoreFront Store EZi& JSON
blob, Store JTRAVEH, ¥
HBEBEITHE,

StoreFront MiLEZE JSON
blobo, RFWeb B¢ & 3T RAVEL
|

M X ECEX R EA JISON
blob, [ X X RBVEH

BRIERS BN RIER
JSON blob, ERIRIEARS 3t
REVEA

BRAHFPH PIEZEEM
mw?

ItbAR S5 2R 2 AR BYEA URL %1
RAVEAE

AR 535 284H+RY StoreFront AR
£285%

BRIERFHIBTR
BRIERFERAS

R385 2T MAFIBIRRAF+

&2

398

il

F1218 ZRIR(R) BEE(TM)
i7-1255U 1.70 GHz

16

Nl

Nl

Nl

Nl

=
=

["https://
storefront.acme.com"”,
"https://
storefront.acme2.com"”]

['storefront-a.acme.com”,
"storefront-b.acme.com”,
"storefront-c.acme.com"]

Windows fRZ528 2025

26100.7178

=
=
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stores FEH

[{
"SiteId": 1,
"BaseURL": "https://storefront.example.com/",
"VirtualPath": "/Citrix/Store",
"EnabledFeatures": 21 bit bitmap,
"DefaultRfwebSite": "/Citrix/StoreWeb",
"GatewaysUsed": [

"gatewayId"

1
"VdaLogonDataProvider": "",

"ResourceFeeds": [

{
"FeedName": "CVAD-US",
"Type": 1,
"LoadBalancingEnabled": true,
"Servers": ["ddc-1.acme.com", "ddc-2.acme.com"],
"TransportType": "https",
"AutoDiscoverServers'": false,
"UseKeys": false
}
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1]

INRKHEF Stores, MER— 1A .

rfWebSites FERT 6

[{
"SiteId": 1,
"BaseURL": "https://storefront.example.com/",
"VirtualPath": "/Citrix/Storeweb",
"StorePath": "/Citrix/Store",
"UiExperience": 0,
"EnabledFeatures": 9 bit,
"AuthMethodsEnabled": [

"ExplicitForms"

1
"LogoffAction": 0,
"MultiClickTimeout": 3,
"DefaultTab": 0

1]

INRKILE] rfwebSites, MERB—NZEHA -
gateways FE R
[{

"GatewayId": "Obb792c4-37b4-4fbe-a9a6-5ed71baaa603",
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"GatewayURL": "https://sfgw.acme.com",
"IsCloudGateway": false,
"StasUselLoadBalancing": true,
"SessionReliability": true,
"RequestTicketTwoStas": true,
"SmartCardFallback": false,
"Version": 1234,
"Logon": "domain",
"StaServers": [

{"url": "stal.example.com", "useKeys'": true},

{"url": "sta2.example.com", "useKeys": true}

1]

IR KILE gateways, MER—TEHA

authServices FER

[{
"SiteId": 1,
"BaseURL": "https://storefront.example.com/",
"VirtualPath": "/Citrix/Authentication",
"AuthMethodsEnabled": [

"CitrixFederation",
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"ExplicitForms"

1

"AllowUserPasswordChange": 2,

"ShowPasswordExpiryWarning": 1,

"ValidatePasswordsOnDeliveryControllers": false,

"DelegateCredentialValidationToGateway": false,

"IsAuthenticationServiceShared": false,

"EnabledFeatures": 1,

"isThirdPartyAuthSdkInUse": false

1]

Nk Z] auth services, MES—PZEAE .

Storefront &
&
Frsk
FE s
EN WENEEREHRIRRA
id EREHNE—IRIRTT
i) CAS ARG =fEREHM
E g il
st E47E Broker A RLBTHIBY
EIF57
G EREHNRE™RIEE
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FER £ N
prodVer StoreFront ki 3.30.0.0
BURH
FE i iyl
BR REBIRAERF, Z fullName:
EHETEL C648FE671A44B3F
7 (RRLFTEL)
samName:C758LH
671A44B3F7 (44
£4TEL)
upn:
C7948FE671A44B3
F7 (RRZE4TEL)
userLicenseld:C265
FE671A44B3F7
(ha£24TEL)
userSid:
CO097FE671A44B3F
7 (PRE4TEL)
serverName StoreFront 3&{TFRTE [EE-01.[E . A< h
ARSZBIEN%
loginMethodRfWeb REA
loginMethodAuth P &% StoreFront 0
A&
gatewayURL S RAEBEFERN NetScaler-f % .com
Netscaler Gateway
79 URL

enabledFeatures B2 BIRERI AT 12
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FEY it

userAgent RATERNEF RN
UserAgent

baseUrl BREREENR
& URL

storePath BRERIEERRER

apiUsed EREFIGRERIER
£ Store API.
Web API 3 PNAgent
AP

deviceld BF&F StoreFront

ML ERN. EE

L
transactionld B X X EHi#E1T
DERRIFRIRRT

Citrix Workspace NN B2

ANRIZRA Citrix Analytics, ERJLUECE StoreFront, L& Citrix Workspace NAAEFNEFPEHX
iIXF Citrix Analytics # 1T IR, Citrix Analytics REBE X AP . NARER. Ha. WEMEENE
¥R, MIREMBPITHNESERE, EE Citrix Analytics XA4FFEIRE X ILIHEEMER, 5 &
F8 StoreFront # A Virtual Apps and Desktops Ifi 5,

EECEITN

« M Citrix Analytics FEECE X o

]

CitrixReceiver/
22.11.0.19 Linux/
5.17.15 X1Class
CWACapable CWA/
22.11.0.19

storefront-
dev.storefront.dev

[Citrix/StoreWeb

K=

773aba%9e-5b91-4ef9
-8782-c4afb75698e7

« {#F3 PowerShell ¥ Citrix Analytics #1ES AR EHIAIM StoreFront ERZEH,

A& StoreFront f5, = Citrix Analytics ARZ315KBY, Citrix Workspace W FAF2F A LAM StoreFront

JERL: ¥ e.35 6

EERTR:
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1819 StoreFront BREMAEISEX R Citrix APl IRSS. 15Z157 Analytics FLEEK,

M Citrix Analytics FEA B ¥
BERR:

VREEREC IR EERNEENH. THEBZEREZX . B7NSHEANLHERA
HEZ XY, EBETRE, ERIURRLEXH. IREFEES—aitBN LEFNARSE,
B]LAM Citrix Analytics ARSS BIEHEHI & B R FEIZX 4.

1. FHEERKFAERILEMAS ( https://citrix.cloud.com/ )o
2. EE— T EMEEF,
3. @i HTE B {FF Citrix Analytics RS EIBZHI&

ol = 177

Analytics

How to Buy | Learn more
¥ Launch Demo

4. 7£ Citrix Analytics IRS BIEEZEHIGH, 1% 1E > BUER-
5. 7£ Virtual App and Desktops £H, %% () RBEMF, AG1%EF &#E StoreFront H53&.

6. 7E“1E#% StoreFront E3E"TiHE L, #EF TEIXH U T# StoreFrontConfigurationFile.json X
o

THIEEX

"customerId": "<yourcloudcustomer>",

"enablementService": " https://api.analytics.cloud.com /casvc/
<yourcloudcustomer>/ctxana/vil/cas/<yourcloudcustomer>/XenDesktop/
<deviceid>/dsconfigdata",
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"cwsServiceKey": "PFJTPn..... T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/
<yourcloudcustomer>/ctxana/vil/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

Hen
customerld E ZH a5 %= HIME— ID,
cwsServiceKey & BT IR5I Haiin &= P KA B ME—2 TR,

instancelD @— MMM ID, AFEZE (fR¥P) M Citrix Workspace T2 E) Citrix Analytics BY
B3R, MNREEEENEREMZ D StoreFront RS2SRSS 24, NEB MRS FFHRS[ARBE—T
ME—AY instancelDo

¥¥ Citrix Analytics BHES AEH StoreFront™ ZBE

1. ¥ StoreFrontConfigurationFile.json X1 & Hl 24 StoreFront fRS58%8 (3¢ StoreFront fRS525
AP —ERRSEH) LHNEEXMHFXF, UTaRREXHERESRHE,.

2. FTFF PowerShell ISE #Fi%# UEE R H93517.

3. BITUATaS !

Import-STFCasConfiguration -Path
"$Env:UserProfile\Desktop\StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

4. ke miR[EFABIENEIAFHFE ERTE PowerShell 55,
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CustomerId
EnablementService
CwsServiceKey

EnablementServiceStatus : hitps://
Instanceld :
Name : CASSingleTenant

= g

RETE Windows Server 2012 R2 _ERIZAM StoreFront fRSZ2FFIBERBEF R C++ iB1THY
EA#FQH#F, LUEETRI M CAS EMf. BNRTE Citrix Virtual Apps and Desktops R B R

4 StoreFront, MAFZEIHE, R CVAD TREREFBLRLE C++ iB{TEAM, WRNE
F8 CitrixStoreFront-x64.exe JTTRIEZFZFZ 2 StoreFront %A C++ 5178Y, WESF A CAS
REBXHE, ErlseiAm ke it

$¥ Citrix Analytics BUEEHEE] StoreFront fRSZ284H

INRIZIETE StoreFront fRSS284H L HITXEEIR(E, MMATUFF AR Citrix Analytics BIRBEHEEIARSS
SSAMFRERR. T8 StoreFront RSB ERSLEF, T BERENER

BLREEUE, BERUTHEC—!

o {EF StoreFront BEIBEHIS

« i5{EMA PowerShell §553/\ T E Publish-STFServerGroupConfiguration,

2 StoreFront fR33884H ID

BRBIENEEZE SR EME Citrix Analytics ARSS, EEILUER PowerShell £ MERERY
ServerGrouplDo

1. ERFER StoreFront fz558%, HERBIIRSAHRLFRI— StoreFront fS5 25

2. ¥T7F PowerShell ISE i UEERHREIT

3. BITUT@HR:

$WebConfigPath = "C:\Program Files\Citrix\Receiver
StoreFront\Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

407



CITRIX® STOREFRONT ¥#ihkas

$XMLObject.framework.properties.property

Blan, XLemoREMINTREE

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1

AdminConsoleOperationMode Full

{S1E M StoreFront [A Citrix Analytics ZXEHE
1. ¥TFF PowerShell ISE Hi%#F UEBR A MDE1T.
2. BT RS -
Remove-STFCasConfiguration
Get-STFCasConfiguration
Rz 81T AR Citrix Analytics ZIEE R IIMIFR, N Get-STFCasConfiguration AR [E]{F 1A
TSP
3. WIRIRIETE StoreFront fRS5254H EITIXEEARME, BERE BRI MIRS BFEFRE L AR
S AHB Citrix Analytics #3E. ERSHRAFTFHN—ERSERL, STUATHS !

Publish-STFServerGroupConfiguration
4. EREMEMRSSRARR L, ST TaSUEIA Citrix Analytics FtE B MAFIIFRBE RS 2R
ThipR :
Get-STFCasConfiguration
5. FREERKF S REENES ( https://citrix.cloud.com/ )o
6. EFE—THBMEE o
7. @I T S FTFF Citrix Analytics RS BIRHZEHI&
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8. 7 Citrix Analytics RS EEEZHIGH, 1&F 1GE > BIER.
9. E'EPINAMNKEE TR, % StoreFront EPEIT#K -

Data processing on

Virtual Apps and Desktops (&

1site | 2 users | 1 StoreFront deployment

10. @I EZHEHEZA URL A ServerGrouplD KiRFIEMIFRAY StoreFront SRE,
11. 7£ (1) &8, % M Analytics iR StoreFront Z8&,

StoreFront deployments

StoreFront deployment

Remove StoreFront deployment from Analytics
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A5 1B PowerShell A— ST ARIEREN ARERERE (%)

i&{T PowerShell fiZ Config-StoreProxy.psl B] BiA—M &SN AEIEHRITIERZ, H B
ABWH XML LUECE <system.net> o, ZAERIFNAEE web.config XH4&EMH I HA1AEFRY
RE, UEEXNERRFREREHR web.config X,

=

ZEITHATIBESSEARIMNZ D <system.net> XML BlA&R, 8MNNBBEENRE—D
<system.net> %B. HNIZTBEIARMEIENARERIERBEES I

1. ¥TFF PowerShell ISE Fi%#E UEBRB ST
2. IXE $Stores = @("Store","Store2") UTEEHLFER Web IBECERIN BREE,
3. EEEMNTE—Em :

° _/l\ IP iﬂ’,iﬂ:, EE
+ Web {289 FQDN

4. B{TLLT PowerShell :

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"

8888

$ProxyPort

# Set this for every Store using Stores array

function Set-StoreProxyServer() # Tested with both IP and FQDN

[CmdletBinding()]

param([Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][array]
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$Stores,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")][string]
$ProxyIP,

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN") ]
[string]$ProxyFQDN,

arameter (Mandatory=$true, ParameterSetName="Proxy
P ter (Mandat $t P terSetN "P Ip"

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][int]
$ProxyPort)

foreach($Store in $Stores)

{

Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "Yellow"

Write-Host " 'n"

if(!(Test-Path "$env:UserProfile\desktop\$Store\"))

{

Write-Host "Creating $env:UserProfile\desktop\$Store\

directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop\$Store\" -ItemType
"Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix\$Store\web.config
to $env:UserProfile\desktop\$Store\..." -ForegroundColor "Yellow"
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Copy-Item -Path "c:\inetpub\wwwroot\Citrix\$Store\web.config"
-Destination "$env:UserProfile\desktop\$Store\" -Force | Out-Null

if(Test-Path "$env:UserProfile\desktop\$Store\web.config")

Write-Host "$env:UserProfile\desktop\$Store\web.config file
backed up" -ForegroundColor "Green"

else

Write-Host "$env:UserProfile\desktop\$Store\web.config file
NOT found!" -ForegroundColor "Red"

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for Store
$Store..." -ForegroundColor "Yellow"

Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix\
$Store\web.config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))
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{
$ProxyServer = ("HTTP://$ProxyIP"+":"+$ProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$ProxyPort)
}

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements

$SystemNet = $XMLObject.CreateNode("element", "system.net","")

$DefaultProxy =
$XMLObject.CreateNode("element", "defaultProxy","")

$Proxy = $XMLObject.CreateNode("element", "proxy","")

$Proxy.SetAttribute("proxyaddress", "$ProxyServer")

$Proxy.SetAttribute("bypassonlocal", "true")

# Move back up the XML tree appending new child items in

reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild ($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)
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# Save the modified XML document to disk

$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:
\inetpub\wwwroot\Citrix\$Store..." -ForegroundColor "Yellow"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer =
$XMLObject.configuration. 'system.net'.defaultProxy.proxy.proxyaddress |

Out-Null

Write-Host ("Configured proxy server for Store $Store"+": "+
$ConfiguredProxyServer) -ForegroundColor "Green"

Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"

IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -ProxyPort
$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. 82 C:\inetpub\wwwroot\Citrix\<Store>\web.config XHKEESETALS

<system.net> Ef57
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</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>
</system.net>

</configuration>

6. FRER Jf Citrix Analytics BIES A StoreFront 3Z PR S A Citrix Analytics £,

% 2 FEF <system.net> ZBFHINBIFEE web.config X4
3 F StoreFront AR5 88 ¥ FF M Citrix Analytics & EEIRMENEE, #ATHITIHRE,

1. &BTEIER web.config X, FREEHIR c:
\inetpub\wwwroot\Citrix\<Store>\web.config ZHNAHE—MIIE,

2. fEF FQDN MizQAEEL IP Mg DA S, @IERNEIREEHRUAT XML,

fBlan, fEF FODN fligOB &80T, 1BERALUT <system.net> Joi& :

<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"

bypassonlocal="true" />
</defaultProxy>

</system.net>
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Flan, R P MimAAER, FEAUT <system.net> oK :

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true" />
</defaultProxy>

</system.net>

3. TEfE web.config XHFHFRE, LSRG ERAENE <system.net> T -

<runtime>

<gcServer enabled="true" />

<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyIdentity name="System.Web.MVC"
publicKeyToken="31BF3856AD364E35" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-5.0.0.0"
newVersion="5.0.0.0" />

</dependentAssembly>
<dependentAssembly>

<assemblyIdentity name="Newtonsoft.Json"
publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-9.0.0.0"
newVersion="9.0.0.0" />

</dependentAssembly>

</assemblyBinding>
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</runtime>
Insert the <system.net> element here

</configuration>

4. ¥R I Citrix Analytics ##ES A StoreFront Z8E HPATRF A Citrix Analytics ZE,
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E=7EA

StoreFront AJRE B FREU T RAARFANE =S RFAM. WIIRERIEFYIBIERE =7
MFERRY, IR FTRERE ™ MEVERRAMEL, HERRERTE ; ERRE Rt TERARE
SFBSEREA, CITRIX REMN BN AT REEEBMEETEMS, S ERHD AARTIRAERT
BEMLER, NMEERBAREETR. EEREMFZRIMREHRIE B ERAHDAFTIK, &EF
BEEEABERT, CITRIX SANEERH DL ATRMSBMAVERSH. B, BEIEREHRE
B EREMRERBERET,

+H/R-E 3.3.0

RRAXPTE 2004-2013 Castle Project - <http://www.castleproject.org/>

FR#E Apache FRIIE 2.0 HrIEIY

Microsoft Unity B FATERF3R (Unity) 2.1

WR#XFRE © 2011 Microsoft Corporations

FRHE Microsoft 2HVFETIE (MS-PL) 1Y <https://msdn.microsoft.com/zh-cn/library/
hh237493.aspx>

Microsoft BT\, 5558k . Prism 2.2

HRANFRA © 2010 Microsoft Corporation.

IR#E Microsoft 2 HIFATIE (MS-PL) %1%,

Microsoft R\ 550 : BARS EALES 1.0

WRAYFRA © Microsoft Corporations

IBHE Microsoft 2 ATIE (MS-PL) 1Y

Microsoft .Net 2& R

WRAXFRE © Microsoft Corporation, 183& MIT 3 AIIERAY,
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ManagedEsent hR 7 1.9.4

KRA¥PFE © Microsoft Corporations

ARHE Microsoft 2 HIFATIE (MS-PL) #&1%

jQuery UI - v1.10.4 - 2014-03-12

<http://jqueryui.com/>

WeAXFRA 2014 jQuery Foundation REMTTEAE ; RIE MIT 81

jQuery JavaScript FE v1.12.4

<http://jquery.com/>

g Sizzle.js
<http://sizzlejs.com/>

MeAXFRA jQuery Foundation K Efth ST EkE
IR4E MIT FRIIER R
<http://jquery.org/license>

HEHA : 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04
MeAXFRA (c) 2010 Kelvin Luck

BB MIT 0 GPL WEIFBIEEN,

jquery.contextmenu.js
jQuery E NN
KRAXPFE (c) 2008 Matt Kruse (javascripttoolbox.com)

IR MIT 1 GPL FBIIEWNEIZ I,
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Hammer.JS BY jQuery #ifF - v1.0.0 - 2014-01-02

<http://eightmedia.github.com/hammer. js>
WXAXFRA (c) 2014 Jorik Tangelder <j.tangelder@gmail.com> ;

IR1E MIT FFRTIEREY

jQuery MouseWheel

hR#XFRE (c) 2011 Brandon Aaron (http://brandonaaron.net)

FRHE MIT #FA]IE (LICENSE.txt) 1%,

"B wWPF TE4A 3.8.2

WRAXFRA (C) 2010-2020 Xceed Software Inc.
KIZFEARHE Microsoft NHIFRIIE (Ms-PL) BISFIR AR,

MNFEEZINEE. EHMIRERE I, 1B <http://xceed.com/wpf_toolkit> 3REY Plus
Edition.

1R %% | £ Twitter £ %% @datagrids

wix TE&E

Wx#XFRE (c) .NET Foundation f153#k#&, Microsoft Reciprocal License (Ms-RL)

CLR 2%
WRARFRA (c) 3R /AF]. Microsoft BFRIFAI MY (MS-LPL)

HEFR ST Redis 1.1

StackExchange.Redis.StrongName 1.1 <https://stackexchange.github.io/
StackExchange.Redis> KRINFAE (c) 2014 Stack Exchange

IR1E MIT eI EEAR
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HEAREREE JSON

WRAXFRA (c) 2007 James Newton-King

IRHE MIT R R]IERAY.

jQuery JavaScript £ v3.7.1
WRAXFRA (c) OpendS Foundation K E fth STk

IR1E MIT FRIiEA R

<https://jquery.org/license>

jQuery UI - v1.13.2 - 2022-07-14

<http://jqueryui.com>

WRAXFRA jQuery Foundation R EL b TRERE ; BIE MIT 124X

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS - v2.0.8 - 2016-04-23
<http://hammerjs.github.io/>
WRAXFRA (c) 2016 Jorik Tangelder;

IR1E MIT FR]IERER

VelocityJS.org (1.5.0)

velocity-animate, ERgAXJ3 Julian Shapiro FRife, FE1375 2014-2017,

BB MIT FeIERN. BXIFHAER, SR BEERHH LICENSE X1,

slick.js - 1.8.0

MIT IFB]IE (MIT)

FRANFRE (c) 2013-2016
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jQuery FAF 5% @ Touch Punch 0.2.3

he#XERE 2011-2014, Dave Furfero

IRHE MIT 3¢ GPL hRA 2 e IENE R

BA
FRANFRA (c) 2015-2024, App vNext

%18 BSD 3-Clause o]

Polly.Core

RRANFRA (c) 2015-2024, App vNext

$%18 BSD 3-Clause o]

Microsoft.Security.Crypto

MIT IFB]IE (MIT)

KxA¥PF& (c) Microsoft Corporation

% NET 10

MIT IFB]3E (MIT)

WAXFRA (c) .NET Foundation F5TkE

CoreWCF 1.8

KR#XFRE .NET Foundation
FEIE - MIT

IME URL . <https://github.com/CoreWCF/CoreWCF>

EHF NET BY Azure SDK
WAXFRA (c) 2015 Microsoft, 1R#E MIT B,
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AspNetWebStack
WRAXFRA (c) .NET Foundation, 1R&EFRENF.

1R#E Apache FAIIE 2.0 HrIEHY,

Microsoft Graph F AT Ed&

FRANFRA 2019 Microsoft Graph

IRHE MIT R R]IERAY.

Microsoft Graph &%/ AT EAE

FRANFRA 2019 Microsoft Graph

IRHE MIT R B]IERAY

AspNet HEIER
WRAXFRA (c) .NET Foundation F13TkE

1R#E Apache FRIIE 2.0 HrIEHY,

Microsoft AzureAD IdentityModel 3 B (G&FHF .NET)
WeAXFRE (c) Microsoft Corporation. AB#E MIT ¥FRIIERA,

1 NET Kiota

MIT FB]IE (MIT)

WRAXFRE (c) IR E]

Microsoft.Web.Infrastructure 1.0

FRAXFRA (c) IR AE]. ARIEMEREFHFATIE (MS-SL) &A%

Std-UriTemplate

MRAXFRE (c) 2023 std-uritemplate 1E#E Apache FAJIE 2.0 kiR
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WRAXFRE (c) .NET Foundation MZ#EAE . 1BIE MIT FAIIEEAL

PR : 5| FHBVVFRIIE
MIT % a]3E

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"), to
deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,
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OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN

THE SOFTWARE.

Apache YFA]IE 2.0 kiR

Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by

the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common

control with that entity. For the purposes of this definition,
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"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the

outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,

and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).
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"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution."
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"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and

subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the

Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You

institute patent litigation against any entity (including a

cross-claim or counterclaim in a lawsuit) alleging that the Work
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or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You

meet the following conditions:

(a) You must give any other recipients of the Work or

Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices

stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of

the Derivative Works; and
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(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or

for any such Derivative Works as a whole, provided Your use,

reproduction, and distribution of the Work otherwise complies with
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the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed

with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the

origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions

of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A

PARTICULAR PURPOSE. You are solely responsible for determining the
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appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
wWork (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only

on Your own behalf and on Your sole responsibility, not on behalf

of any other Contributor, and only if You agree to indemnify,
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defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason

of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

N\, N
AR HAFR]IE (MS-PL)
This license governs use of the accompanying software. If you use the

software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and
“distribution” have the

same meaning here as under U.S. copyright law.

A “contribution” is the original software, or any additions or changes
to the software.

A “contributor” is any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’s patent claims that read directly
on its contribution.
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2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including
the license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free copyright license to
reproduce its contribution, prepare derivative works of its contribution,
and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works
of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are infringed by the software, your patent license from
such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in
the software.

(D) If you distribute any portion of the software in source code form,

you may do so only under this license by including a complete copy of this
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license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using it.
The contributors give no express warranties, guarantees or conditions. You
may have additional consumer rights under your local laws which this
license cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness
for a particular purpose and non-infringement.

BSD =M IFRIIE
Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice,
this

list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice,

this list of conditions and the following disclaimer in the

documentation

and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its

contributors may be used to endorse or promote products derived from
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this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
ISII

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE

DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE
LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

M B B AlIE (Ms-RL)
This license governs use of the accompanying software. If you use the

software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms "reproduce," "reproduction," "derivative works," and

"distribution" have the same meaning here as under U.S. copyright law.
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A "contribution" is the original software, or any additions or changes to
the software.

A "contributor" is any person that distributes its contribution under this
license.

"Licensed patents" are a contributor's patent claims that read directly on
its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free copyright license to

reproduce its contribution, prepare derivative works of its contribution,

and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works
of the contribution in the software.

3. Conditions and Limitations

(A) Reciprocal Grants- For any file you distribute that contains code from
the software (in source code or binary format), you must provide
recipients the source code to that file along with a copy of this license,
which license will govern that file. You may license other files that are
entirely your own work and do not contain code from the software under any
terms you choose.

(B) No Trademark License- This license does not grant you rights to use
any contributors' name, logo, or trademarks.

(C) If you bring a patent claim against any contributor over patents that
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you claim are infringed by the software, your patent license from such
contributor to the software ends automatically.

(D) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in
the software.

(E) If you distribute any portion of the software in source code form, you
may do so only under this license by including a complete copy of this
license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(F) The software is licensed "as-is." You bear the risk of using it. The
contributors give no express warranties, guarantees, or conditions. You
may have additional consumer rights under your local laws which this
license cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness
for a particular purpose and non-infringement.
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